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The rapid advancement of machine learning over the past decade has been driven by the
increasing availability of large-scale datasets. However, this growth has raised critical concerns
regarding the privacy of individuals whose data is being used, as well as the robustness of
algorithms against potentially malicious data corruption from unreliable sources. This thesis
aims to explore the fundamental interplay between differential privacy (DP) and outlier
robustness in machine learning.

This thesis investigates several canonical statistical problems to uncover the inherent
connections between DP and robustness. The first problem addresses whether it is possible to
develop algorithms that are both differentially private and robust to outliers without requiring
additional data. We present the first efficient algorithm with sub-optimal sample complexity.
Then, we introduce a unifying framework that achieves nearly optimal sample complexity,
without considering computational efficiency, across various problems, including mean esti-
mation, linear regression, covariance estimation, and principal component analysis (PCA).
Finally, we propose two efficient algorithms that achieve near-optimal sample complexity for
differentially private PCA and linear regression.

The findings of this research contribute to a deeper understanding of the interplay between

privacy and robustness, providing new insights into the design of algorithms that are both



statistically optimal and computationally efficient for practical applications. The results
presented in this thesis open avenues for further exploration into the protection of data

privacy, particularly in high-dimensional and adversarial settings.
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Chapter 1

INTRODUCTION

The past decade has witnessed significant advancements in machine learning, largely
driven by the proliferation of large-scale datasets. However, as these datasets have scaled,
concerns regarding the privacy of the individuals represented in them have become increasingly
prominent. At the same time, as data is sourced from a growing number of institutions,
not all of which can be deemed trustworthy, there is a corresponding rise in concerns about
the robustness of algorithms against malicious data corruption. Interestingly, privacy and
robustness are inherently related, as both require algorithms to be insensitive to small
perturbations in the dataset. The focus of this thesis is to investigate the fundamental
connections and limitations between differential privacy and outlier robustness for machine
learning algorithms. This chapter introduces the problem statement within the following
framework of statistical estimation.

Estimating a parameter of a distribution is a canonical problem in statistics: given i.i.d.
samples S = {x1,z9,...,2,} from a distribution P, which belongs to a known family P and
is indexed by an unknown parameter 6, the goal is to find an estimator f that minimizes the
distance £(0, é) Two important desiderata for parameter estimation algorithms are differential

privacy (DP) and robustness:

Differential Privacy: Introduced by Dwork et al. [78], DP has become the de facto standard
for data privacy, widely used from U.S. Census data [2] to real-world commercial systems
[189, 82, 84]. Informally, an estimator is considered DP if the likelihood of the (randomized)
outcome does not change significantly when a single arbitrary entry is added or removed, as
formally defined in Section 1.1. This strong privacy guarantee ensures that even if an adversary

knows all other entries, they cannot confidently identify whether a specific individual’s data



was included in the database, thereby providing plausible deniability for individual privacy.

Robustness: The strong contamination model considers scenarios where an a-fraction of
the i.i.d. samples are adversarially corrupted, as formally defined in Section 1.1. Our
objective is to develop a reliable estimator that still maintains high utility. Since the
1960s, Tukey and Huber have studied Gaussian mean estimation and linear regression under
weaker corruption models-Huber’s model [194, 14, |. However, these algorithms are
computationally intractable for high-dimensional problems. Only recently, in 2016, the first
polynomial-time algorithm that achieves optimal robustness was proposed [(4, |. This

breakthrough has sparked a flurry of research on robust estimation problems, including

mean estimation [0, 73, : , 66], covariance estimation [50, 154], linear regression and
sparse regression |31, 29, 23, 93, , , 63, , , 55, , 70, 137], principal component
analysis [145, 121].

DP and robustness are intuitively related: both concepts require an algorithm to be
stable or insensitive to small changes in the input. As early as 2009, Dwork and Lei observed
that robust estimators could be adapted to provide privacy through the propose-test-release
(PTR) framework [77]. This approach builds on the intuition that robust estimators, such as
the median and truncated mean, are generally less sensitive than non-robust estimators like
the mean, thus providing a good starting point for private estimators. However, satisfying
DP guarantees is technically more challenging due to two main reasons: 1) DP requires
guarantees in the worst-case scenario—meaning the algorithm must remain insensitive within
a neighborhood around every input dataset, whereas a robust algorithm only needs to
handle the average case around well-behaved distributions; 2) DP requires strict adherence
to distributional distances, while robust algorithms focus primarily on final utility. These
technical differences pose theoretical and practical challenges for applying robust estimators
to private estimation problems, leading to the result that PTR only works in low-dimensional
settings and does not provide optimal privacy guarantees for many high-dimensional canonical

problems, such as subGaussian mean estimation and linear regression.



Since DP appears more stringent than robustness, one might be misled into thinking that
privacy ensures robustness since DP guarantees that a single outlier cannot significantly alter
the estimation. This intuition is true only in low-dimensional settings; in high dimensions,
each corrupted data point can appear uncorrupted but still significantly shift the parameter
when colluding [160].

The interplay between DP and robustness in parameter estimation offers both significant
opportunities and challenges due to their similar intuitions but differing requirements and
data models. These disparities pose intriguing questions for this thesis, particularly whether
it is feasible to develop algorithms that simultaneously satisfy both robustness and privacy
without additional samples. Furthermore, this research explores how robust estimators can
enhance privacy protections in solving many open problems related to high-dimensional private
estimation. Ultimately, our goal is to design algorithms that are not only statistically optimal

but also computationally efficient for practical tasks such as PCA and linear regression.
1.1 Preliminaries

We first recall the definitions of differential privacy and the strong contamination model. We
say two datasets S and S’ of the same size are neighboring if the Hamming distance between

them is at most one.

Definition 1.1.1 ([78]). We say a randomized algorithm M : X™ — Y is (g,0)-differentially
private if for all neighboring databases S ~ S" € X", and all Y C Y, we have P(M(S) €
V) <efP(M(S') €Y) 4+ 0.

Definition 1.1.2 (Strong Contamination Model [61]). Given a set Syooa = {Z; € R4}, of
n data points, an adversary inspects all data points, selects Qcorruptn 0f the data points, and
replaces them with arbitrary dataset Spaqa Of Size Qcorrupt. The Tesulting dataset S = {z; €

R4}, is called a-corrupted dataset.

Contributions: In this thesis, we aim to develop statistically optimal algorithms for canonical



problems in parameter estimation, such as mean estimation, linear regression, and PCA under

differential privacy /robustness constraints. The contributions of this work are threefold:

1. In Chapter 2, we propose the first computationally efficient algorithm that achieves

both robustness and privacy simultaneously.

2. In Chapter 3, focusing only on the statistical cost without concerning computational
efficiency, we introduce a generic unifying framework, High-dimensional Propose-Test-
Release (HPTR), which leverages robust estimators to achieve not only optimal sample
complexity for many previously open problems but also optimal robustness as a byprod-

uct.

3. In Chapter 4 and Chapter 5, we provide both time-efficient and statistically optimal

private estimators for PCA and linear regression.

Bibliographies: The result of Chapter 2 for private and robust mean estimation was
published at [160]. The result of Chapter 3 for HPTR original was published at [161]. The
result of Chapter 4 for DP-PCA was originally published at [159]. The result of Chapter 5

for label-robust differentially private linear regression was originally published at [158].



Chapter 2

DIFFERENTIALLY PRIVATE AND ROBUST MEAN
ESTIMATION

2.1 Introduction

When releasing database statistics on a collection of entries from individuals, we would
ideally like to make it impossible to reverse-engineer each individual’s potentially sensitive
information. Privacy-preserving techniques add just enough randomness tailored to the
statistical task to guarantee protection. At the same time, it is becoming increasingly
common to apply such techniques to databases collected from multiple sources, not all of
which can be trusted. Emerging data access frameworks, such as federated analyses across
users’ devices or data silos [124], make it easier to temper with this collected dataset, leaving

private statistical analyses vulnerable to a malicious corruption of a fraction of the data.

Differential privacy has emerged as a widely accepted de facto measure of privacy, which
is now a standard in releasing the statistics of the U.S. Census data |2] statistics and also
deployed in real-world commercial systems [189, 82, 81]. A statistical analysis is said to
be differentially private if the likelihood of the (randomized) outcome does not change
significantly when a single entry is replaced by another arbitrary entry (formally defined in
§2.1.1). This provides a strong privacy guarantee: even a powerful adversary who knows all
the other entries in the database cannot confidently identify whether a particular individual
is participating in the database based on the outcome of the analysis, providing plausible
deniability, central to protecting an individual’s privacy. Despite more than a decade of
literature focused in designing private mechanisms for various statistical and learning tasks,

only recently have some of the most fundamental questions been resolved.

In this work, we focus on one of the most canonical problems in statistics: estimating the



mean of a distribution from i.i.d. samples. For distributions with unbounded support, such
as sub-Gaussian and heavy-tailed distributions, fundamental trade-offs between accuracy,
sample size, and privacy have only recently been identified |39, , , 1] and efficient
private estimators proposed. However, these approaches are brittle when a fraction of the
data is corrupted, posing a real threat — referred to as data poisoning attacks [18, | — and
therefore emerging as a popular setting of recent algorithmic and mathematical breakthroughs

[186, 64] in the defense of such attacks.

Uy error [|fi — puf|z

0.0 0 20 40 60 80 100

dimension d

Figure 2.1: Private mean estimators (e.g., DP mean [129]) is vulnerable to adversarial
corruption especially in high dimensions, while the proposed PRIME achieves robustness
(and privacy) regardless of the dimension of the samples. Both are (¢ = 10,0 = 0.01)-
DP and a = 0.05 fraction of data is corrupted. Each data point is repeated 50 runs
and standard error is shown as the error bar. Our implementation is available at https:

//github.com/xiyangl3/robust_dp.

One might be mislead to thinking that privacy ensures robustness since differential privacy
guarantees that a single outlier cannot change the estimation too much. This intuition is
true only in low dimensions where each sample has to be an obvious outlier to significantly
change the mean. However, in high dimensions, each corrupted data point can look perfectly
uncorrupted but still shift the mean significant when colluding together (Figure 2.1). Focusing

on the canonical problem of mean estimation, we introduce novel algorithms that achieve
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robustness and privacy simultaneously even when a fraction of data is corrupted arbitrarily
by an adversary.

For such algorithms, there is a fundamental question of interest: do we need more samples
to make private mean estimation also robust against adversarial corruption?

If we can afford exponential run-time in the dimension, we show that robustness can
be achieved without extra cost in sample complexity. We introduce a novel estimator that
nearly matches the known lower bound for a (non-robust) private mean estimation, as shown
in Table 2.1. TIts sole restriction is that the accuracy cannot surpass 2(a) when we have
« fraction corrupted, which is necessary even for a (non-private) robust mean estimation
with infinite samples. We nearly match this fundamental bound, achieving O(a+/log(1/a))

accuracy with an information theoretically optimal sample complexity.

Theorem 1 (Informal version of Theorem 8, exponential time algorithm for sub-Gaussian
distributions). When « fraction of the data is arbitrarily corrupted from n samples drawn
from a d-dimensional sub-Gaussian distribution with mean p and an identity sub-Gaussian
parameter, if n = @(d/a2 + (d + d*?1og(1/6))/(ae)) then Algorithm 8 is (e, 8)-differentially
private and achieves ||ji — p|a = O(ay/log(1/a)) with high probability.

We introduce PRIME (PRlvate and robust Mean Estimation) in Algorithm 5 to make
robust and private mean estimation computationally efficient. It requires a run-time of
only O(d? + nd?), but at the cost of requiring extra d'/? factor larger number of samples.
This cannot be improved upon with current techniques since efficient robust estimators rely
on the top PCA directions of the covariance matrix to detect outliers. [209] showed that
ﬁ(dP’/ 2) samples are necessary to compute PCA directions while preserving (e, §)-differential
privacy. It remains an open question if this Q(d3/2/(ae)) bottleneck is fundamental because no
matching lower bound is currently known for the differentially private robust mean estimation

problem.

Theorem 2 (Informal version of Theorem 7, efficient algorithm for sub-Gaussian distributions).

Under the assumption of Theorem 1, if n = Q(d/o? + (d¥21og(1/6))/(ag)) then PRIME is



(e, 9)-differentially private and achieves ||ji — ulls = O(«

log(1/a)) with high probability.

Upper bound (poly-time) | Upper bound (exp-time) | Lower bound

(,0)-DP [36, 120] | O(g + “e2aio) O(& + * G + 2)*
a-corruption |73] 5(%) 5(%) Q(%)

a-corruption and 5( < 4+ /2o 125(1/5) ) 6(0% + _d+d1/203§g(1/5)) ﬁ(o% 4 L)a
(¢,0)-DP (this work) [Theorem 7] [Theorem §| [129]

Table 2.1: For the fundamental task of learning the mean p € [—R, R]? of a sub-Gaussian
distribution with a known covariance, we list the sufficient or necessary conditions on the
sample sizes to achieve an error ||fi — ully = O(«) under (e, )-differential privacy (DP),

corruption of an a-fraction of samples, and both. * requires the distribution to be a Gaussian

and * requires 6 < v/d/n.

When the samples are drawn from a distribution with a bounded covariance, parameters of
Algorithm 8 can be modified to nearly match the optimal sample complexity of (non-robust)
private mean estimation in Table 2.2. This algorithm also matches the fundamental limit on

the accuracy of (non-private) robust estimation, which in this case is Q(al/?).

Theorem 3 (Informal version of Theorem 9, exponential time algorithm for covariance
bounded distributions). When « fraction of the data is arbitrarily corrupted from n samples
drawn from a d-dimensional distribution with mean p and covariance ¥ X1, if n = ﬁ((d +
d*?1og(1/6))/(ae) + d*?*1og®?(1/5)/e) then Algorithm 8 is (e, 6)-differentially private and

achieves ||fi — pi|lz = O(a'/?) with high probability.

The proposed PRIME-HT for covariance bounded distributions achieve computational
efficiency at the cost of an extra factor of d"/? in sample size. This bottleneck is also due to

DP-PCA, and it remains open whether this gap can bee closed by an efficient estimator.



Theorem 4 (Informal version of Theorem 10, efficient algorithm for covariance bounded
distributions). Under the assumptions of Theorem 3, if n = Q((d*?1og(1/6))/(ae)) then
PRIME-HT is (¢, §)-differentially private and achieves ||fi — p|lz = O(a'/?) with high proba-

bility.
Upper bound (poly-time) Upper bound (exp-time) Lower bound
(e.8)-DP [25, 137] O(dee 20110 O(L) (L)
a-corruption [73] O(%) O(%) Q(4)
a-corruption and 5( W) 6(d+(d1/2+ad1/2 1(;g61/2(1/6))log(1/5)) Q(%)
(¢,0)-DP (this chapter) [Theorem 10] [Theorem 9| [25, 135]

Table 2.2: For the fundamental task of learning the mean u € [—R, R]? of a covariance
bounded distribution, we list the sufficient or necessary conditions on the sample size to
achieve an error ||j1 — u|l2 = O(a'/?) under (g, §)-differential privacy (DP), corruption of an

a-fraction of samples, and both.

Contributions. We introduce a novel private and robust mean estimator that achieves
optimal guarantees but takes an ezponential run-time (Algorithm 8). Its innovation is
leveraging on the resilience property of well-behaved distributions not only to estimate the
mean robustly (which is the standard use of the property) but also to adaptively bound the

sensitivity of the estimator, thus achieving optimal privacy.

We introduce new efficient private and robust mean estimators (Algorithms 5 and 9).
These algorithms critically rely on the private version of matrix multiplicative weight filtering
to limit the number of dataset accesses to its minimum. Finally, we present a novel private
1-dimensional filter that uses a private histogram on a set of carefully chosen intervals to

guarantee improvement in each step.
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2.1.1 Preliminaries

Differential privacy provides a formal mathematical metric for measuring privacy leakage

when a dataset is accessed with a query.

Definition 2.1.1 (Differential privacy [73]). Given two datasets S = {x;}1—, and S" = {z}}?_,,
we say S and S' are neighboring if they differ in at most one entry, which is denoted by
S ~ §'. For an output of a stochastic query q on a database, we say q satisfies (£, §)-differential
privacy for some e >0 and § € (0,1) if P(q(S) € A) < eP(q(S") € A)+ 6 for all neighboring
databases S ~ S’ and all subset A in the range of the query.

By introducing enough randomness when answering a query, we can achieve small values
of £ and ¢ (and hence strong privacy). This ensures that the query output does not reveal
whether a single person participated in the dataset or not with high confidence, to a powerful
adversary who knows all the other entries of the dataset. The main building block of our
proposed algorithms is output perturbation. Let z ~ Lap(b) denote a random vector whose
entries are i.i.d. sampled from Laplace distribution with pdf (1/2b)e /0. Let z ~ N (u, X)

denote a Gaussian random vector with mean p and covariance 3.

Definition 2.1.2 (Output perturbation). The sensitivity of a non-private query f(S) € R*
is defined as A, = supg_g [ £(S) — f(S")ll, for a norm ||zll, = (Ficu l:l?)/*. Forp =1,
the Laplace mechanism outputs f(S) + Lap(A1/e) and achieves (g,0)-differential privacy

[78]. For p = 2, the Gaussian mechanism outputs f(S) + N (0, (Az(1/210g(1.25/8))/e)*1)
and achieves (g, 0)-differential privacy [79].

Other output perturbation mechanisms include the exponential mechanism [164] (which
we explain in detail in §2.2) and staircase mechanisms [94, | (which achieves the minimum
variance).

Private statistical analysis. Traditional private data analyses require bounded support
of the samples to leverage the resulting bounded sensitivity. For example, each entry is

constrained to have finite /5 norm in standard private principal component analysis [10],
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which does not apply to Gaussian samples. Fundamentally departing from these approaches,
[139] first established an optimal mean estimation of Gaussian samples with unbounded
support. The breakthrough is in first adaptively estimating the range of the data using a
private histogram, thus bounding the support and the resulting sensitivity. This spurred the

) ]7

heavy-tailed mean estimation [135], learning mixture of Gaussian [131], learning Markov

design of private algorithms for high-dimensional mean and covariance estimation |

random fields [211], and statistical testing [12]. Under the Gaussian distribution with no
adversary, [1] achieves an accuracy of |1 — p||2 < & with the best known sample complexity
of n = O((d/a?) + (d/ae) + (1/¢)log(1/6)) while guarantecing (e, §)-differential privacy. This
nearly matches the known lower bounds of ©(d/&?) for non-private finite sample complexity,
Q((1/2) min{log(1/8),log(R)}) for privately learning one-dimensional unit variance Gaussian
[139], and Q(d/ae) for multi-dimensional Gaussian estimation [120]. However, this does
not generalize to sub-Gaussian distributions and [!] does not provide a tractable algorithm.
A polynomial time algorithm is proposed in [129] that achieves a slightly worse sample
complexity of O((d/a?) + (dlog'/?(1/8)/ae)), which can also seamlessly generalized to sub-
Gaussian distributions. For estimating the mean of a covariance bounded distributions up
to an accuracy of ||fi — ulls = O(a/?), [135] shows that Q(d/(ée)) samples are necessary
and provides an efficient algorithm matching this up to a factor of log"?(1/4). In the same
paper, an inefficient algorithm based on the exponential mechanism with a tournament-based
scoring is proposed, that achieves the optimal sample complexity with pure (¢, = 0)-DP. It
might be possible to extend this approach to design an robust and DP mean estimator (with

exponential run-time).

With a similar motivation as this work but for a different problem of learning half-
spaces robustly and privately, [96] provides the fundamental limits on the sample complexity
and proposes efficient algorithms matching those information theoretic lower bounds. The
approach is a variation of the margin perceptron algorithm, and uses batch sampling together

with Laplace and Gaussian mechanisms.
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Robust estimation. Designing robust estimators under the presence of outliers has been
considered by statistics community since 1960s [194, 14, |. Recently, [62, | give
the first polynomial time algorithm for mean and covariance estimation with no (or very
weak) dependency on the dimensionality in the estimation error. Since then, there has

been a flurry of research on robust estimation problems, including mean estimation [0,

) , , 00], covariance estimation |50, |, linear regression and sparse regression
[31, 29,23, 93, 174, 143,63, 155, 138,55, 170, 70, 137], principal component analysis [115, 121],
mixture models |61, , , 110] and list-decodable learning [69, , 43,21, 52]. See [67]

for a survey of recent work.

One line of work that is particularly related to our algorithm PRIME is [19, 73, 57, 50, 52],
which leverages the ideas from matrix multiplicative weight and fast SDP solver to achieve
faster, sometimes nearly linear time, algorithms for mean and covariance estimation. In
PRIME, we use a matrix multiplicative weight approach similar to [73] to reduce the iteration
complexity to logarithmic, which enables us to achieve the d*/? dependency in the sample
complexity.

The concept of resilience is introduced in [136] as a sufficient condition such that learning
in the presence of adversarial corruption is information-theoretically possible. The idea of
resilience is later generalized in [217] for a wider range of adversarial corruption models.
While there exists a simple exponential time robust estimation algorithm under resilience
conditions, it is challenging to achieve differential privacy due to high sensitivity. We propose
a novel approach to leverage the resilience property in our exponential time algorithm for

sub-gaussian and heavy-tailed distributions.

2.1.2  Problem formulation

We are given n samples from a sub-Gaussian distribution with a known covariance but
unknown mean, and « fraction of the samples are corrupted by an adversary. Our goal is to
estimate the unknown mean. We follow the standard definition of adversary in [(4], which can

adaptively choose which samples to corrupt and arbitrarily replace them with any data points.
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The main challenge is in achieving the near optimal accuracy of ||(S) —pl|2 = O(ay/log(1/a))

while preserving (e, d)-differential privacy.

Assumption 1 (a-corrupted sub-Gaussian model). An uncorrupted dataset Sgooq consists
of n i.i.d. samples from a d-dimensional sub-Gaussian distribution with mean p € [—R, R]?
and covariance Elxz'] = 1, which is 1-sub-Gaussian, i.e., Elexp(v' )] < exp(||v||3/2). For
some a € (0,1/2), we are given a corrupted dataset S = {x; € R4} | where an adversary
adaptively inspects all the samples in Sgooa, Temoves an of them, and replaces them with Spaq

which are an arbitrary points in RY.

Similarly, we consider the same problem for heavy-tailed distributions under the bounded

covariance assumption.

Assumption 2 (a-corrupted bounded covariance model). An uncorrupted dataset Sgood
consists of n i.i.d. samples from a distribution D with mean u € [—R, R]* and covariance
¥ X 1. For some o € (0,1/2), we are given a corrupted dataset S = {z;}I_, where an
adversary adaptively inspects all the samples in Sgo0q, Temoves an of them and replaces them

with Spaq which are an arbitrary points in R,

Notations. Let [n] = {1,2,...,n}. For z € RY, we use ||z]ls = (3,c/q(2:)*)"/* to denote
the Euclidean norm. For X € R*? we use || X||s = max,|,—1 | Xv||> to denote the spectral
norm. The d x d identity matrix is I;. Whenever it is clear from context, we use S to denote
both a set of data points and also the set of indices of those data points. O and © hide
poly-logarithmic factors in d,n, 1/«, R, and the failure probability.

Outline. We present our results for sub-Gaussian distribution first. We provide a background
on existing approaches in §2.2. We introduce an efficient algorithm for mean estimation in
§2.3. We then introduce an exponential time algorithm with near optimal guarantee in §2.4.

Analogous results for heavy-tailed distributions are presented in in §2.5.
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2.2 Background on exponential time approaches for Gaussian distributions

In this section, we provide a background on exponential time algorithms that achieve optimal
guarantees but only applies to and heavily relies on the assumption that samples are drawn
from a Gaussian distribution. In §2.4, we introduce a novel exponential time approach that
seamlessly generalizes to both sub-Gaussian and covariance-bounded distributions.

We introduce Algorithm 1, achieving the optimal sample complexity of O(d/ min{ae, a?})
(Theorem 5). The main idea is to find an approximate Tukey median (which is known to be
a robust estimate of the mean [218]), using the exponential mechanism of [164] to preserve

privacy.

Tukey median set. For any set of points S = {z; € R4}", and i € RY, the Tukey depth is

defined as the minimal empirical probability density on one side of a hyperplane that includes

~

fL:

Drukey(S, 1) = inf P, (0" (x — f1) > 0) ,

vERL

where p,, is the empirical distribution of S. The Tukey median set is defined as the set of
points achieving the maximum Tukey depth, which might not be unique. Tukey median
reduces to median for d = 1, and is a natural generalization of the median for d > 1. Inheriting
robustness of one-dimensional median, Tukey median is known to be a robust estimator of
the multi-dimensional mean under an adversarial perturbation. In particular, under our
model, it achieves the optimal sample complexity and accuracy. This optimality follows
from the well-known fact that the sample complexity of O((1/a?)(d + log(1/¢))) cannot be
improved upon even if we have no corruption, and the fact that the accuracy of O(a) cannot
be improved upon even if we have infinite samples [218]. However, finding a Tukey median

takes exponential time scaling as O(n?) [157].

Corollary 2.2.1 (Corollary of [218, Theorem 3|). For a dataset of n i.i.d. samples from a

d-dimensional Gaussian distribution N'(u,1y), an adversary corrupts an o € (0,1/4) fraction
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of the samples as defined in Assumption 1. Then, any fi in the Tukey median set of a corrupted
dataset S satisfies ||fi— ||z = O(a) with probability at least 1—C if n = Q((1/a?)(d+1log(1/())).

Exponential mechanism. The exponential mechanism was introduced in [164] to elicit
approximate truthfulness and remains one of the most popular private mechanisms due to
its broad applicability. It can seamlessly handle queries with non-numeric outputs, such as
routing a flow or finding a graph. Consider a utility function u(S, /i) € R on a dataset S and a
variable /i, where higher utility is preferred. Instead of truthfully outputting arg max; u(S, f1),
the exponential mechanism outputs a randomized approximate maximizer sampled from the

following distribution:

1 s
rs(fp) = Z—S€2Au“(s’“), (2.1)

where A, = max; gug |u(S, 1) — u(S’, )| is the sensitivity of w (from Definition 2.1.2)
and Zg ensures normalization to one. This mechanism is (g, 0)-differentially private, since

e Tay WS ) —u(S" A < e/? and e/2 < Zs/|Zg < ec/2,

Proposition 2.2.2 ([161, Theorem 6| ). The sampled i from the distribution (2.1) is

(,0)-differentially private.

This naturally leads to the following algorithm. The privacy guarantee follows immediately
since the Tukey depth has sensitivity 1/n, i.e., | Drukey(Sn, ft) — Drukey (S5, it) | < 1/n for all

it € R? and two neighboring databases S, ~ S’ of size n.

Algorithm 1: Private Tukey median

1 Output a random data point i € [-2R, 2R]¢ sampled from a density

’)"(IEL) X 6(1/2)EHDTukey(S7/l) .

The private Tukey median achieves the following near optimal guarantee, whose proof is
provided in §A.1. The accuracy of O(«) and sample complexity of n = Q((1/a?)(d+1og(1/¢)))
cannot be improved even without privacy (cf. Corollary 2.2.1), and n = Q(d/(ae)) is necessary

even without any corruption [129, Theorem 6.5].
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Theorem 5. Under the hypotheses of Corollary 2.2.1, there exists a universal constant
c > 0 such that if p € [-R,R]%, a < min{c, R} and n = Q((1/a®)(d + log(1/¢)) +
(1/ae)dlog(dR/Cw)), then Algorithm 1 is (e,0)-differentially private and achieves ||t — ul|2 =
O(«) with probability 1 — (.

The private Tukey median, however, is a conceptual algorithm since we cannot sample from
r(f1). The Apinarukey algorithm from [28] approximately finds the Tukey median privately.
This achieves O(a) accuracy with n = Q(d*?log(1/8)/(ae)+(1/a?)(d+log(1/¢))), but it still
requires a runtime of O(nP°Y(@). Alternatively, we can sample from an a-cover of [-2R, 2R]%,
which has O((dR/a)?) points. However, evaluating the Tukey depth of a point is an NP-hard
problem [9], requiring a runtime of O(n?"!) [156]. The runtime of the discretized private
Tukey median is O(n~'(dnR/a)?). Similarly, [30] introduced an exponential mechanism over
the a-cover with a novel utility function achieving the same guarantee as Theorem 5, but

this requires a runtime of O(n(dR/a)*?).

2.3 Efficient algorithms for private and robust mean estimation

A major challenge in making a robust estimation algorithm private is the high sensitivity
of the iterates as we show in §2.3.1. Instead, we propose making only the first and second
order statistics private, hence significantly reducing the sensitivity in §2.3.2. However, the
O(d) number of iterations is prohibitive because the privacy leakage compounds over those
iterations. We therefore propose PRIME (PRIvate and robust Mean Estimation), which
uses a matrix multiplicative weights approach to reduce the number of iterations down to

O((log d)?); see §2.3.3.
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Algorithm 2: Non-private robust mean estimation [153]
Input: S = {x;}I",, a € (0,1), Sy = [n]

1 fort=1,...do

2 if || > ies, (@ — 1) (2 — pe—1) " —I|J2 < Calog(1/cr) then
| Output: 1=} g =

3 else
4 pe <= (1/1S¢-1]) ZiESt_l Li
5 vy < st principal direction of ({(z; — ¢) }ies, ;)
6 Z; + Unif([0, 1])
7 Sp <= Si—i\ {i]i € Taa for {7; = (v/ (z; — u))*}jes,_, and
T > Zy maxjes, , (v, (x; — ut))?}, where Ta, is defined in Definition 2.3.1.

2.3.1 Background on robust mean estimation

Non-private robust mean estimation approaches, such as Algorithm 2, recursively apply a
filter: Sy = F(S;—1). Given a dataset S = {x;}I" |, the set S; C [n] is updated starting with
So = [n]. At each step, the filter attempts to detect the corrupted data points and remove
them. The filter focuses on the direction of the current principal component and removes
data points with probability proportional to their variance, but only does so for those in the

largest na subset of remaining points, defined as follows. The tie-breaking rule is not essential

for robust estimation, but is critical for proving differential privacy, as shown in §A.5.1.

Definition 2.3.1 (Subset of the largest « fraction). Given a set of scalar values {1; =
(V) (z; — p)(xi — ) Y ies: for a subset S" C [n], define the sorted list m of S" such that
Tei) = Tr(i41) for all © € [|S'] = 1]. When there is a tie such that 7; = 7}, it is broken by
7 i) < 7 Nj) & w1 > xj1. Further ties are broken by comparing the remaining entries
of z; and x;j, in an increasing order of the coordinate. If x; = x; ,then the tie is broken

arbitrarily. We define T, = {m(1),...,m([na])} to be the set of largest [na| valued samples.

Removing data points with probability proportional to their variance ensures that we
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remove more corrupted samples than the clean samples, while reducing the covariance. Hence,
we do not remove more than an clean samples (on average) before removing all the corrupted
ones. When the covariance is sufficiently reduced (line 2 in Algorithm 2), the following key

technical lemma ensures that our estimate is accurate.

Lemma 2.3.2 (Corollary of [73, Lemma 4.6]). Under Assumption 1, if n = Q((d +
log(1/¢))/(a?log(1/a))), then with probability 1 — ( we have

I(T) ~ ull2 = 0(WHM@)—I||2+alog<1/a>>+a\/log<1/a>) ,

for any T C S such that (n—|TNSge0d|) = O(an), where M(T) £ (1/n) >,y (2;—pu(T))(z; —
w(TNT, w(T) 2 (1/|T]) i i, S denotes the entire (corrupted) dataset, and Sgooq is the

original set of clean data, as defined in Assumption 1.

Using this lemma, we can show that this algorithm achieves the near-optimal sample

complexity that nearly matches that of Corollary 2.2.1 up to a log(1/«a) factor.

Proposition 2.3.3 (Corollary of [153, Theorem 2.1|). Under assumption 1, Algorithm 2
achieves accuracy ||t — plls < O(an/log(1/a))) with probability 0.9 if n > Q(d/a?) .

To get a differentially private robust mean, a naive attempt is to apply a standard output
perturbation mechanism to ji. However, this is challenging since the end-to-end sensitivity is
intractable. The standard recipe to circumvent this is to make the current “state” .S; private
at every iteration. Once S;_; is private (hence, public knowledge), making the next “state”
S; private is simpler. We only need to analyze the sensitivity of a single step and apply some
output perturbation mechanism with (g, 0;). End-to-end privacy is guaranteed by accounting
for all these (g4, d;)’s using advanced composition [127]. This recipe has been quite successful,
for example, in training neural networks with (stochastic) gradient descent [182, 1, ],
where the current state can be the optimization variable x,. However, for Algorithm 2, this
standard recipe fails, since in our case, state S; is a set and has large sensitivity. Changing a
single data point in S; 1 can significantly alter which (and how many) samples are filtered

out at that step because the principal direction v; can change dramatically.
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2.3.2  Making the mean and the principal component private

To reduce the sensitivity of intermediate iterates in Algorithm 2, we propose making private
only the mean y; and the top principal direction v;. To this end, we introduce DPRANGE
and DPFILTER in Algorithm 3, which achieves the following guarantee. This follows from

Lemmas 2.3.5 and 2.3.7, and for completeness we provide a proof in §A.3.4.

Theorem 6. Algorithm 3 is (e,0)-differentially private if n = Q((T?/e)(log(1/6))%/?).
Under Assumption 1, there exists a universal constant ¢ € (0,0.1) such that if a < c,
n = Q((d/a?) + d**log(1/8)/(ea*P)) and T = O(d?/a), then Algorithm 3 achieves ||ji —
w2 < O(ay/log(1/a)) with probability 0.9.

The first term O(d/a?) in the sample complexity is optimal (cf. Theorem 5), but there
is a factor of d gap in the second term because DPFILTER runs for O(d) iterations in the
worst-case. According to the advanced composition (Lemma 2.3.4), each iteration is allowed
only a privacy budget of only (O(¢/+/dlog(1/5)),0(§/d)) to ensure the end-to-end guarantee
of (0.99¢,0.990)-DP (line 3, Algorithm 3). Therefore, we introduce DPMMWFILTER in
§2.3.3 to reduce the number of iterations to O((logd)?) and significantly decrease sample

complexity.

Lemma 2.3.4 (Composition theorem of [127, Theorem 3.4]). For e < 0.9, an end-to-end

guarantee of (g,0)-differential privacy is satisfied if a dataset is accessed k times, each with a

(e/2+/2k10g(2/9), 6 /2k)-differential private mechanism.

Algorithm 3: Private iterative filtering
Input: S = {x; € R}, range [—R, R]%, adversarial fraction o € (0,1/2), target

probability n € (0, 1), number of iterations 7' € Z,, target privacy (¢, d)
1 (z, B) <~ DPRANGE({z;}},, R,0.01¢,0.010) [Algorithm 14]
2 Clip the data points: Z; <= Pry(_p/a, g/ (1), for all i € [n]
3 i1 < DPFILTER({Z;}}' |, ,T,0.99¢,0.990) [Algorithm 4]
Output: [
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2.3.2.1 Proof sketch and algorithm detail

DPRANGE, introduced in [139], returns a hypercube Z + [—B, B]? that is guaranteed to
include all uncorrupted samples, while preserving privacy. In the following lemma, we show
that DPRANGE is also robust to adversarial corruption. Such adaptive bounding of the
support is critical in privacy analysis of the subsequent steps. We clip all data points by
projecting all the points with ;g /o p/oa(z) = argmingez(_p/a g/ |y — 2|2 to lie inside
the hypercube and pass them to DPFILTER for filtering. The algorithm and a proof are
provided in §A.2. Perhaps surprisingly, there is no dependence in R for R > 1/, which is

achieved by utilizing the private histogram mechanism from [198, 37].

Lemma 2.3.5. DPRANGE(S, R, ¢,d) (Algorithm 14 in §A.2) is (e, 0)-differentially private.
Under Assumption 1, DPRANGE(S, R, ¢, ) returns (z, B) such that if

n=.Q ((\/dlog(l/é)/s) min (log(dR/(), 10g(d/C5))> and o < 0.1, then all uncorrupted sam-
ples in S are in T + [— B, B]* with probability 1 — (.
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Algorithm 4: Differentially private filtering (DPFILTER)

Input: S = {z; € T+ [-B/2,B/2]"}",, a € (0,1/2), T = O(dB?), (e, 8)
So < [n], 1 < min{e,0.9}/(4+/2T log(2/0)), 61 < §/(8T)

2 fort=1,...,7T do

=

3 ng < |Si—1| + Lap(1/e1)
4 if n, < 3n/4 then

5 L terminate

6 | pe = (1/]5a]) Xies, , #i + Lap(2B/(ne1))
7| A 1(/n) e, (w0 — ) (i — )" = Tl2 + Lap(2B*d/ (ne1))

8 if \; <(C —0.01)alog(1l/a) then
| Output:

9 v, < top singular vector of ¥, £

% D ies, (@i — pe) (i — pe) "+ N0, (B%dy/210g(1.25/8) /(ne1)) gz xaz)

10 Z; < Unif([0, 1])

11 Sy < Sia\ {i|i € Tau for {r; = (v (x; — ))*}jes, , and 7, > d B> Z,}, where
T>o 1s defined in Definition 2.3.1.

In DPFILTER, we make only the mean p; and the top principal direction v; private to
decrease sensitivity. The analysis is now more challenging since (y, v;) depends on all past
iterates {(y;,v;)}'—] and internal randomness {Z;}/_]. To decrease the sensitivity, we modify
the filter in line 11 to use the maximum support dB?* (which is data independent) instead
of the maximum contribution max; (v, (x; — p;))? (which is data dependent and sensitive).
While one data point can significantly change max; (v, (x; — p;))? and the output of one step
of the filter in Algorithm 2, the sensitivity of the proposed filter is bounded conditioned on

t

all past {(u;,v;) ];11, as we show in the following lemma. This follows from the fact that

conditioned on (u;,v;), the proposed filter is a contraction. We provide a proof in §A.3.

Lemma 2.3.6. Let Si(S) denote the resulting subset of samples after t iterations of the

filtering in DPFILTER are applied to a dataset S using fixed parameters {(u;,v;, Z;)}io, .
Then, we have da(Si(S), Si(S")) < da(S,S"), where da(S,S’) = max{|S\ &'|,|S"\ S|}.
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Recall that two datasets are neighboring, i.e., S ~ &', iff da(S,8’) < 1. This lemma
implies that if two datasets are neighboring, then they are still neighboring after filtering with
the same parameters, no matter how many times we filter them. Hence, we can use standard
mechanisms in the Laplace mechanism for private y; (line 6) and in the private PCA for v,
(line 9). Analyzing the utility of this algorithm, we get the following guarantee, which follows
from Theorem 25 and Lemma A.6.3 in the appendix. Putting together Lemmas 2.3.5 and
2.3.7, we get the desired result in Theorem 6.

Lemma 2.3.7. DPFILTER(S, o, T, €, ) is (¢, §)-differentially private if n = Q((T?2 /<) (log(1/6))*/2).
Under the hypotheses of Theorem 6, DPFILTER(S, a, T = O(B2d), e, 8) achieves ||ji — pl2 =
O(av/log(1/a)) with probability 0.9, if n = Q(d/a? + B%d*log(1/0)/(c)) and B is large
enough such that the original uncorrupted samples are inside the hypercube T + [—B/2, B/2]%.

2.3.83 PRIME: novel private and robust mean estimation algorithm

PRIvate and robust Mean Estimation (PRIME) replaces the DPFILTER with the DPMMW-
FILTER of Algorithm 6, which uses a matrix multiplicative weights approach from [73] to
dramatically reduce the number of iterations (from O(d?) to O((log d)?)) and improves sample

complexity, as follows. We provide a proof in §A.5.
Algorithm 5: PRIvate and robust Mean Estimation (PRIME)
Input: S = {x; € R}, range [— R, R]?, adversarial fraction o € (0,1/2), number

of iterations T} = O(logd), To = O(log d), target privacy (e, d)

1 (z, B) < DPRANGE({z;}!,, R,0.01¢,0.010) [Algorithm 14 in §A.2]

2 Clip the data points: ¥; < P (_p/2,5/24(7s), for all i € [n]

3 i < DPMMWFILTER({Z;}" ,, o, T}, T3,0.99¢,0.999) [Algorithm 6]
Output: [

Theorem 7. PRIME is (e,0)-differentially private if n = Q((1/€)log(1/6)). Under As-
sumption 1 there exists a universal constant ¢ € (0,0.1) such that if o« < ¢, n = Q((d/a?) +
(d3?/(ca))log(1/6)), Ty = Qlogd), and Ty = Qlogd), then PRIME achicves ||fi — |l =
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O(ar/log(1/a)) with probability 0.9. The notation QU(-) hides logarithmic terms in d, R, and
1/a.

DPRANGE uses (0.01¢,0.019) of the total privacy budget, and DPMMWFILTER uses
the rest. The differential privacy guarantee of DPMMWFILTER follows from the interactive
version of the algorithm provided in Algorithm 17 in §A.5.1, which explicitly shows how
many times we (privately) access the dataset. We interpret the main result in the following

remarks.

Remark 1. To achieve an error of O(ay/log(1/a)), the first term Q(d/a?log(1/a)) is
necessary even if there is no corruption. The accuracy of O(ay/log(1/«)) matches the lower
bound shown in [68] for any polynomial time statistical query algorithm, and it nearly matches
the information theoretical lower bound on robust estimation of O(«) up to a logarithmic
factor. This is the lowest error one can achieve even with infinite samples.

Remark 2. On the other hand, the second term of Q(d*2/(ealog(1/a))) in the sample
complexity has an extra factor of d'/? compared to the optimal one achieved by exponential
time algorithms: private Tukey median (cf. Theorem 5), private hypothesis testing [30], and
Algorithm 8. It is an open question if this gap can be closed by a polynomial time algorithm.

The bottleneck is the spectral analysis of the covariance matrix, which is a private PCA in
DPFILTER and private matrix multiplicative weights in DPMMWFILTER (lines 14 and 15).
Such spectral analyses are crucial in filter-based robust estimators, as captured by Lemma 2.3.2.
Even for the simple task of privately computing the top principal component, the best
polynomial time algorithm requires O(d*?) samples [30, 46, 209], and this sample complexity
is also necessary. A lower bound from [30, Corollary 25| shows that if n < cd®?/(a+/log d) for
some constant ¢ then for any (1,1/d?)-differentially private estimator © of the top principal
component v of the covariance matrix ¥, we have v'Xv — 9" X6 > & with probability 1 —1/d
when each sample is bounded by ||z;]|, = O(V/d).

Remark 3. Matrix multiplicative weights were utilized in [73] to make robust mean

estimation faster using only O((log d)?) filtering steps. This is a significant improvement over
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O(d) iterations of previous filtering approaches [(4]; we provide a detailed explanation in the
next section. This speed up is critical in achieving the desired sample efficiency since privacy

is leaked every time we access the data.

Remark 4. To boost the success probability to 1 — ( for some small ( > 0, we need an
extra log(1/¢) factor in the sample complexity to make sure the dataset satisfies the regularity
condition with probaibility (/2. Then we can run PRIME log(1/¢) times and choose the

output of a run that satisfies n(® > n — 10a and A®) < Calog(1/a) at termination.
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Algorithm 6: Differentially private filtering with matrix multiplicative weights
(DPMMWFILTER)

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

Input: S = {z; € 2+ [~B/2,B/2]}"_,, a € (0,1/2), T1 = O(log(BVd)),T> = O(log d),

privacy (g, 0)
Initialize SV < [n], &1 - /(4T1), &1 < 6/(4Ty), €2 + min{0.9,¢}/(4+/10T Tz log(4/9)),
02 < 6/(20T1T»), a large enough constant C' > 0

for epoch s =1,2,...,71 do

A [[M(S®) = T||2 + Lap(2B2d/ (ne1))
n(®) < |S)| + Lap(1/e1)
if n(®) < 3n/4 then Output:
if A() < C’alog(l/a) then

| Output: )« (1/[SO))(X,c0 i) + N(0, (2B/2d10g(1.25/61) / (n€1))*Taxa)
a®) « 1/(100(0.1/C 4 1.01)A)
S 50)

fort=1,2,...,75 do
A

| M(S{)) — 1|} + Lap(2B2d/ (ne>))

if A <051 then

terminate epoch

else

) = M(S{) + N (0, (2B2d/210g(1.25/55) /(1)L )
UfFOHNMW”ZL@p—meW“ZLQW—W
o (M) = LU + Lap(2Bd/ (nes))
if ¥{¥ < (1/5.5)A") then
Sgi)l = St(S)
else

78« Unif ([0, 1))
1 = (158D (Eies, ) + (0, (2B 210g(1:25/8)/ (n22)axa)”)

(S) — DP—lDﬁlter(ug ), U( ) a 52,62,5(3)) [Algorithm 7|
%%memmw< )OS (5 = 1)} g and

T > pgs) Zt( )}, where T, is defined in Definition 2.3.1.

S(s—H) i St(S)
Output: p(™)




26

2.3.3.1 Matriz multiplicative weights and a proof sketch of Theorem 7

We now provide the intuition for using matrix multiplicative weights in line 15 of Algorithm 6
and a proof sketch of Theorem 7, and we refer to §A.5 for a formal proof. DPMMWFILTER
runs 77 epochs in the outer-loop and T, iterations at each epoch in the inner-loop. The
inner-loop ensures that the covariance strictly decreases after T; iterations. The outer-loop
ensures that the covariance decreases sufficiently after 77 epochs. Lemma 2.3.2 ensures that

this is sufficient for robust estimation.

Proof sketch. The next lemma guarantees that (i) we are guaranteed to have more corrupted
samples removed than the clean samples (in expectation) at every iteration ¢, and (ii) we
get a decreasing covariance in its spectral norm at every epoch s. We provide a proof of this
lemma in §A.5.3. Formally, we define Sgo0q as the original set of n clean samples (as defined in
Assumption 1) and Sy.q as the set of corrupted samples that replace an of the clean samples.
The (rescaled) covariance is denoted by M(S®)) £ (1/n) >, e (zi — p(S®)) (2, — p(SE))T,
where £(S®) £ (1/|S®)]) Y, g 2; denotes the mean.

Lemma 2.3.8 (informal version of Lemma A.5.3). Under the hypotheses of Lemma A.5.3, if
n = Q(d/a*+ d¥?1log(1/6)/(cv)) and |St(s) N Sgood| > (1 — 10a)n then there exists a constant

C > 0 such that for each epoch s and iteration t,

e in expectation, more corrupted samples are removed than the uncorrupted samples, i.e.,

E[(S5)\ SE)) N Suooa| < EI(SE\ SEL) N Spaal, and

e for each epoch s, if ||M(S®) —1||s > C alog(1/a) then the s-th epoch terminates after
O(log d) iterations and outputs STV such that || M(SEHY) —1I||, < 0.98||M(S®) —1||
with probability 1 — O(1/(log d)?).

In s = O(logg os((Calog(1/a))/||M(S™M) —1||2)) epochs, this lemma guarantees that we
find a candidate set S of samples with ||M(S®) —1I||; < Calog(1/a). Lemma 2.3.2 ensures
that we get the desired bound of ||;(S®)) — plls = O(a/log(1/a)) as long as S has enough
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clean data, i.e., |S® N Sgo0a| > n(1 — ). Since Lemma 2.3.8 gets invoked at most O((log d)?)
times, we can take a union bound, and the following argument conditions on the good events
in Lemma 2.3.8 holding, which happens with probability at least 0.99. To turn the average
case guarantee of Lemma 2.3.8 into a constant probability guarantee, we apply the optional
stopping theorem. Recall that the s-th epoch starts with a set S and outputs a filtered
set St(s) at the t-th inner iteration. We measure the progress by by summing the number of
clean samples removed up to epoch s and iteration ¢ and the number of remaining corrupted
samples, defined as d\* £ |(Sgooa N SW)\ S| 458\ (Sgooa N SM)|. Note that 4V = an,

and dgs) > 0. At each epoch and iteration, we have
s s 1 1 s s s s s
Eldi}y — di?ld" dy, - 7] = E|ISg00a 0 (SN S| = 1Shaa N (87N S <0,

from part 1 of Lemma 2.3.8. Hence, dgs) is a non-negative super-martingale. By the optional
stopping theorem, at stopping time, we have E[dis)] < d§” = an. By the Markov inequality,
d\”) is less than 10an with probability 0.9, i.e., [ S M Syo0a| > (1 —10a)n. The desired bound

in Theorem 7 follows from Lemma 2.3.2.

Matrix multiplicative weights (MMWs). We are left to prove that the MMW filtering
(lines 9-23 in DPMMWFILTER) satisfies our main technical result in Lemma 2.3.8. Recall
that PCA-based filtering in DPFILTER requires O(d) iterations in the worst case since it
checks only one direction at a time. If O(d) samples are corrupted by each taking a clean
sample and arbitrarily changing in one distinct coordinate, then it takes O(d) iterations
filtering them out one by one.

The MMW-based approach, pioneered in [73| and generalized to covariance estimation
[154] and heavy-tailed estimation [105], filters out multiple directions jointly. For simplicity,
we present the proof sketch when privacy is not required (¢ = oo) and give the full proof in

the general (¢ < c0) setting in §A.5.2. Define Ut(s) via the matrix multiplicative update:

1
o = Ty o (e e ).
Tr( exp(a® 32,y (5 1)) reld
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where 2 = M(S) = (1/n) Y oies(@i — 1SN (s — (ST since € = co. As USs
are multiplicative weight updates for online constrained linear optimization with objective
(E&S), U) at the r-th iteration, it is known from [2], for example, that for the choice of a(*) that
satisfies (9 (S —T) < I, the following regret bound in Eq. (2.2) is achieved (Lemma A.6.13):

[> -1

—  max 2§5>—1,U>

relft]
< S 1 ® GI5nE _ Tl (T [5n© 7| 4 08d
< D (B -LUY)+) a Hr—||2<r7}r—’>+m
reft] reft]
S S 1 S S S
< Z@p—l,U;>>+mz<\zg>—1},(f;>>+2001og(d)||M(s<>)—1||2,(2.2)
reft] reft]
where [|A]|. = ). 0(A) is the nuclear norm, |- | of a symmetric matrix is defined by its

eigenvalue decomposition as |Udiag([\]&,)V | = Udiag([|\]]4,)V ", and we used the fact
that Eiﬁl < ©% is a decreasing sequence (Lemma A.6.1) and 1/200 < o(®|| %) —T||, < 1/100.
By carefully designing the private filtering algorithm in DP-1DFILTER, we make sufficient
progress in each iteration in reducing the covariance, as shown in Lemma A.5.4. This gives
(=9 1,08y < 0.95|M(S) — ||+ 2calog 1/a and (|S) —1|, US) < 0.95)| M (S8)) —1||,+
2calog 1/a. For details of this analysis, we refer to the proof of Lemma A.5.5 in §A.5.3.3.

1
91 < — 26 1
H 72 2 — T Z( " ) 2
TG[TQ}
‘ 200logd s
< 0.96]]25’—IH2+2calog1/a+Tg|\2§)—IHQ
2

< 098 =1,
where the first inequality follows from the monotonicity of 2 and the last one from the fact
that stopping criteria of |%®) —1I||, < Calog(1/a) have not been met so far and Ty = O(log d).
Hence, the MMW approach ensures that O(log d) steps are sufficient for the spectral norm of

the covariance to decrease strictly.
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Algorithm 7: Differentially private 1D-filter (DP-1DFILTER)
Input: u, U, a € (0,1/2), target privacy (¢,0), S = {x; € T + [-B/2, B/2]%}

Set 7; < (x; — ) 'U(x; — p) forall i € S
Set ¢ (1/n)>",cq(mi — 1) + Lap(B2d/ne))
3 Compute a histogram over geometrically sized bins

L= [1/4,1/2), 1, = [1/2,1), ..., Iyjiog(p2a) = [2°8F D1 2los(B2d)]

Y

N

1 . .
h; < o Hie S|me27%,272)} | forall j=1,...,2+ log(B*d)

4 Compute a privatized histogram h; < h; + N(0, (41/21og(1.25/5)/(ne))?), for all
J € 2+ log(B%d)]
Set 7; + 273 for all j € [2 + log(B?d)]

¢ Find the largest ¢ € [2 + log(B?d)] satisfying } .. (7 — 7) h; > 0.314)

(9]

Output: p=7

2.3.3.2  Novel private DP-1DFILTER

Once Ut(s) is obtained from the proposed MMW approach, we run a filter (DPMMWFILTER
line 23) to remove suspected corrupted samples. The idea is to remove suspected corrupted
samples by their contribution to the covariance matrix as projected onto Ut(s), denoted as
7; for i =1,2,... n. A corresponding non-private filter in [73, Algorithm 9| requires O(n)
iterations of 1Dfilter at each inner-loop, a prohibitively large number of accesses to the
data under our private setting. Therefore, we introduce a novel private DP-1DFILTER in

Algorithm 7 that accesses the data only once.

Lemma 2.3.9 (Private 1-D filter: picking threshold privately). Algorithm DP-1Dfilter(u,U, o, €, 9,.S)
running on a dataset {7; = (x; — p) "U(z; — p1) }ies is (e,0)-DP. Define p & L3 (1, — 1).



30

If 1;’s satisfy

1 > m < 4/1000

n
1€Sg00dMNT2aNS

= Y (m—1) < ¥/1000,

n.
’LESgoodﬁS

Ex

and n > <)BQd— Vlog(l/d)) , then DP-1Dfilter outputs a threshold p such that with probability
1—-0(1/log”d),

1
—g (;—1) < 0.75¢ and (2.3)
nTi<,0

o0 > Hn<pttrmep< Y Hn<pt+i{n>ph. (24)
p p

7lesgoodn/TQoz 1€SpbadNT2a

DP-1DFILTER finds a private threshold p such that when a randomized filter is applied
with the scale of p, we cut enough samples to make progress in each iteration (Eq. (2.3)) and
while ensuring that we do not remove too many uncorrupted samples (Eq. (2.4)). Finding
such a threshold is straightforward in a non-private setting; one can choose the largest p such
that (2.3) holds. The regularity of the uncorrupted samples ensures that the safety condition

is also met.

We use a private histogram of the scores to approximate this threshold. However, a
standard fixed size binning fails: when evaluating the contribution of the points below (or
above) threshold, the error of the Gaussian mechanism accumulates over O(B?d) bins. This

introduces O(B?d) error in approximating (1/n)>.__ (r; — 1). Instead, we geometrically

i <p
increase bin sizes using only O(log B?d) bins; thus, the approximation error is now within
O(d/en). This introduces a multiplicative error in our quantization, which luckily fits well
with our objective in Eq. (2.3). This, together with our regularity of uncorrupted samples,

will satisfy our safety condition in Eq. (2.4).
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2.4 Exponential time approaches for sub-Gaussian distributions

The existing result for robust and private mean estimation in [30] strictly requires the
uncorrupted samples to be drawn from a Gaussian distribution, and the run-time is exponential
in the dimension. The technique heavily relies on covering the parameters of Gaussian
distributions with an a-cover, which cannot be extended to any non-parametric family of
distributions. To this end, we introduce a new family of (exponential time) algorithms that
can provide near optimal sample complexity for both sub-Gaussian distributions and second

moment bounded distributions. We provide a proof in §A.7.2.

Theorem 8 (Exponential time algorithm for sub-Gaussian distributions). Algorithm 8 is
(e,0)-differentially private if n = Q(d*/?1og(1/6)/(cay/log(1/a))). Under Assumption 1, if

. Q( d +log(1/¢) N dlog(dR/a) + log(1/¢) N v/dlog(1/6) min{log(dR/¢),log(d/(d}} )
a?log(l/a) 3! € ’

this algorithm achieves ||t — plla = O(an/log(1/a)) with probability 1 — (.

The main idea is to use the resilience property of the samples to (i) check that the
uncorrupted portion of the samples is drawn from the distribution of interest, and (i) bound
the sensitivity of the subsequent exponential mechanism.

Remark 1. In an attempt to design efficient algorithms for robust and private mean estimation,
[60] proposed an algorithm with a mis-calculated sensitivity, which can result in violating the
privacy guarantee. Our approach for checking the resilience can be used as a pre-processing

step to ensure the desired sensitivity bound is met, but at the cost of exponential run-time.

Definition 2.4.1 (Resilience (Definition 1 in [136])). A set of points {;}ics lying in R is

(o, a)-resilient around a point p if, for all subsets T C S of size at least (1 — «)|S],

1
_ - < 0.
H\T] ;(‘” “)Hz =7

We define R(S) as a surrogate for resilience. The intuition is that if the dataset S indeed
consists of a 1 — « fraction of independent samples from the promised class of distributions,

the goodness score R(S) will be close to the resilience property of the good data.



32

Definition 2.4.2 (Goodness of a set). For u(S) = (1/[S|) >_,cq @i, let us define

R(S) 2 min max (@) = p(S): - (2.5)

S'C8,8'|=(1-2a)|S|. TCS'|T|=(1-a)|S"|.

Algorithm 8 first checks if the resilience of the dataset matches that of the promised
distribution. The data is pre-processed with DPRANGE to ensure we can check R(S) privately.
Once resilience is cleared, we can safely use the exponential mechanism based on score function
d(f1,.S), which is defined in Definition 2.4.3, to select an approximate mean fi. The choice of
the sensitivity critically relies on the fact that resilient datasets have small sensitivity. As the
loss for exponential mechanism, we propose the distance between a robust projected mean

and the candidate [ defined as follows.

Definition 2.4.3. For a set of data {x;}ics lying in RY, for any v € SL, define T to be
the 3a|S| points with the largest v'x; value, B to be the 3a|S| points with the smallest v’ x;
value, and M® = S\ (T" U B"). Define

A(.5) £ max |07 (M) — 1)

veSd—1

Run-time. Computing R(S) exactly can take O(de®™) operations. The exponential
mechanism implemented with a-covering for i and a constant covering for v can take
O(nd(R/a)?) operations.

Algorithm 8: Exponential-time private and robust mean estimation
Input: S = {x;}icin), a € (0,1/2), R, (£,6)

1 (z, B) < DPRANGE({z;}I" |, R, (1/3)¢,(1/3)6) [DPRANGE-HT(-) for hevay-tail|

2 Project the data points onto the ball: Z; <~ P @) (x;), for all i € [n]
s R(S) « R(S) + Lap(3Bd'/?/(ne))

4 if R(S) > 2a+/log(1/a) then Output: ( [R(S) > 2¢¢+/a for hevay-tail]
5 else Output: a randomly drawn point i € [-2R, 2R]? sampled from a density
6 (1) oc e~/ @4log(l/end(is) o= (enva/(24e)d(@S) for heavy-tail|

7 where d(f1,.S) is defined in Definition 2.4.3
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2.5 Heavy-tailed distributions: algorithm and analysis

We consider distributions with bounded covariance as defined in Assumption 2. Under these
assumptions, Algorithm 8 achieves near optimal guarantees but takes exponential time. The

dominant term in the sample complexity Q(d/(e)) cannot be improved as it matches that

of the optimal non-robust private estimation [135]. The accuracy O(y/«) cannot be improved
as it matches that of the optimal non-private robust estimation [73]. We provide a proof in
§A.7.1.

Theorem 9 (Exponential time algorithm for covariance bounded distributions). If n =

Q(d'?1og(1/8)/(e)), Algorithm 8 is (e, 6)-differentially private. Under Assumption 2, if
n = Q((dlog(dR/a))/(ea) + (1/€)d"/*1og*?(1/8) min{log(dR), log(d/s)})
this algorithm achieves ||t — ul|l2 = O(y/«) with probability 0.9.

We propose an efficient algorithm PRIME-HT and show that it achieves the same optimal
accuracy but at the cost of increased sample complexity of O(d*/?log(1/8)/(ca)). In the
first step, we need increase the radius of the ball to O(\/d/_a) to include a 1 — o fraction
of the clean samples, where DPRANGE-HT returns B = O(1/v/a) and B, 5/5(7) is a £o-ball
of radius vVdB/2 centered at Z. This is followed by a matrix multiplicative weight filter
similar to DPMMWFILTERR but the parameter choices are tailored for covariance bounded

distributions. We provide a proof in §A.8.2.

Theorem 10 (Efficient algorithm for covariance bounded distributions). PRIME-HT is (g, d)-
differentially private if n = Q((1/€)log(1/5)). Under Assumption 2 there exists a universal
constant ¢ € (0,0.1) such that if o < ¢, and n = Q((d*? /() log(1/6)), Ti = Q(log(d/a)),
and Ty = Q(logd), then PRIME-HT achieves ||fi — pu|l2 = O(a'/?) with probability 0.9. The

notation Q(-) hides logarithmic terms in d, R, and 1/c.

Remark 1. To boost the success probability to 1 —( for some small { > 0, we will randomly

split the data into O(log(1/¢)) subsets of equal sizes, and run Algorithm 9 to obtain a mean
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estimation from each of the subset. Then we can apply multivariate “mean-of-means” type

estimator [162] to get || — ull2 = O(a/?) with probability 1 — C.

Algorithm 9: PRIvate and robust Mean Estimation for covariance bounded distri-

butions (PRIME-HT)
Input: S = {x; € R}, range [— R, R]?, adversarial fraction o € (0,1/2), number

of iterations T} = O(log(d/a)), To = O(logd), target privacy (e, d)

1 (z, B) < DPRANGE-HT({z;}, R,0.01£,0.010) [Algorithm 18 in §A.8]

2 Project the data onto the ball: Z; < PB@B/Q(@ (x;), for all i € [n]

3 i < DPMMWFILTER-HT({Z;}}, o, T, T5,0.99¢, 0.990) [Algorithm 19 in §A.8]
Output: [

2.6 Discussion

Differentially private mean estimation is brittle against a small fraction of the samples being
corrupted by an adversary. We show that robustness can be achieves without any increase in
the sample complexity by introducing a novel mean estimator. The innovation is in leveraging
the resilience property of well-behaved distributions in an innovative way to not only find
robust mean (which is the typical use case of resilience) but also bound sensitivity for optimal
privacy guarantee. However, this algorithm takes an exponential time. We therefore propose
an efficient algorithm that achieves the optimal target accuracy at the cost of an increase of
sample complexity. With appropriately chosen parameters, we show that our exponential time
approach achieves near-optimal guarantees for both sub-Gaussian and covariance bounded
distributions, and our efficient approach achieves target optimal accuracy but at the cost of
an extra d'/? factor in the sample complexity.

There are several directions for improving our results further and applying the framework
to solve other problems. PRIME provides a new design principle for private and robust
estimation. This can be more broadly applied to fundamental statistical analyses such as

robust covariance estimation [62, 64, 154] robust PCA [115, 121], and robust linear regression

143, 70].
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PRIME could be improved in a few directions. First, the sample complexity of Q((d/ (a2 log(1/a)))+
(d*?/(calog(1/a)))1og(1/6)) in Theorem 7 is suboptimal in the second term. Improving
the d*? factor requires bypassing differentially private singular value decomposition, which
seems to be a challenging task. However, it might be possible to separate the log(1/0)
factor from the rest of the terms and get an additive error of the form Q((d/(a?log(1/a))) +
(d*?/(calog(1/a))) + (1/€)log(1/8)). This requires using Laplace mechanism in private
MMW (line 15 Algortihm 6). Secondly, the time complexity of PRIME is dominated by
computation time of the matrix exponential in (line 15 Algortihm 6). Total number of
operations scale as 5(d3 + nd?). One might hope to achieve 5(nd) time complexity using
approximate computations of 7;’s using techniques from [73]. This does not improve the
sample complexity, as the number of times the dataset is accessed remains the same. Finally,
for (non-robust) private mean estimation, COINPRESS provides a practical improvement in
the small sample regime by progressively refining the search space [32|. The same principle

could be applied to PRIME to design a robust version of COINPRESS.
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Chapter 3

HPTR: A UNIFYING FRAMEWORK FOR DIFFERENTIALLY
PRIVATE AND ROBUST ESTIMATION

3.1 Introduction

Estimating a parameter of a distribution from i.i.d. samples is a canonical problem in statistics.
For such problems, characterizing the computational and statistical cost of ensuring differential
privacy (DP) has gained significant interest with the rise of DP as the de facto measure
of privacy. This is spearheaded by exciting and foundational algorithmic advances, e.g.,
[25, , , , 10]. However, the computational efficiency of these algorithms often comes
at the cost of requiring superfluous assumptions that are not necessary for statistical efficiency;,
such as known bounds on the parameters or knowledge of higher-order moments. Without
such assumptions, the optimal sample complexity remains unknown even for canonical
statistical estimation problems under differential privacy. Further, each algorithm needs to

be customized to those assumptions or to the problem instances.

We take an alternative route of focusing only on the statistical cost of differential privacy
without concerning computational efficiency. Our goal is to introduce a general unifying
framework that (1) can be readily applied to each problem instance, (2) provides a tight
characterization of the statistical complexity involved, and (3) requires minimal assumptions.
Achieving this goal critically relies on three key ingredients: the exponential mechanism
introduced in [164], robust statistics, and the Propose-Test-Release mechanism introduced in
[77]. We first explain these three components of our approach, and then demonstrate the
utility of our proposed framework, called High-dimensional Propose-Test-Release (HPTR), in
canonical example problems of mean estimation, linear regression, covariance estimation, and

principal component analysis.
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Exponential mechanism and sensitivity. Differential privacy (DP) is an agreed upon
measure of privacy that provides plausible deniability to the individual entries. Given a dataset

S of size n and its empirical distribution pg = (1/n) > _¢d,, its neighborhood is defined as

T, €S
Ng ={5":19| = |S|,drv(ps, ps') < 1/n}, which is a set of datasets at Hamming distance’
at most one from S, and dry(+) is the total variation. Plausible deniability is achieved by
introducing the right amount of randomness. A randomized estimator () is said to be (g, 6)-
differentially private for some target e > 0 and 0 € [0,1] if P(9(S) € A) < e“P(A(S") € A) + 6
for all neighboring datasets S, S" and all measurable subset A C R? [78]. Consider a binary
hypothesis testing on two hypotheses, Hy, where the estimate came from a dataset S, and
H;, where the the estimate came from a dataset S’ that is a neighbor of S. The DP condition
with a sufficiently small (g, ) ensures that an adversary cannot succeed in this test with high
confidence [127], which provides plausible deniability.

The sensitivity plays a crucial role in designing DP estimators. Consider an example
of mean estimation, where the error is measured in the Mahalanobis distance defined as
D,(p) = ||E,71/2(ﬂ — p)|l, where i, and ¥, are the mean and covariance of the sample-
generating distribution p. This is a preferred error metric since it has unit variance in
all directions and is invariant to a linear transformation of the samples. A corresponding

;51/ (0 — tps)||. The exponential mechanism from [164] produces

empirical loss is Dy (1) = || Z
an (g,0)-DP estimate i by sampling from a distribution that approximately and stochastically
minimizes this empirical loss:
« 1 — £ Dy (f
~ 2a Dpg (1)
where Z(S) = [ exp{—(g/2A)D;4(f1)dfi. The sensitivity is defined as A := max; s sren | Dps (/1) —
D

5o (f1)], which is the influence of one data point on the loss. From this definition, the (¢, 0)-DP
guarantee follows immediately (e.g., Lemma 3.2.3).

Using the exponential mechanism is crucial in HPTR for two reasons: adaptivity and

IThere are two notions of a neighborhood in DP, which are equally popular. We use the one based on
exchanging an entry, but all the analyses can seamlessly be applied to the one that allows for insertion and
deletion of an entry.
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flexibility. First, it naturally adapts to the geometry of the problem, which is encoded in the
loss. For example, a more traditional Gaussian mechanism [79] needs to estimate X, privately
in order to add a Gaussian noise tailored to that estimated ¥,, which increases sample
complexity significantly. On the other hand, the exponential mechanism seamlessly adapts to
¥, without explicitly and privately estimating it. Further, the exponential mechanism allows
us significant flexibility to design different loss functions, some of which can dramatically
reduce the sensitivity. Discovering such a loss function is the main focus of this chapter.
One major challenge is that the sensitivity is unbounded when the support of the distri-
bution is unbounded. A common solution is to privately estimate a bounded domain that
the samples lie in and use it to bound the sensitivity (e.g., [139, , |). We propose a

fundamentally different approach using robust statistics.

Robust statistics and resilience. The resilience (also known as stability) defined in [180]
plays a critical role in robust statistics. For the mean, for example, a dataset S is said to
be (a, p)-resilient for some o € [0,1] and p > 0 if for all v € R? with ||v|| = 1 and all subset

T C S of size at least |T| > an,

[ (o) = (0, | < 2 (3.1)

A more precise statement is in Definition 3.3.2. This measures how resilient the empirical
mean is to subsampling or deletion of a fraction of the samples. This resilience is a central
concept in robust statistical estimation when a fraction of the dataset is arbitrarily corrupted
by an adversary [180, |. We show and exploit the fact that resilience is fundamentally
related to the sensitivity of robust statistics.

For each direction v € R? with [Jv|| = 1, we construct a robust mean of a one-dimensional
projected dataset, also known as trimmed mean, S, = {(v,x;) € R}, cs, as follows. For
some « € [0,1/2), remove an data points corresponding to the largest entries in S, and also
remove the an smallest entries. The mean of the remaining (1 — 2a/)n points is the robust

(robust)

one-dimensional mean, which we denote by (v, s, ) € R. From the resilience above, we

know that the mean of the removed top part is upper bounded by (v, jt54) + p/a. The mean
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of the removed bottom part is lower bounded by (v, j154) — p/c. Hence, the effective support
of this robust one-dimensional mean estimator is upper and lower bounded by the same.
This can be readily translated into a bound in sensitivity of the estimate, (v, ug:)b“s% (e.g.,
Lemma 3.3.11). A similar sensitivity bound holds for the robust one-dimensional variance

estimator, v )U, defined similarly.

Tzl(;;obust
We propose an approach that critically relies on this observation that one-dimensional
robust statistics have low sensitivity on resilient datasets, i.e., datasets satisfying the resilience
property with small p.
This suggests that if we can design a score function that only depends on one-dimensional
robust statistics of the data, it might inherit the low sensitivity of those robust statistics. To

this end, we first transform the target error metric into an equivalent expression that only

depends on one-dimensional (population) mean, (v, p1,), and variance, v' 3,0, i.e.,

12512 = 1) (v, 1) = (v, 1)

= max ,

veRd o=l /0T, v

which follows from Lemma 3.3.1. Next, we replace the population statistics with robust empiri-

cal ones to define a new empirical loss, Dy (1) = max,cga |jp|=1((v, 1) —(v, ug’bu“)))/ UTE;rUObUSt) v
Precise definitions of these robust statistics can be found in Eq. (3.5). For resilient datasets,
such a score function has a dramatically smaller sensitivity compared to those that rely on
high-dimensional robust statistics. For mean estimation under a sub-Gaussian distribution,
the sensitivity of the proposed loss is O(1/n), whereas a loss using a high-dimensional robust
statistics has Q(v/d/n) sensitivity.

Such an improved sensitivity immediately leads to a better utility guarantee of the
exponential mechanism. We explicitly prescribe such loss functions for the canonical problems
of mean estimation, linear regression, covariance estimation, and principal component analysis.
This leads to near-optimal utility in most cases and improves upon the state-of-the-art in
others, as we demonstrate in Section 3.1.1. Further, this approach can potentially be more
generally applied to a much broader class of problems. One remaining challenge is that the

tight sensitivity bound we provide holds only for a resilient dataset. To reject bad datasets,
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we adopt the Propose-Test-Release (PTR) framework pioneered in the seminal work of [77].

Propose-Test-Release and local sensitivity. The tight sensitivity bound we provide
on the proposed exponential mechanism is local in the sense that it only holds for resilient
datasets. However, differential privacy must be guaranteed for any input, whether it is
resilient (with desired level of a and p) or not. We adopt Propose-Test-Release introduced
in [77] to handle such locality of sensitivity. In the first step, one proposes an upper bound
on the sensitivity of the loss D5<é), determined by the resilience of the dataset, which in
turn is determined solely by the distribution family of interest and the target error rate. In
the second step, one tests if the combination of the given dataset .S, sensitivity bound A,
and the exponential mechanism with loss Dg(f) satisfy the DP conditions. A part of the
privacy budget is used to test this in a differential private manner, such that the subsequent
exponential mechanism can depend on the result of this test, i.e., we only proceed to the
third step if S passes the test. Otherwise, the process stops and outputs a predefined symbol,
L. In the third step, one releases the DP estimate via the exponential mechanism. This
ensures DP for any input S. We are adopting the Propose-Test-Release mechanism pioneered

in |77], which we explain in detail in Section 2.1.1. The resulting framework, which we call

High-dimensional Propose-Test-Release (HPTR) is provided in Section 3.1.2.

Contributions. We introduce a novel (computationally inefficient) algorithm for differentially
private statistical estimation, with the goal of characterizing the achievable sample complexity
for various problems with minimal assumptions. The proposed framework, which we call
High-dimensional Propose-Test-Release (HPTR), makes a fundamental connection between
differential privacy and robust statistics, thus achieving a sample complexity that significantly
improves upon other state-of-the-art approaches. HPTR is a generic framework that can be
seamlessly applied to various statistical estimation problems, as we demonstrate for mean
estimation, linear regression, covariance estimation, and principal component analysis. Further,
our analysis technique, which requires minimal assumptions, also seamlessly generalizes to all

problem instances of interest.
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HPTR uses three crucial components: the exponential mechanism, robust statistics, and
the Propose-Test-Release mechanism from [77]|. Building upon the inherent adaptivity and
flexibility of the exponential mechanism, we propose using a novel loss function (also called a
score function in a typical design of exponential mechanisms) that accesses the data only
via one-dimensional robust statistics. The use of 1-D robust statistics is critical, because it
dramatically reduces the sensitivity. We prove this sensitivity bound using the fundamental
concept of resilience, which is central in robust statistics. This novel robust exponential
mechanism is incorporated within the PTR framework to ensure that differential privacy is
guaranteed on all input datasets, including those that are not necessarily compliant with the
statistical assumptions. One byproduct of using robust statistics is that robustness comes
for free. HPTR is inherently robust to adversarial corruption of the data and achieves the

optimal robust error rate under standard data corruption models.

We present informal version of our main theoretical results in Section 3.1.1. We present
HPTR algorithm in detail in Section 3.1.2. We provide a sketch of the proof and the
main technical contributions in Section 3.1.3. Detailed explanations of the setting, main
results, and the proofs for each instance of the problems are presented in Sections 3.3-3.6 for
mean estimation, linear regression, covariance estimation, and principal component analysis,

respectively.

Notations. Let [n] = {1,2,...,n}. For z € R%, we use ||z| = (Zie[d}(xi)Q)l/Q to denote
the Euclidean norm. For X € R"*%  we use || X|| = maxy,|,—1 | Xv||2 to denote the spectral
norm. The d x d identity matrix is I;«4. The Kronecker product is denoted by x ® y for
z € R" and y € R®, such that (z ® y)_1)a+; = @iy, for i € [di] and j € [d]. Whenever
it is clear from context, we use S to denote both a set of data points and also the set of
indices of those data points. We use S ~ S’ to denote that two datasets S, S’ of size n are
neighbors, such that dry(ps,ps/) < 1/n where dry(+) is the total variation and pg is the
empirical distribution of the data points in S. We use p(S) and 3(S) to denote mean and

covariance of the data points in a dataset S, respectively. We use p, and X, to denote mean
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and covariance of the distribution p.

3.1.1 Main results and related work

For each canonical problem of interest in statistical estimation, HPTR can readily be applied
to, in most cases, significantly improve upon known achievable sample complexity. Most of

the lower bounds we reference are copied in Appendix B.3 for completeness.

3.1.1.1 DP mean estimation

We apply our proposed HPTR framework to the standard DP mean estimation problem,
where i.i.d. samples S = {z; € R*}"_| are drawn from a distribution P,y with an unknown
mean / (which corresponds to 6 in the general notation) and an unknown covariance ¥ > 0,
and we want to produce a DP estimate i of the mean. The resulting error is measured in
Mahalanobis distance, Dp, . (i) = |[|S7*2(fi — )|, which is scale-invariant and naturally
captured the uncertainty in all directions.

This problem is especially challenging since we aim for a tight guarantee that adapts
to the unknown > as measured in the Mahalanobis distance without sufficient samples to
directly estimate 2, as we explain below. Despite being a canonical problem in DP statistics,
the optimal sample complexity is not known even for standard distributions: sub-Gaussian
and heavy-tailed distributions. We characterize the optimal sample complexity of the two
problems by providing the guarantee of HPTR and the matching sample complexity lower
bounds. A precise definition of sub-Gaussian distributions is provided in Eq. (3.21).

Theorem 11 (DP sub-Gaussian mean estimation algorithm, Corollary 3.3.13 informal).
Consider a dataset S = {x; € R4} | of n i.i.d. samples from a sub-Gaussian distribution
with mean p and covariance ¥.. There exists an (g, 0)-differentially private algorithm i(S)

that given
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achieves Mahalanobis error ||[SY2(u(S) — p)|| < € with probability 1 — ¢, where O¢ hides
o).

the logarithmic dependency on &, and we assume 6 = e~

HPTR is the first algorithm for sub-Gaussian mean estimation with unknown covariance
that matches the best known sample complexity lower bound of n = Q(d/ & +d/(&e)) from
[139, 129] up to logarithmic factors in error £ and failure probability (. Existing algorithms
are suboptimal as they require either a larger sample size or strictly Gaussian assumptions.

Advances in DP mean estimation started with computationally efficient approaches
of [139, , 25]. We discuss the results as follows, and omit the polynomial factors in
log(1/6). When the covariance ¥ is known, Mahalanobis error £ can be achieved with
n = 0(d/€ + d/(&e)) samples. Under a relaxed assumption that Iy < ¥ < klzq with a
known , n = O(d/&? + d/(¢e) + d'P /e) samples are required using a specific preconditioning
approach tailored for the assumption and the knowledge of k. For general unknown 32,
O(d? /€% + d*/(&g)) samples are required using an explicit DP estimation of the covariance.

Empirically, further gains can be achieved with CoinPress [32].

Computationally inefficient approaches followed with a goal of identifying the fundamental

optimal sample complexity with minimal assumptions [36, 4|. For the unknown covariance
setting, the best known result under Mahalanobis error is achieved by [34]. Through analyzing
the differentially private Tukey median estimator introduced in [160], [34] shows that n =

O(d/€% 4 d/(&e)) is sufficient even when the covariance is unknown. However, the approach
heavily relies on the assumption that the distribution is strictly Gaussian. For sub-Gaussian
distributions, [34] proposes a different approach achieving sample complexity of n = O(d/ £+
d/(&€%)) samples with a sub-optimal (1/¢2) dependence.

Beyond the sub-Gaussian setting, it is natural to consider the DP mean estimation for
distributions with heavier tails. We apply HPTR framework to the more general mean
estimation problems for hypercontractive distributions. A distribution P,y with mean p and
covariance ¥ is (k, k)-hypercontractive if for all v € R, E,p, [|(v, (z — pu))|*] < &* (v Sv)k/2,

The assumption of hypercontractivity is similar to the bounded k-th moment assumptions,



44

except requiring an additional lower bound on the covariance. This additional assumption is
necessary for our setting to make sure the Mahalanobis error guarantee is achievable. We
state our main result for hypercontractive mean estimation as follows. For simplicity of the

statement, we assume k, x are constants.

Theorem 12 (DP hypercontractive mean estimation algorithm, Corollary 3.3.16 informal).
Consider a dataset S = {x; € R}, of n i.i.d. samples from a (k,k)-hypercontractive
distribution with mean p and covariance 3. There exists an (g,0)-differentially private
algorithm [1(S) that given
- rd d
no= Od<§_2 + €€1+1/(k—1)> )
achieves Mahalanobis error ||SY2(u(S) — p)|| < € with probability at least 0.99, where Oy

hides a logarithmic factor on d, and we assumes 6 = e~ (@),

We prove an n = Q(d/e£' /1) sample complexity lower bound for hypercontractive
DP mean estimation in Proposition 3.3.18 to show the optimality of our upper bound result.
Notice that the first term Od(d /€?) in the upper bound cannot be improved up to logarithmic
factors even if we do not require privacy, thus HPTR is the first algorithm that achieves optimal
sample complexity for hypercontractive mean estimation under Mahalanobis distance up to
logarithmic factors in d. When the covariance is known, an existing DP mean estimator of
[135] achieves a stronger (e, 0)-DP with a similar sample size of n = O(d /&2 +d/ (e B-D)Y),

and no prior result is known for the unknown covariance case.

3.1.1.2 DP linear regression

We next apply HPTR framework to DP linear regression. Given i.i.d. samples S =
{(%i,Yi) Yiem) from a distribution Psy .2 of a linear model: y; = x} B + n;, where the in-
put z; € R? has zero mean and covariance Y and the noise 7; € R has variance 72 satisfying
E[z;m:] = 0, the goal of DP linear regression is to output a DP estimate 3 of the unknown
model parameter 3, without knowledge about the covariance Y. The resulting error is

measured in Dp_ ., (B) = (1/7)||22(8 — B)|| which is equivalent to the standard root excess
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risk of the estimated predictor B . Similar to Mahalanobis distance for mean estimation, this
is challenging since we aim for a tight guarantee that adapts to the unknown > without

having enough samples to directly estimate .

Theorem 13 (DP sub-Gaussian linear regression, Corollary 3.4.16 informal). Consider a
dataset S = {(x;,y;)}, generated from a linear model y; = x] B+ n; for some 3 € RY, where
{xi}icpm) are id.d. sampled from zero-mean d-dimensional sub-Gaussian distribution with
unknown covariance ¥, and {1;}icpn) are i.i.d. sampled from zero mean one-dimensional sub-
Gaussian with variance v*. We further assume the data x; and the noise n; are independent.

There exists a (g,0)-differentially private algorithm B(S) that given
~ d d
- O (_ _> ’
n = + =

achieves error (1/7)||SY2(3(S)—B)|| < € with probability 1—, where O ¢ hides the logarithmic

dependency on &, and we assume § = e~ 9.

HPTR is the first algorithm for sub-Gaussian distributions with an unknown covariance
5 that up to logarithmic factors matches the lower bound of n = Q(d/€2 + d/(&e)) assuming
e <landd < n % for some w > 0 from [0, Theorem 4.1]. An existing algorithm for
DP linear regression from [10] is suboptimal as it require ¥ to be close to the identity
matrix, which is equivalent to assuming that we know 3. [77] proposes to use PTR and
B-robust regression algorithm from [99] for differentially private linear regression under i.i.d.
data assumptions (also exponential time), but only asymptotic consistency is proven as
n — o0o. Under an alternative setting where the data is deterministically given without
any probabilistic assumptions, significant advances in DP linear regression has been made
[201, , , 71, 27, , 88, , , |. The state-of-the-art guarantee is achieved in
[206, 180] which under our setting translates into a sample complexity of n = O(d'%/(&e)).
The extra d'/? factor is due to the fact that no statistical assumption is made, and cannot be
improved under the deterministic setting (not necessarily i.i.d.) that those algorithms are

designed for.
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Similar to mean estimation, we also consider the DP linear regression for distributions
with heavier tails, and apply HPTR framework to the linear regression problem under (k, x)-
hypercontractive distributions (see Definition 3.3.14). HPTR can handle both independent
and dependent noise, and we state the independent noise case here the dependent noise case

in Section 3.4.3.3. For simplicity of the statement, we assume k, x are constants.

Theorem 14 (DP hypercontractive linear regression with independent noise, Corollary 3.4.18
informal). Consider a dataset S = {(z;, )}, generated from a linear model y; = x} B+ n;
for some 8 € R, where {@i}icm) are i.i.d. sampled from zero-mean d-dimensional (k,k)-
hypercontractive distribution with unknown covariance ¥ and n; are i.i.d. sampled from
zero mean one-dimensional (k, k)-hypercontractive distribution with variance v*. We further
assume the data x; and the noise {1;}icp) are independent. There exists an (e, 6)-differentially
private algorithm B(S) that given

~ 7/ d d
no= Od<§_2 + RSV ) )

achieves error (1/7)||SY2(8(S) — B)|| < & with probability 0.99, where Oy hides a logarithmic

factor on d, and we assume § = e~ 9@,

The first term in the sample complexity cannot be improved as it matches the classical
lower bound of linear regression even without privacy constraint. For the second term, the
sub-Gaussian lower bound of n = Q(d/(£€)) from [10, Theorem 4.1] continues to hold in the
hypercontractive setting. We do not have a matching lower bound for the second term. To
the best of our knowledge, HPTR is the first algorithm for linear regression that guarantees
(€,6)-DP under hypercontractive distributions with independent noise.

When applied to the setting where noise n; is dependent on the input vector x;, HPTR
is the first algorithm for linear regression that guarantees (g, d)-DP. We refer the readers to

Section 3.4.3.3 for more detailed description of our result.
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8.1.1.8 DP covariance estimation

We present HPTR applied to covariance estimation from i.i.d. samples under a Gaus-
sian distribution A(0,X). The main reason for this choice is that the Mahalanobis error
||E*1/222*1/2 — Iyxal|F of the Kronecker product x; ® z; is proportional to the natural error
metric of total variation for Gaussian distributions. The strength of HPTR framework is that
it can be seamlessly applied to general distributions, for example sub-Gaussian or heavytailed,
but the resulting Mahalanobis error becomes harder to interpret as it involves respective

fourth moment tensors.

Theorem 15 (DP Gaussian covariance estimation, Corollary 3.5.9 informal). Consider a
dataset S = {x;}"_, of n i.i.d. samples from N(0,%). There exists a (e,0)-differentially
private estimator S that given

n = é«(g—i+g—i>,

achieves error ||S7Y2ENV2 — Ty llp < € with probability 1 — ¢, where Og. hides the

logarithmic dependency on &,( and we assume § = e~ 9.

This Mahalanobis distance guarantee (for the Kronecker product, {z; ® x;}, of the
samples) implies that the estimated Gaussian distribution is close to the underlying one
in total variation distance (see for example [129, Lemma 2.9]): dpy(N(0,%),N(0,%)) =
O(|Z~ 1288 Y2 —T44]lr) = O(£). The sample complexity is near-optimal, matching a lower
bound of n = Q(d?/£2 4+ min{d?,log(1/6)}/(c€)) up to a logarithmic factor when § = =9,
The first term follows from the classical estimation of the covariance without DP. The second
term follows from extending the lower bound in [129] constructed for pure differential privacy
with 6 = 0 and matches the second term in our upper bound when § = ¢=©@). We note that a
similar upper bound is achieved by the state-of-the-art (computationally inefficient) algorithm
in [4], which improves over HPTR in the lower order terms not explicitly shown in this informal
version of our theorem. Both HPTR and [4, 10| improve upon computationally efficient

approaches of [139, | which require additional assumption that Iy, < ¥ < kI, with a
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known k. Recently, [133] introduced a novel preconditioning approach that is polynomial time

and removes the upper and lower bounds on ¥ completely, but requires sample complexity of
n = O(d?/€* + d®polylog(1/6) /(&) + d*/*polylog(1/5) /e).

3.1.1.4 DP principal component analysis

We next apply HPTR to the task of estimating the top PCA direction from i.i.d. sampless

Theorem 16 (DP sub-Gaussian principle component analysis, Corollary 3.6.5). Consider a
dataset S = {x; € R4}, of n i.i.d. samples from a zero-mean sub-Gaussian distribution with

unknown covariance Y. There exists an (e, d)-differentially private estimator @ that given

~ d d
achieves error 1 — "HTTEH" < & with probability 1 —C, where (55,4 hides the logarithmic dependency

on &,¢ and we assume § = e 9@,

HPTR is the first estimator for sub-Gaussian distributions to nearly match the information-
theoretic lower bound of n = Q(d/£? + min{d,log(1/8)}/(€)) as we showed in Proposi-
tion 3.6.6. The first term (d/£?) is unavoidable even without DP (Proposition 3.6.7).
The second term in the lower bound follows from Proposition 3.6.6, which matches the
second term in the upper bound when § = ¢ @, Existing DP PCA approaches from
[33, 46, , 80, , , | are designed for arbitrary samples not necessarily drawn
i.i.d. and hence require a larger samples size of n = O(d/€? + d"%/(£¢)). This is also un-

avoidable for more general deterministic data, as it matches an information theoretic lower

bound [80] under weaker assumptions on the data than i.i.d. Gaussian.

Theorem 17 (DP hypercontractive principle component analysis, Corollary 3.6.10). Consider
a dataset S = {x; € R4} of n i.i.d. samples from a zero-mean (k,k)-hypercontractive
distribution with unknown covariance . There exists an (g, 9)-differentially private estimator

4 that given
! d d
" £’d< £(2k=2)/(k-2) + €142/ (k=2) ) )
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W X4

achieves error 1 — TR < & with probability 0.99, where ON&d hides the logarithmic dependency

on &,d and we assume 6 = e O,

HPTR is the first estimator for hypercontractive distributions to guarantee differential
privacy for PCA with sample complexity scaling as O(d). As a complement of our algorithm,
we proved a n = Q(d/€? + min{d, log(1/6)} /(% =2)¢)) information-theoretic lower bound
in Proposition 3.6.11. The first term (d/£?) in the lower bound is needed even without DP,
and there is a gap of factor O(¢72/(*=2)) compared to the first term in our upper bound. The

second term in the lower bound matches the last term in the upper bound when 6§ = e~ €@,

3.1.2  Algorithm

The proposed High-dimensional Propose-Test-Release (HPTR) is not computationally efficient,
as the TEST step requires enumerating over a certain neighborhood of the input dataset and
the RELEASE step requires enumerating over all directions in high dimension. The strengths
of HPTR is that (i) the same framework can be seamlessly applies to many problems as we
demonstrate in Sections 3.3-3.6; (7i) a unifying recipe can be applied for all those instances
to give tight utility guarantees as we explicitly prescribe in Section 3.1.2.1; and (iii) the
algorithm is simple and the analysis is clear such that it is transparent how the distribution
family of interest translates into the utility guarantee (via resilience).

As a byproduct of the simplicity of the algorithm and clarity of the analysis, we achieve the
state-of-the-art sample complexity for all those problem instances with minimal assumptions,
oftentimes nearly matching the information theoretic lower bounds. As a byproduct of the
use of robust statistics, we guarantee robustness against adversarial corruption for free (e.g.,
Theorems 20, 22, 24).

We describe the framework for general statistical estimation problem where data is drawn
i.i.d. from a distribution represented by two unknown parameters # € R? and ¢ and is coming
from a known family of distributions. An example of a problem instance of this type would

be mean estimation from heavy-tailed distributions that are (s, k)-hypercontractive with
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unknown mean g (which in the general notation is #) and unknown covariance ¥ (which
corresponds to ¢).
The main component is an exponential mechanism in RELEASE step below that uses a

loss function Dg(é) and a support B, ¢ defined as
B,s={0eR": Dg(f) <7}.

Bounding the support of the exponential mechanism is important since the sensitivity also
depends on 6 in many problems of interest. We discuss this in detail in the example of mean
estimation in Section 3.3.2.2. The specific choices of the threshold 7 only depend on the tail
of the distribution family of interest and not the parameters 6 or ¢ or the data. In particular,
we use the resilience property of the distribution family to prescribe the choice of 7 for each
problem instance that gives us the tight utility guarantees. As explained in Section 3.1, we
use one-dimensional robust statistics to design the loss functions, which we elaborate for each
problem instances in Sections 3.3-3.6, where we also explain how to choose the sensitivity for
each case based on the resilience of the distribution family only.

After we PROPOSE the choice of the sensitivity A and threshold 7 for the problem instance
in hand, we TEST to make sure that the given dataset S is consistent with the assumptions
made when selecting Dg(é), A, and 7. This is done by testing the safety of the exponential
mechanism, by privately checking the margin to safety, i.e., how many data points need to be
changed from S for the exponential mechanism to violate differential privacy conditions. If
the margin is large enough, HPTR proceeds to RELEASE. Otherwise, it halts and outputs L.

A set of such unsafe datasets is defined as
UNSAFE(E,(;’T) = {S’ C R¥xn | 35" ~ 8" and IF C R? such that

(0 € E) > &P fcE)+dorP; (0 € E) > P

éwr(f,AmS’) ( O~ (e A,7,87) éNT(&AmS”) (

G e ) 0cFE)+ (5} :
(3.2)
where (. A ;) denotes the pdf of the exponential mechanism in Eq. (3.3). Given a loss (or
a distance) function, Dg(6), which is a surrogate for the target measure of error, D¢(é, 9),

High-dimensional Propose-Test-Release (HPTR) proceeds as follows:
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1. Propose: Propose a target bound A on local sensitivity and a target threshold 7 for

safety.
2. Test:

2.1. Compute the safety margin m, = ming dg (S, S’) such that S" € UNSAFE(./2,5/2,7)-

2.2. If ih, = m, + Lap(2/e) < (2/¢)log(2/d), then output L, and otherwise continue.

3. Release: Output 0 sampled from a distribution with a pdf:

A 1 exXpy — LDs(é) if é S B7-75' ,
rearns () = ¢ 7 { ® } (3.3)

0 otherwise,

where Z = [, _exp{—(Ds(6))/(4A)}d6.
It is straightforward to show that (g, d)-differential privacy is satisfied for all input S.

Theorem 18. For any dataset S C X", distance function Dg : RP — R on that dataset, and

parameters €,0, A and 7, HPTR is (e, )-differentially private.

Proof. The differentially private margin m, is (¢/2,0)-differentially private, because the
sensitivity of the margin is one, and we are adding a Laplace noise with parameter 2/e. The
TEST step (together with the exponential mechanism) is (0, 0/2)-differentially private since
there is a probability §/2 event that a unsafe dataset S with a small margin m, is classified
as a safe dataset and passes the test. On the complimentary event, namely, that the dataset
that passed the TEST is indeed safe, the RELEASE step is (g£/2,0/2)-differentially private
since we use UNSAFE(. /3 5/2,-) in the TEST step. O

3.1.2.1 Utility analysis of HPTR for statistical estimation

We prescribe the following three-step recipe as a guideline for applying HPTR to each specific
statistical estimation problem and obtaining a utility guarantee. Consider a problem of
estimating an unknown 6 from samples from a generative model P4, where the error is

measured in Dy(6, 0).
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e Step 1: Design a surrogate Ds(é) for the target error metric D¢(é,9) using only

one-dimensional robust statistics on S.

e Step 2: Assuming resilience of the dataset, propose an appropriate sensitivity bound A

and threshold 7 and analyze the utility of HPTR.

e Step 3: For each specific family of generative models Fp 4 with a known tail bound,
characterize the resulting resilience and substitute it in the utility analysis from the

previous step, which gives the final guarantee.

We demonstrate how to apply this recipe and carry out the utility analysis for mean estimation
(Section 3.3), linear regression (Section 3.4), covariance estimation (Section 3.5), and PCA
(Section 3.6). We explain and justify the use of one-dimensional robust statistics in Step
1 and the assumption on the resilience of the dataset in Step 2 in the next section using

~

the mean estimation problem as a canonical example. It is critical to construct Dg(f) using
only one-dimensional and robust statistics; this ensures that Ds(é) has a small sensitivity as
demonstrated in Section 3.3.1. We prove error bounds only assuming resilience of the dataset;
this relies on a fundamental connection between sensitivity and resilience as explained in

Section 3.3.2.

3.1.8  Technical contributions and proof sketch

We use the canonical example of mean estimation to explain our proof sketch. For i.i.d. samples
from a sub-Gaussian distribution P, s, with mean p and covariance X, we show in Theorem 19
that HPTR achieves a near optimal sample complexity of n = O(d/a? + d/(ag)) to get
Mahalanobis error ||S="2(fi — p)|| = O(a) for some target accuracy a € [0,1].

Our proof strategy is to first show that the robust one-dimensional statistics have small
sensitivity if the dataset is resilient. Consequently, the loss function Dg(fi) has a small local
sensitivity, i.e. the sensitivity is small if restricted to ji close to p and if the dataset is resilient.

To ensure DP, we run RELEASE only when those two locality conditions are satisfied; we first
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PROPOSE the sensitivity A and a threshold 7, and then we TEST that DP guarantees are
met on the given dataset with those choices. We prove that resilient datasets pass this safety
test with a high probability and achieve the desired accuracy. We give a sketch of the main

steps below.

One-dimensional robust statistics have small sensitivity on resilient datasets. A
set S = {z; € R}y of 1.i.d. samples from a sub-Gaussian distribution has the following
resilience property with probability 1 — ¢ if n = Q(d/a?), where Q hides polylogarithmic
factors o and the failure probability (:

7 S = )| < 20, loa(1/a) . and | 3 (=) = )| < 20tlo(1/a)
z, €T z, €T

for any subset 7" C S of size at least an and for any unit norm v € R? where 0% = v'Xv
(Lemma 3.3.12). This means that the a-tail of the distribution (when projected down to one
dimension) cannot be too far from the true one in mean and variance. For mean estimation,
we use the loss function of Dg(f1) = max,cp =1 (0, fi — ft(My.a))//0TE(M, )0, Where
p(T) and X(7') are mean and covariance of a dataset 7" and M, , C S is defined as follows.
For each direction v, we partition S into three sets 7, o, My, and B, o. Tyo C S is the
subset of datapoints corresponding to the largest an datapoints in {(v, ;) },,es, the projected
data points in the direction v. B, , C S corresponds to the smallest an values, and M, , C S
is the remaining (1 — 2«a)n data points.

We show that the robust projected mean, (v, ji(M,,)) has sensitivity O(o,\/log(1/a)/n).
Under the resilience above, the top a-tail, 7,,, has the empirical mean that is no more
than O(o,/log(1/a) ) away from the true projected mean (v, 1), and the same is true for
B, It follows that there exists at least one data point in 7, , and one data point in B, ,
that are no more than O(o,+/log(1/a)) away from p,. This implies that the range of the
middle subset M, , is provably bounded by O(o,+/log(1/a)), and the sensitivity of the
robust mean (v, 1(M, o)) is guaranteed to be O(c,+/log(1/a)/n). We can similarly show
that v7"3(M, ,)v has sensitivity O(c2log(1/a)/n).
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Under the above sensitivity bounds for the one dimensional statistics, it follows (for
example, in Eq. (3.20)) that the sensitivity of the loss function Dg(f1) is bounded by

O(y/log(1/a)/n) as long as Dg(j1) < 7 := Cay/log(1/a) and the dataset is resilient. It is
worth noting here that since the sensitivity is only small when Dg(fi) < 7, our exponential
mechanism only samples from the set B, g, which contains only the hypotheses with small
scores. We handle this locality with TEST step that checks that the DP conditions are
satisfied for the given dataset and the choice of A := C’ \/m /nand T := C’a\/m .
It is critical for ensuring DP that these choices only depend on the resilience (which is the
property of the distribution family of interest, which in this case is sub-Gaussian) and the

target accuracy, and not on the dataset S.

Sample complexity analysis. Assuming the sensitivity is bounded by A = C’ \/m /n,
which we ensure with the safety test, we analyze the utility of the exponential mechanism.
For a target accuracy of ||X~V2(i — p)|| = O(a/log(1/a)), we consider two sets, Boy =
{:1272(0 = )| < coar/log(1/a)} and By = {fu: |E72(i — p)|| < cray/log(1/a)}, for
some ¢y > ¢;. The exponential mechanism achieves accuracy coa\/m with probability
1—-C(if

Pli g D) < DU D) o Volls >)Z g < O lr-cayar/ogT) < ¢
where the second inequality requires Dg(f1) ~ ||S~"/2(ji — p)||, which we show in Lemma 3.3.6.
Since A = O(y/log(1/a)/n), it is sufficient to have a large enough ¢y and n = O((d +
log(1/¢))/(ae)) with a large enough constant. Together with the sample size required to
ensure resilience, this gives the desired sample complexity of n = O(d/a?®+ (d+log(1/¢))/(ae))
where O hides polylogarithmic factors in 1 /o and 1/0.

Safety test. We are left to show that for a resilient dataset, the failure probability of the
safety test, P(m, + Lap(2/¢) < (2/¢)log(2/0)), is less than ¢. This requires the safety margin
to be large enough, i.e. m,; > k* = (2/¢)log(4/(6¢)). Recall that the safety margin is defined
as the Hamming distance to the closest dataset to S where the (¢/2,6/2)-DP condition of
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the exponential mechanism is violated. We therefore need to show that the DP condition
is satisfied for not only S but any dataset S’ at Hamming distance at most £* from S. We
treat S’ as a corrupted version of a resilient S by a fraction k*/n-corruption. Since we are
using robust statistics that are designed to be robust against data corruption, we can show
that the corrupted resilient set still has a low sensitivity for Dg (jz). Building upon the
proof techniques developed in [31] for a safety test for a Tukey median based exponential
mechanism, we use the fact that S’ is a corrupted version of a resilient dataset S to show

that the safety test passes with high probability.
3.2 Preliminaries

We give the backgrounds on differential privacy and the Propose-Test-Release mechanism. We
say two datasets S and S’ of the same size are neighboring if the Hamming distance between
them is at most one. There is another equally popular definition where injecting or deleting
one data point to S is considered as a neighboring dataset. All our analysis generalizes to

that definition also, but notations get slightly heavier.

Definition 3.2.1 ([78]). We say a randomized algorithm M : X™ — Y is (e, d)-differentially
private if for all neighboring databases S ~ S" € X", and allY C Y, we have P(M(S) €
V)< efP(M(S)eY)+0.

HPTR relies on the exponential mechanism for its adaptivity and flexibility.

Definition 3.2.2 (Exponential mechanism [164]). The exponential mechanism Mey, : X™ — ©

takes database S € X™, candidate space O, score function Dg(0) and sensitivity A as input,

and select output with probability proportional to exp{—eDg(0)/2A}.

A

The exponential mechanism is (¢,0)-DP if the sensitivity of Dg(f) is bounded by A.

Lemma 3.2.3 ([164]). If max;.o maxg.g |Ds(f) — Dg/(8)] < A, then the exponential mech-
anism is (g,0)-DP.
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Starting from the seminal paper [77], there are increasing efforts to apply differential
privacy to statistical problems, where the dataset consists of i.i.d. samples from a distribution.
There are two main challenges. First, the support is typically not bounded, and hence, the
sensitivity is unbounded. [77] proposed to resolve this by using robust statistics, such as
median, to estimate the mean. The second challenge is that while median is quite insensitive
on i.i.d. data, this low sensitivity is only local and holds only for i.i.d. data from a certain

class of distributions. This led to the original definition of local sensitivity in the following.

Definition 3.2.4 (Local Sensitivity). We define local sensitivity of dataset S € X™ and
function f: X" = R as Ap(S) := maxgs|f(S) — f(5)].

[77] introduced the Propose-Test-Release mechanism to resolve both issues. First, a
certain robust statistic f(9), such as median, mode, Inter-Quantile Range (IQR), or B-robust
regression model [99] is chosen as a query. It can be used to approximate a target statistic of
interest, such as mean, range, or linear regression model, or the robust statistic itself could
be the target. Then, the PTR mechanism proceeds in three steps. In the propose step, a
local sensitivity A is proposed such that Af(S) < A for all S that belongs to a certain family.
In the test step, a safety margin m, which is how many data points have to be changed to
violate the local sensitivity, is computed and a private version of the safety margin, m, is
compared with a threshold. If the safety margin is large enough, then the algorithm outputs
f(S) via a Laplace mechanism with parameter 2A /e. Otherwise, the algorithm halts and

outputs L.

Definition 3.2.5 (Propose-Test-Release (PTR) [77, 198]). For a query function f: X™ — R,

the PTR mechanism Mptgr : X™ — R proceeds as follows:
1. Propose: Propose a target bound A > 0 on local sensitivity.
2. Test:

2.1. Compute m = ming dy(S,S") such that local sensitivity of S" satisfies Ap(S") > A.
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2.2. If m =m+ Lap(2/e) < (2/¢)log(1/6) then output L, and otherwise continue.

3. Release: Output f(S)+ Lap(2A/e).
It immediately follows that PTR is (g, §)-differentially private for any input dataset.
Lemma 3.2.6 ([77, 198]). Mprg is (¢,0)-DP

Given a robust statistic of interest, the art is in identifying the family of datasets with
small local sensitivity and showing that the sensitivity is small enough to provide good utility.
For example, for privately releasing the mode, for the family of distributions whose occurrences
of the mode is at least (4/¢)log(1/) larger than the occurrences of the second most frequent
value, the local sensitivity is zero and PTR outputs the true mode with probability at least
1 — 9 [198]. Such a specialized PTR mechanism for zero local sensitivity is also called the
stability based method.

In general, a naive method of computing m in the TEST step requires enumerating over all
possible databases S € X™. For typical one-dimensional data/statistics, for example median
estimation, this step can be computed efficiently. This led to a fruitful line of research in
DP statistics on one-dimensional data. |77, 35] propose PTR mechanisms for the range and
the median of of a 1-D smooth distribution and [20, 18, 35] propose PTR mechanisms that
can estimating median and mean of a 1-D sub-Gaussian distribution. The stability-based
method introduced in [19%| can be used to release private histograms, among other things,
which can be subsequently used as a black box to solve several important problems including
range estimation of a 1-D sub-Gaussian distribution [139, , | or a 1-D heavy-tailed
distribution [135, |, and general counting queries. PTR and stability-based mechanisms
are powerful tools when estimating robust statistics of a distribution from i.i.d. samples.

Even if computational complexity is not concerned, however, directly applying PTR
to high dimensional distributions can increase the statistical cost significantly, which has
limited the application of PTR. One exception is the recent work of [34]. For the mean

estimation problem with Mahalanobis error metric of ||£~Y2(4 — p)]|, the private Tukey
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median mechanism introduced in [160] is studied. One major limitation of the utility analysis
is that private Tukey median requires the support to be bounded. In [160], this is circumvented
by assuming the covariance ¥ is known, in which case one can find a support with, for example,
the private histogram of [198]. Instead, [34] proposed using private Tukey median inside
the PTR mechanism and designed an advanced safety test for high-dimensional problems.
This naturally bounds the support that adapts to the geometry of the problem without
explicitly and privately estimating . One notable byproduct of this approach is that the
resulting exponential mechanism is no longer pure DP, but rather (e, )-DP. This is because
the resulting exponential mechanism has a support that depends on the dataset S, and
hence two exponential mechanisms on two neighboring datasets have different supports. The
limitations of the private Tukey median are that (7) it requires symmetric distributions, like
Gaussian distributions, and do not generalize to even sub-Gaussian distributions, and (i7) it
only works for mean estimation. To handle the first limitation, [34] propose another PTR
mechanism using Gaussian noise, which works for more general sub-Gaussian distributions

but achieves sub-optimal sample complexity.

HPTR builds upon this advanced PTR with the high-dimensional safety test from [34].
However, there are major challenges in applying this safety test to HPTR, which we overcome
with the resilience property of the dataset and the robustness of the loss function. For private
Tukey median, the sensitivity is always one for any j and any S, and the only purpose of
the safety test is to ensure that the support is not too different between two neighboring
datasets. For HPTR, the sensitivity is local in two ways: it requires S to be resilient and the
estimate [i to be sufficiently close to p. To ensure a large enough margin when running the
safety test, HPTR requires this local sensitivity to hold not just for the given S but for all
S’ within some Hamming distance from S. We use the fact that this larger neighborhood is
included in an even larger set of databases that are adversarial corruption of the a-fraction of
the original resilient dataset S with a certain choice of a. The robustness of our loss function
implies that the bounded sensitivity is preserved under such corruption of a resilient dataset.

This is critical in proving that a resilient dataset passes the safety test with high probability.
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We take a first-principles approach to design a universal framework for DP statistical
estimation that blends exponential mechanism, robust statistics, and PTR. The exponential
mechanism in HPTR adapts to the geometry of the problem without explicitly estimating
any other parameters and also gives us the flexibility to apply to a wide range of problems.
The choice of the loss functions that only depend on one-dimensional statistics is critical in
achieving the low sensitivity, which directly translates into near optimal utility guarantees
for several canonical problems. Ensuring differential privacy is achieved by building upon the
advanced PTR framework of [34], with a few critical differences. Notably, the safety analysis
uses the resilience of robust statistics in a fundamental way.

On the other hand, there is a different way of handling local sensitivity, which is known
as smooth sensitivity. Introduced in [171], smooth sensitivity is a smoothed version of local
sensitivity on the neighborhood of the dataset, defined as

AsmeOth(S) — max {Af(S/)e_EdH(S’S,)}

Slexn

Note that, in general, computing smooth sensitivity is also computationally inefficient with
an exception of [19]. Using smooth sensitivity, [152, , A4, 19] leverage robust M-estimators
for differentially private estimation and inference. The intuition is based on the fact that
the influence function of the M-estimators can be used to bound the smooth sensitivity. The
applications include: linear regression, location estimation, generalized linear models, private
testing. However, these approaches require restrictive assumptions on the dataset that need
to be checked (for example via PTR) and fine-grained analyses on the statistical complexity
is challenging; there is no sample complexity analysis comparable to ours. One exception is
[39], which proposes a smooth sensitivity based approach and gives an upper bound on the

sub-Gaussian mean estimation error for a finite n, but only for one-dimensional data.
3.3 DMean estimation

In a standard mean estimation, we are given i.i.d. samples S = {z; € R?}", drawn from a

distribution P, s, with an unknown mean p (which corresponds to # in the general notation)
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and an unknown covariance > > 0 (which corresponds to ¢ in the general notation), and
we want to produce a DP estimate i of the mean. The resulting error is best measured in
Mahalanobis distance, Dy (i, 1) = ||[S7Y2(ft — u)||, because this is a scale-invariant distance;
every direction has unit variance after whitening by .

This problem is especially challenging since we aim for a tight guarantee that adapts
to the unknown 3 as measured in the Mahalanobis distance without enough samples to
directly estimate 3 (see Section 3.1.1 for a survey). Despite being a canonical problem in
DP statistics, the optimal sample complexity is not known even for standard sub-Gaussian
and heavy-tailed distributions. We characterize the optimal sample complexity by showing
that HPTR matches the known lower bounds in Section 3.3.3. This follows directly from the

general three-step strategy outlined in Section 3.1.2.1.

3.8.1 Step 1: Designing the surrogate Dg(f1) for the Mahalanobis distance

We want to privately release i with small Mahalanobis distance |[|[X~%2(ji — p)||. In the

exponential mechanism in RELEASE step, we propose using the surrogate distance,

AN <U7ﬂ> - Nv(Mva)
DS(M) B U:Iﬁ’ﬁ)él 0v<Mv,a> ’ (34>

where the robust one-dimensional mean p,(M,,) and variance o2 (M, o) are defined as
follows. We partition S = {x;} ; into three sets, B, o, My, and T, 4, by considering a set
of projected data points S, = {(v, z;) }.,es and letting B, , be the data points corresponding
to the subset of bottom (2/5.5)an data points with the smallest values in S,, 7, be the
subset of the top (2/5.5)an data points with the largest values, and M, , be the subset of
remaining (1 — (4/5.5)a)n data points. For a fixed direction v, define

B 1
Mol

1

MU(MU,a) Z <Uami>7 a’nd 0-12)('/\/{11704) =

I‘iGMU,a |

Z ((Uaxi> - ﬂv(Mv,a))Q (35)

v a|
’ a?iGMU,a

which are robust estimates of the population projected mean p, = (v, u) and the population

projected variance o2 = v Y.
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General guiding principles for designing Dg(ji). We propose the following three design
principles that apply more generally to all problem instances of interest. The first guideline is
that it should recover the target error metric Dx(fi, p) = ||72(i — )| when we substitute
the population statistics, e.g., i, and o, for mean estimation, for their robust counterparts:
po(Myo) and o,(M, ). This ensures that minimizing Dg(/1) is approximately equivalent to
minimizing the target metric Dx;(ji, 1) = ||272(fi—p)|| (Lemma 3.3.6). For mean estimation,

this equivalence is shown in the following lemma.

Lemma 3.3.1. For any p € R? and 0 < ¥ € R4, et p, = (v, u) and 02 = v'Sv. Then,

we have

— A~ <vaﬂ> B /’L’U
157200 - @) = g Lt
vifjv]| <1 Oy

Proof. Let i — p = Z?Zl apug with ap = (ug, it — py, ||al| = ||z — p|| and u,’s are the singular
vectors of ¥. Similarly, let v = Zzzl byuy with ||b]| = 1. Then, we have

~1/2(7 _ V12 — 2/o0) an (v, (i — ) _ (a,b)

From Cauchy-Schwarz, we have (a, b)? < (3. b204)(>" a20, "), which proves that

=72 (3 — ) = max (1/o)(v, (i~ p)) -

vil|vf=1

To show equality, we find v that makes Cauchy-Schwarz inequality tight. Let v = 22:1 beuy

with a choice of b, = (1/Z)as0, ' and Z = />, a20,*. This implies [|b]| = 1 and

d
g 1/0¢)a;, and \/Zb?()’g = %

which implies that there exists a v such that ||S=Y2(j—pu)|| = (1/0,)(v, fi—p) and || S~2 (i —
| < maxtyp=1(1/00) (v, ft — ). 0

The second guideline is that Dg(j1) should depend only on the one-dimensional statistics of

the data. This is critical since the sensitivity of high-dimensional statistics increases with the
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ambient dimension d. For example, consider using the robust mean estimate jiyopus(S) € R?
from [73] and using the Euclidean distance Dg(fi) = ||t — firobust(S)]| in the exponential
mechanism, where we are assuming > = I for simplicity. It can be shown that, even for
Gaussian distributions, this requires n = Q(d*2/(a) + d/a?) samples to achieve an accuracy
of ||fi — p1|| = O(ex). This is significantly sub-optimal compared to what HPTR achieves in
Corollary 3.3.13, which leverages the fact that sensitivity of one-dimensional statistics is
dimension-independent.

The last guideline is to use robust statistics. Robust statistics have small sensitivity on
resilient datasets, which is critical in achieving the near-optimal guarantees. We elaborate on

it in Section 3.3.2.2.

3.3.2  Step 2: Utility analysis under resilience

For utility, we prefer smaller A and 7 to ensure that the exponential mechanism samples /i
closer to the minimum of Dg(f1) =~ ||S~2(f1 — u)||. However, aggressive choices can violate
the DP condition and hence fail the safety test. Near-optimal utility can be achieved by

selecting A and 7 based on the resilience of the dataset, defined as follows.

Definition 3.3.2 (Resilience for mean estimation [136, 217]). For some o € (0,1), p; € Ry,
and p2 € Ry, we say a set of n data points Sgeea 15 (v, p1, p2)-resilient with respect to (p1, X)
if for any T C Sgooa of size |T| > (1 — a)n, the following holds for all v € R with ||v|| = 1:

1
W Z<U,l’z> — | < pro,, and (3.6)
z, €T
1
|T| Z (<U7x2> :uv) - 0-12; S P2 012) ) (37>
z, €T

where p, = (v, u) and o> = v’ Yv.

Originally, resilience is introduced in the context of robust statistics. Resilience measures
how sensitive the sample statistics are to removing an a-fraction of the data points. A

dataset from a distribution with a lighter tail has smaller resilience (py, p2). For example, sub-

Gaussian distributions have p; = O(ay/log(1/a)) and py = O(alog(1l/«)) (Lemma 3.3.12),
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which are smaller than the resilience of heavy-tailed distributions with bounded k-th moment,
ie., pp = O(a'"V*) and py = O(a'~?*) (Lemma 3.3.15). Resilience plays a crucial role in
robust statistics, where the resilience of a dataset determines the minimax sample complexity

of estimating population statistics from adversarially corrupted samples [180, |.

In the context of differential privacy, our design of HPTR is guided by our analysis
showing that the sensitivity of one-dimensional robust statistics is fundamentally governed
by resilience. Leveraging this three-way connection between the use of robust statistics in the
algorithm, the resilience of the data, and the sensitivity of the distance Dg(jt) is crucial in

achieving near-optimal utility.

Concretely, we consider « as a free parameter that we can choose depending on the target
accuracy. For example, let ||S~1/2( — u)|| = 32p1 be our target accuracy. Note that we did
not optimize the constants in our analysis, and they can be further tightened. In the case of
sub-Gaussian distributions, we have p; = C’ a\/m w.h.p. when the sample size is large
enough. This determines the value of o that achieves the target accuracy and also the choice

of A and 7, as follows.

The robust statistics of a resilient dataset (i.e., one with small resilience) cannot change too
much when a small fraction of the dataset is changed. This is made precise in Lemma 3.3.11,
which shows, for example, that the robust mean u,(M,,) can change only by O(p;/(an))
when one data point is arbitrarily changed. This implies the sensitivity of Dg(f) is also
small: A = O(p;/(an)). Choosing 7 = 42p; to be larger by a constant factor from the target
accuracy, we show that a sample size of n = O(d/(e«)) is sufficient to achieve the desired

utility.

Theorem 19 (Utility guarantee for mean estimation). There exist positive constants ¢ and
C such that for any (o, p1, p2)-resilient set S with respect to some (1 € RY, Y = 0) satisfying
a € (0,¢), pr <c, pa <c, and p? < ca, HPTR with the choices of the distance function in
Eq. (3.4), A = 110p,/(an), and 7 = 42p, achieves |27Y2(fi — p)|| < 32py with probability
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et log(1/(50)

- Ex

This theorem shows how a resilient dataset (which is a deterministic condition) implies
small error for HPTR. We make formal connections to standard assumptions on the sample
generating distributions and their respective resiliences in Section 3.3.3, where we also
discuss the optimality of this utility guarantee. For example, sub-Gaussian distributions
have p; = O(ay/log(1/a)) when n > C'd/(alog(1/a))? for any a smaller than a universal
constant. This implies that HPTR achieves a target accuracy of || X ~Y2(4 — u)|| < & with
sample size O(% + %), where O hides logarithmic factors in 1/a, ¢, and . We explain the
intuition behind our analysis and provide a complete proof in Sections 3.3.2.2-3.3.2.6. One

by-product of using robust statistics is that we get robustness for free, as we next show.

3.3.2.1 Robustness of HPTR

One by-product of using robust statistics is that HPTR is also robust to adversarial corruption.
We therefore provide a more general guarantee that simultaneously achieves DP and robustness.

Suppose we are given a dataset S that is a corrupted version of a resilient dataset Sgood-

Assumption 3 (Qcorupt-corruption). Given a set Sgooa = {Z; € R4} of n data points, an
adversary inspects all data points, selects Qicorruptn Of the data points, and replaces them with

arbitrary dataset Spaqa Of size Qcorruptn. The resulting corrupted dataset is called S = {z; €

RIYL.

This adaptive adversary is strong since the corruption can adapt to the entire dataset (for
example, it covers the Huber contamination model [115] and the non-adaptive adversarial
model [151]). This threat model is now standard in robust statistics literature [186]. If
the original Sgooq is resilient, we show that the same guarantee as Theorem 19 holds under
corruption up to an Qeorupt fraction of Sgpoq for sufficiently small aeorrupt < (1/5.5)c. The

factor 1/5.5 is due to the fact that the algorithm treats some of the good data points as
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outliers (which is at most 4orupt due to the top and bottom tails cut in the definition
of My (2/5.5)a), and we need to handle neighboring datasets up to (0.5/5.5)an Hamming
distance. Hence, we need to ensure resilience for « that is at least 5.5 times larger than the

corruption Qeorrupt-

Definition 3.3.3 (Corrupt good set). We say a dataset S is (Qeorrupts & P1, p2)-corrupt good

with respect to (p, X) if it is an Qeorrupt-corruption of an (o, p1, p2)-resilient dataset Sgood-

We get the following theorem showing that HPTR can tolerate up to (1/5.5)a fraction of
the data being arbitrarily corrupted.

Theorem 20 (Robustness). There exist positive constants ¢ and C such that for any
((2/11)c, @, py, p2)-corrupt good set S with respect to (u € R4S = 0) satisfying a < c,
p1 < ¢, p2 <c, and p? < ca, HPTR with the distance function in Eq. (3.4), A = 110p,/(an),
and T = 42p; achieves ||S7V2 (i — p)|| < 32p1 with probability 1 — ¢, if

L o log(1/(00)

Ex

In Sections 3.3.2.2-3.3.2.6, we prove this more general result. When there is no adversarial
corruption, Theorem 19 immediately follows as a special case by selecting « as a free parameter
depending on the target accuracy. The constants in all the theorems can be improved if we

track them more carefully, and we did not attempt to optimize them in this work.

3.3.2.2  Proof strategy for Theorem 20

We show in Section 3.3.2.5 that the robust one-dimensional statistics, p, (M, ) and 02(M, ),
have small sensitivity if the dataset is resilient. Consequently, Dg(/1) has a small local
sensitivity, i.e., the sensitivity is small if restricted to /i close to p and if the dataset is resilient.
To ensure DP, we run RELEASE only when those two locality conditions are satisfied; we first
PROPOSE the sensitivity A and a threshold 7, and then we TEST that DP guarantees are
met on the given dataset with those choices. Resilient datasets (i) pass this safety test with

a high probability and (ii) achieve the desired accuracy, both of which rely on our general
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analysis of HPTR with a general distance function (Theorem 28). We give sketches of the

main steps below.

One-dimensional robust statistics have small sensitivity on resilient datasets.
Consider the robust projected mean j, (M, ) for some small enough o > 0. If S'is (a, p1, p2)-
resilient, then the following technical lemma shows that the top and bottom (2/5.5)a-tails

cannot deviate too much from the mean.

Lemma 3.3.4 (Lemma 10 from [186]). For a («, p1, p2)-resilient dataset S with respect to
(1, 2) and any 0 < & < «, the following holds for any subset T C S of size at least an and

for any unit norm v € R%:

1 2 -«
’m g (v, 2 — ,u)’ < = P00, and (3.8)
z, €T
1 9 9 2 -« 9
=5 ) < . .
‘ T ((v,2i—pw)?—op)| < 5 P2 (3.9)

z, €T

Under the definitions in Eq. (3.4), the top (2/5.5)a-tail denoted by 7, and bottom
(2/5.5)a-tail denoted by B, , have the empirical means that are no more than O(o,p1/)
away from the true projected mean pu,, respectively. It follows that there exists at least one
data point in 7, , and one data point in B, , that are no more than O(o,p;/a) away from .
This implies that the range of the middle subset M, , is provably bounded by O(o,p1/),
and the sensitivity of the robust mean ,(M,,) is guaranteed to be O(o,p1/(an)). We
can similarly show that 02(M,,) has sensitivity O(c2p?/(a?n)), as shown in Eq. (3.19).
Note that these sensitivity bounds are local in the sense that they require the data to be

(o, p1, p2)-resilient.

Small local sensitivity of Dg(ji1). Under the above sensitivity bounds for yu,(M, ) and

2

0 (My.,a), it follows after some calculations as shown in Eq. (3.20) that the sensitivity for a

resilient dataset S is bounded by
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for some constant C’ and all neighboring datasets S’, assuming p, is sufficiently small.
Note that this sensitivity bound is local for two reasons; for this sensitivity to be small
(i.e. O(p1/(an))), we require S to be resilient and fi to be close to u. Thus, the meaning of
local here is two fold, while traditionally local sensitivity in the privacy literature only concerns
the sensitivity of a particular dataset S. We handle these two localities with the TEST step,
among other things, checks that the DP conditions are satisfied for the given dataset and
the choice of A and 7, which bounds the support of the exponential mechanism to be within
B,s={fi: Ds(ft) < 7} with a choice of 7 = O(p;). Consequently, we require pi/a < 1 for
the second term in Eq. (3.10) to be dominated by the first. Fortunately, this is indeed true
for all scenarios of interests to us. For sub-Gaussian distributions, p? = a?log(1/a) < a. For
k-th moment bounded distributions with k& > 3, p? = o> 2/* < a. For covariance bounded
distributions, we do not hope to get a Mahalanobis distance guarantee. Instead, we aim for a
Euclidean distance guarantee whose sensitivity does not depend on i, and we do not require

p3/a < 1 (Section 3.3.3.3).

Sample complexity analysis. Assuming the sensitivity of Dg(ft) is bounded by A =
O(p1/(an)), which we ensure with the safety test, we analyze the utility of the exponential
mechanism. For a target accuracy of || X~Y2(ji — u)| = O(p1), we consider two sets Boy; =
[+ IS0 — | < copr} and By = {i + [S7Y2(i — )| < crpu} for some o > 1. The
exponential mechanism achieves accuracy cop; with probability 1 — ( if

]P)(ﬂ ¢ Bout) < VOI(BT’S> e_icopl < eO(d)eiﬁ(Cofcl)Pl < C
P(ii € B) = Vol(By,) e iacrr — =6

P(ﬂ §é Bout) S

where the second inequality requires Dg(f1) ~ ||S~"/2(ji — p)]|, which we show in Lemma 3.3.6.
Since the volume ratio is Vol(B;.s)/Vol(Boy) = €% D, 7 = O(py), and A = O(p1/(an)), it
is sufficient to have a large enough ¢y and n = O((d + log(1/())/(ae)) with a large enough

constant.

Safety test. We are left to show that for a resilient dataset, the failure probability of the
safety test, P(m, + Lap(2/¢) < (2/e)log(2/0)), is less than (. This requires the safety margin
to be large enough, i.e., m, > k* = (2/¢)log(4/(6¢)). Recall that the safety margin is defined
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as the Hamming distance to the closest dataset to S where the (¢/2,/2)-DP condition of
the exponential mechanism is violated. We therefore need to show that the DP condition is
satisfied not only for S but for any dataset S’ at Hamming distance at most £* from S.
Consider two exponential mechanisms, r a 7 sy and r¢ a - s, on neighboring datasets
S"and S”. Since B, g # B, g, we separately analyze the intersection B; ¢ N B, g and the
differences B, ¢/ \ B, s» and B; g\ B; . In the intersection, we show that the two probability

distributions are within a multiplicative factor e?/? of each other:

P e A) < PP i € A)

T(e,A,7,5") ( T(e,A,7,5") (

for all A C B, ¢ N B; g7, S" within Hamming distance £* from a resilient dataset S, and
S” ~ S'. The main challenge is that S’ is no longer a resilient dataset but a k*-neighbor
of a resilient dataset. Since such S’ is (k*/n, «, p1, p2)-corrupt good (Definition 3.3.3), we
show that corrupt good sets also inherit the bounded local sensitivity of a resilient dataset
seamlessly, as shown in Lemma 3.3.11.

In the set difference, we show that the total probability mass, IPT(E, AmS) (i € Brs \ Brs)
and P, A (v € Brg \ Br.g), are bounded by 0, respectively, as long as the overlap of the
two supports are large enough. This requires 7 > Ak*, as we show in Appendix B.1.1, which

is satisfied for n > (log(1/(d¢))/(ae)).

Outline. The analyses for the accuracy and the safety test build upon a universal analysis
of HPTR in Theorem 28, which holds more generally for any distance function D¢(é) in the
estimation problems of interest. For mean estimation, we show in Sections 3.3.2.3-3.3.2.5 that
the sufficient conditions of Theorem 28 are met for the choices of constants and parameters:
p=p1, co =318, c; =102, k* = (2/¢)log(4/(6C)), 7 = 42p1, and A = 110p,/(an). We
can set ¢y to be a large constant and will only change the constant factor in the sample
complexity, which we do not track. A proof of Theorem 20 is provided in Section 3.3.2.6, from
which Theorem 19 follows immediately. All the lemmas assume ((1/5.5)a, a, p1, p2)-corrupt
good set S, a < 0.015, p; < 0.013, and py < 0.0005. We omit this assumption in stating the

lemmas for brevity.
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3.3.2.3 Resilience implies robustness

For the assumption (d) in Theorem 28, we show that Dg(f1) is a good approximation of the
true distance ||S7Y2( — p)|| in Lemma 3.3.6. We first show that the one-dimensional mean

and the variance of the filtered out M, , are robust.

Lemma 3.3.5. For any unit norm v € RY, [{(v,pu — p(Mya))| < 6p1o, and 0.90, <
0y(Mya) < 1.10,.

Proof. For the mean bound,

|<2), H—= M(Mv,a»l

Mvamsa Mvamsoo
= %KU; M(Sbad N Mv,a) - /~L>‘ + | |M |g d| |<U7 ,U/(Sgood N Mv,cx) - /~L>|
(1/5.5)a  2py0, 1—(1/5.5)a ”
= 1-(4/55)a(l/55)a  1- (4/55)a" 7"
< @1+ pr)ouf(1— (4/5.5)0) (3.11)

The second inequality follows from the following. First, [(v, t(Sgooa N Myo) — )| < opp1 by
the definition of resilience and that fact that |Sgood N Mya| > (1 — (5/5.5)a)n. Next, since
(0, 1(Stat 0 M) — )] s less than (0, #(Ssood 0 Tawn) — ] 08 | (0, #(Ssood 1 Bua) — 1)
both of which are at most 2p,0,/(1/5.5)a, from applying Lemma 3.3.4 with a set size at least
(1/5.5)an, we have

2

|<U, ,u(Sbad N M'upz) - M>| < W

P10y -

The mean bound follows from (3.11) and o < 0.1. For the variance upper bound,

2 1 2 1 2
o Mua)” = GBS 2 (o= (Moo < (1— (4/5.5)a)n 2 o=’

miEMv,a l‘iEMv,a

where the first inequality follows from the fact that subtracting the empirical mean p(M, )

minimizes the second moment. We can decompose the empirical deviation and show an upper
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bound first:

Z:{:,-EMU,&«U’ Ty — p,>2 - 0121)

(1 —(4/5.5)a)n

Zl’ieMv,amead(<v’ Ti — N>2 - O‘Z) inEMU,amSgood(<v7 Li — :u>2 - Ov)

(- (4/5.5)a)n i (1 - (4/5.5)a)n
(1/5.5)a(2p2/(1/5.5)a)c? + (1 — (4/5.5)a) pac? )
< = (4/55)a < 6pa0y, (3.12)

where in the second inequality we used resilience on M,, 5 M Sgooa Of size at least 1 — (5/5.5)c.

For x; € Spaqa N M, o, we use the fact that

2

{Zjesg%d%’a«v’ i = 1) = 00) Djesyantu. (0 — 1) — o) }

|Sgood M 7;),a| ’ |Sgood N Bv,a‘

| (v, 2, —p)* — oy | < max

20207,

— (1/5.5)a’

where we used Eq. (3.9) in Lemma 3.3.4 for sets with size at least (1/5.5)an. For the variance

deviation lower bound,

ine/\/lv,a«?)v Ly — M(Mv,a)>2 - U?;) ZmieMv’a ( <U> T — ,u>2 - 012; - <U7 = N(Mv,a»z)

(1—(4/5.5)a)n B (1-(4/5.5)a)n
ineMv,amead(@, x; — ) —o?) N inenyamsgood«U,xi —)? —0o3) _ 36202
= (1—(4/5.5)a)n (1—(4/5.5)a)n o
20,02 1—(4/5.
P20, (4/5 5)ap203 — 36pio; > —(3.2p2 + 36p})0s (3.13)

= T1C (4/5.5)a 1 —(4/5.5)a

where we used a < 0.1, the first term only uses the fact that |Spaa| < (1/5.5)an, the
second term uses resilience, and the last term uses the mean bound we proved earlier.
In (3.12) and (3.13), assuming p; < 0.04, and p, < 0.035, we have /1 + 6p; < 1.1 and
V1 —3.2ps —36p2 > 0.9. O

We show that resilience implies our estimate of the distance is robust.

Lemma 3.3.6. If i € B, s and 7 = 42py, then | ||S7V2(i — p)|| — Ds(f)
10.2p;.

<6p; +0.17 <
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Proof. From Lemma 3.3.5, we know that for all i € B, g,

~ <U, /l — M(M’U a)> <U7 ﬂ B :U’> — 6P10'v
D = max : > max . 3.14
s() lv]=1 0v(Moy.a)  vll=t 1.10, ( )
and
D) = max AT HMua)) (0= 1)+ B0y (3.15)

=t 0y(Mya) llvll=1 0.90,

Applying Lemma 3.3.1, we get 0.9Dg(f1) — 601 < ||S7Y2(s — p)|| < 1.1Dg(j1) + 6p;. Since
Dg(i1) < 1, we get the desired bound.

3.3.2.4 Bounded volume

We show that the assumption (a) in Theorem 28 is satisfied for robust estimate Dg(fi).

Lemma 3.3.7. For p = py, ¢, = 10.2, 7 = 42p;, A = 110p;/(an), and ¢y > log(67/12) +
log((co + 2¢1)/c1), we have (7/8)7 — (K* + 1)A > 0,

VOI(BT+(k*+1)A+c1p,S)
Vol(B(7/8)r—(k*+1)A—c1p,5)

Vol({i : |I=72(f — p)|| < (co + 2¢1)p}) < pead
Vol({fv : [|Z72(fo — p)|| < c1p}) .

cad

IA
o

, and

Proof. The second part of assumption (a) follows from the fact that
Vol({@ = |72 — )| < 7}) = calZr?

where |X| = H?Zl 0;(X) is the determinant of ¥ and 0;(X) is the j-th singular value for some
constant ¢, that depends only on the dimension and selecting ¢y > log((co + 2¢1)/c1).

The first part is tricky since we do not yet have a handle on the set By g for ¢ > 7. In
particular, we do not know how Dg(ji) relates to ||S~Y/2(ji — u)|| for such a i outside of B, s.

To this end, we use the following corollary.



72

Corollary 3.3.8 (Corollary of Lemma 3.3.6). If i € Bors and 7 = 42py, then | |S7Y2(4 —
wll = Ds(j1)

We will show that (7/8)7 — (k* +1)A > 0. Since this implies that 7+ (k* + 1)A < 27, we

< 14.2p;.

can use the above corollary to show that

Vol(Bry (k+1)Ate1p,5) < VOl( {i: 1272 =l <7+ (K + DA +eip+ 14-2P1})

Vol(B/syr— (k4 1)a-erps)  — Vol({a: [|[SV2(a — p)|| < (7/8)7 — (k* + 1)A — c1p — 14.2p1 })
_ ( T+ (K" + DA+ cp+14.2p )d
(7/8)1 — (k* + 1)A — c1p — 14.2p4
< (67/12)% < e2¢

for the choices of p = p1, ¢; = 10.2, 7 = 42p;, A = 110p; /(an), and ¢y > log(67/12), where
we used the fact that for n > C'log(1/(0¢))/(ae) with a large enough constant C', we have
(k* +1)A < 0.3p;. It follows that the condition (7/8)7 — (k* + 1)A > 0 is also satisfied. [

3.3.2.5 Resilience implies bounded local sensitivity

We show that resilience implies the assumption (b) in Theorem 28 (Lemma 3.3.11). However,
since local sensitivity needs to be established first for not just the given set S but also
Hamming distance k£* + 1 neighborhood of S, we need robustness results for this broader
regime. Assuming (k*+1)/n < /11, we can extend robustness results analogously, as follows.
We consider a set S’ with k& data points arbitrarily changed from S. This implies that S’
is a ((1/5.5)a + (k/n), a, p1, p2)-corrupt good set with respect to (u, ). We first prove the

analogous bounds to Lemma 3.3.5 for this 5.

Lemma 3.3.9. For an ((1/5.5)a + &, a, p1, p2)-corrupt good set S" with respect to (p, %),

a < (1/11)a, and any unit norm v € R, [(v,pn — p(M,a))| < 14p1o, and 0.90, <
0,(My ) < 1.10,.

Proof. Analogous to (3.11), we have

(1/55)a+a  2pmo, 1-(1/55)a — &
(=Mool < T s U5ma—a T 1= (/5500
< 14plav )

P10y
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where we used the fact that (5/5.5)a + & < . Analogous to (3.12), we have

Y reatnn (00— p(Moa)P =) ((1/55)0 + ) ()78 + (1~ (1/5.5)a — G)pao
(1— (4/55)a)n = 1— (4/5.5)a
< 14py0?.

Analogous to (3.13), we have

Ym0 = pMua))? = 03) — (1/55)a+ @200, o,

> —(7.3p2 + 196p7)072 .

For a < 0.045, p; <0.013, and py < 0.0005, we have the desired bounds. O

Lemma 3.3.10. For an ((1/5.5)a + &, a, p1, p2)-corrupt good set S’ with respect to (u,X)
and & < (1/11)a, if it € By for some t > 0 then we have ||S~Y2(f — p)|| < 14p; + 1.1t and
1D(, 5") 5200 — )] < 14py + 0111

Proof. Analogously to the proof of Lemma 3.3.6, we have
L1D(f, ') > —ldpi+[|S72(i— )|, and

0.9D(f1, 8') < ldpy + |S72( — p)| -

This gives the desired bound. [l

The sensitivity of Dg(j1) is local in two ways. First, we get the desired sensitivity bound
for a dataset S that behaves nicely, which is captured by the notion of a ((1/5.5)«, «, p1, pa)-
corrupt good set S. Second, the sensitivity bound requires the estimate parameter ji to be
close to p in ||[£7Y2(f — p)||. Both locality in dataset and locality in estimate are ensured by
the safety test (Test step in HPTR). To show that corrupt good datasets pass the safety test,

the following lemma establishes that those datasets have small local sensitivity.

Lemma 3.3.11. For A = 110p;,/(an), 7 = 42py, and an ((1/5.5a), cv, p1, p2)-corrupt good S,
of
log(1
\ — a(les/60)y

ag

(3.16)

then the local sensitivity in assumption (b) is satisfied.
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Remark. Note that to keep A = O(p;/(an)) that we want (and is critical in getting the
final utility guarantee), we need the extra corruption to be k*/n = O(«). This implies
n = Q(k*/a) = Q(log(1/(6¢))/(e)). Further, k* = Q(log(1/(6¢))/e) cannot be improved
since it is critical in achieving a small failure probability in the Testing step. Hence, the sample

complexity of (log(1/(d¢))/(ecx)) cannot be improved under the current proof strategy.

Proof. Since S is ((1/5.5)a, a, p1, p2)-corrupt good and dy(S,S") < k*, it follows that S’ is
((1/5.5)a + &, o, p1, po)-corrupt good with & = (k*/n). We further assume that & < (1/11)«,
which follows from k* = (2/¢)log(4/(6¢)) and n = Q(log(1/6¢)/(c)) with a large enough
constant. We show that this resilience implies that S’ is dense around the boundary of M, ,,
which in turn implies low sensitivity.

Recall that 7,, C S is the set of data points corresponding to the largest (2/5.5)an
data points in the projected set SEU) = {(v,2;) }z;esr, and B,, C S is the bottom set.
Let Sgooa denote the original uncorrupted resilient dataset. Applying Lemma 3.3.4 to
Sgood N Ty (a0d Sgood N B, o) of size at least (1/11)c (since the corruption fraction is at most
(1/5.5)a + & < (1.5/5.5)a),

2p10v
(1/10)a

2/)10@
(1/11)a

’ <U>N(Sg00d N Toa) = 1) | < , and | <U>N<Sg00d NBya) — ) ’ <

This implies that there is at least one good data point that is closer to the center than the

means of the upper tail and the bottom tail:

20101;
1/1)a

2P10 and min | (v,z; — p) ‘ <

. L <
min | (v, —p)| < (1/11)a”’ 2i€Sg00dBu,a

miesgoodm%,a

It follows that the distance between two closest points in 7, , and B, , is bounded by

min _ (v,z;) — max_ (v,x;) < (44/a)proy , (3.17)

2:€Sg00dN T, 2€Sg00dMBu,a
when 1 € M, o. When p € 7,4 or p € B, o, it is straightforward that the above inequality
holds. This implies low sensitivity as follows.
Recall that M, (5") denotes the middle part after filtering out the top and bottom

(2/5.5)c quantiles from {(v, z;) }s,es'. For a neighboring dataset S” and the corresponding 5S¢,
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consider a scenario where one point z; in M, ,(5’) is replaced by another point ;. If (v,Z;) €
[MaXy,e8,000nBy o (Vs Ti) , MiNy,es,0,007, o (U, Ti) |, then Eq. (3.17) implies that (v, z; — 7;)| <
(44/a)pro,. Otherwise, M, o(S") will have z; replaced by either arg minjes, .7, (v, 7;) or
arg Maxjes, .4nB,. (U, ;). In either case, Eq. (3.17) implies that [(v, z; — T;)| < (44/a)p10,.
The other case of when the replaced sample z; € S is not in M, , follows similarly.

From this, we get the following bounds on the sensitivity of the robust mean and robust
variance. Note that using robust statistics is critical in getting such small sensitivity bounds.
Let ¢ = p(Myo(S")) and g = (M, (5")), where we write the dataset S’ in M, ,(S")
explicitly,

" 4410,
S T s s e

For the variance bound, let 0/ = 02(M,.(S")) = (1/|M,.a(5")]) Dt e Mya (s 05 TG —
W) and o = 05(M,a(S")). Since (1 — (4/5.5)a)no? = 3 e, o002 — 1) =
Zx;eMv,a(S')(@v x;_ﬂll>2_<v, MI/_N,>2)7 we have (1_(4/5-5)04)71(0;2_052) = Zx;e/\/{v,a(sﬂu Ti—
W’
Note that M, ,(5") and M, ,(S”) only differ in at most one data point. We denote those by

/

|<’U>/L -

(3.18)

=D remy aism (U 2] = p")? = (1= (4/5.5)a)n{v, u" — ')*. We bound each term separately.

2" and 2", respectively. Then,

Z <U, I; _ ,LL//>2 _ Z <U, l’;/ N N,/>2

rheEMoy,a(S") z €EMy,a(S")

— ‘ <U, 7 — N//>2 _ <U7$/1 . M//>2 ’

— ‘ <’U,LIZ’I—|—$” o 2/1")(1},:1," _x//> |

— ‘ <U,£L’l o ,U/> + <U,[L/ o ,U”> + <’U,£U” _Iu//>‘ ‘<’U,[E/ o ZL’”> ‘
2
< 3<44plav) ’

«

and

(44p10,)?

(1 (4/5.5)a)n{v, i — p")? < (1—(4/5.5)a>n<a(1_(4/5‘5)06)”)2'

This implies that

oy — o] <

(44p1(a/2)0,)? 1 ) < : 4(44p10,)° (3.19)

1- (4/5.5)a)noc2( T U= @B5)am 1= (4/55)a)na?
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Together, we get the following bound on the sensitivity of D(/, S’). Since max, a, —max, b, <

max, |a, — b,|, we have

_D ’ (0 —D " [ < -
| Dr(f1) = Dsn(f1) | < sl R o
P N
< max (v, u>|+|<v,u wljow 0w
villol|=1 o o o, Oy
< 44, + ||271/2<ﬂ . ,u//>|| max Oy |0_/2 _ "
= 0.9a(1 — (4/5.5)a)n voooy(oy, o)t Y

- 44, . 53122
— 09a(l —(4/5.5)a)n  a?(1 —(4/5.5)a)

|2 - )]

where we used triangular inequality in the second inequality and the third inequality follows
from o/, > 0.90, (Lemma 3.3.9), Egs. (3.18), and Lemma 3.3.1, and the last inequality follows
from ¢! > 0.90, and (3.19).

From Lemma 3.3.10, fit € B, (+13)a,s implies |[S7V2(4 — p)|| < 14py + L.1(1 + (k* + 3)A).
From Lemma 3.3.9, || S7Y2(u — u”)|| < 14p;. We apply triangular inequality and show that
15712(3 — p")|| < ca/py for the choices of A, k*, 7 and n, with an arbitrarily small constant

C:

=12 = ")l

IN

280, + 1.1(7 + (k* + 3)A)

Co 4 P log(1/(6¢))
,01 ean

IN

< 2Cpy,

for some constant C' > 0, where A = 110p,/(an), 7 = 42py, k* = (2/¢)log(4/(6¢)), and
n > C'log(1/(6¢))/(e @). Under the assumption that p? < ca and a < ¢ for some small

enough ¢, this implies

“ " 44[)1 121/)1
D ’ —_ D 1" < 1 2
[Ds (£) so (il = 0.9(1 — (4/5.5)04)om< L Cp1>
. 1+44 11
< (44/0.9)py + 44c <A - 0p1 ‘ (3.20)
an  1—(4/5.5)c an
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3.3.2.6  Proof of Theorem 20

We show that the sufficient conditions of Theorem 28 are met for the following choices of
constants and parameters: p = d, p = py, ¢o = 31.8, ¢c; = 10.2, 7 = 42p;, and A = 110p; /(an).
We can set ¢y to be a large constant and will only change the constant factor in the sample
complexity.

The assumptions (a), (b), and (d) follow from Lemmas 3.3.7, 3.3.11, and 3.3.6, respectively.

Assumption (c) follows from

_ 11001 < 1.2,018 (CO — 301),05

A = o S Pledt (5/2) + 108(16/(30)))  32(cad + (2/2) + log(16/(30))) °

for a large enough n > C"(d 4 1og(1/(6¢)))/(ce). This finishes the proof of Theorem 20, from

which Theorem 19 immediately follows.

3.3.8 Step 3: Near-optimal guarantees

We provide utility guarantees for popular families of distributions in private or robust mean
estimation literature: sub-Gaussian |25, , , , , , 40, 36, 32, 4, 34, 62, 64,
, , 66, |, k-th moment bounded |25, , , , |, and covariance bounded
[25, , , , , 73, , 57, 58]. We apply known resilience bounds for each family of
distributions and substitute them in Theorems 19 and 20. In all cases, the resulting sample
complexity is near-optimal, which follows from matching information-theoretic lower bounds.
Since we aim for Mahalanobis distance error bounds, the corresponding mean resilience

we need in Definition 3.3.2 scales linearly in the projected standard deviation. For sub-
Gaussian distributions, this requires the projected variance v'Xv to be lower bounded
by how fast the tail is decreasing, as captured by the sub-Gaussian proxy Q(v'T'w) in
Eq. (3.21) (Section 3.3.3.1). For k-th moment bounded distributions with & > 3, this requires
the projected variance to be lower bounded by Q(E[|(v,z — u)|¥]*/*), a condition known
as hypercontractivity (Section 3.3.3.2). When we do not have such lower bounds on the

covariance, HPTR can only hope to achieve Euclidean distance error bounds. Under our
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design principle, this translates into the choice of Dg(fi) = maxj,j<1(v, t) — pio(Mya). We

give an example of this scenario with covariance bounded distributions (Section 3.3.3.3).

3.3.3.1 Sub-Gaussian distributions

We say a distribution P is sub-Gaussian with proxy I if for all |[v]| =1 and t € R,

E.wp[ exp(t(v,2))] < exp (t 02 Fv) . (3.21)

Under this standard sub-Gaussianity, we are only guaranteed mean resilience of Eq. (3.6),
for example, with R.H.S scaling as pl\/m instead of pl\/m. This implies that the
Mahalanobis distance of any robust estimate can be made arbitrarily large by shrinking
the covariance in one direction such that v'Xv <« v'T'w. To avoid such degeneracy, we
add an additional assumption that > > cI', which is also common in robust statistics
literature, e.g., [121]. With this definition, it is known that sub-Gaussian samples are

(ar, O(ay/log(1/a)), O(arlog(1/a)))-resilient.

Lemma 3.3.12 (Resilience of sub-Gaussian samples [217] and [121, Corollary 4]). For any
fized o € (0,1/2), consider a dataset S = {z; € R¥}_| of n i.i.d. samples from a sub-Gaussian
distribution with mean p, covariance X3, and a sub-Gaussian proxy 0 < I' < 1 X for a constant
c1. There exist constants co and c3 > 0 such that if n > co((d+1og(1/¢))/(alog(1/a))?), then

S is (o, csan/log(1/ar), csalog(1/ax))-resilient with respect to (u, X) with probability 1 — (.

This lemma and Theorem 19 imply the following utility guarantee. Further, from Theo-
rem 20, the guarantee also holds under a-corruption of the i.i.d. samples from a sub-Gaussian

distribution.

Corollary 3.3.13. Under the hypothesis of Lemma 3.5.12, there exists a constant ¢ > 0 such

that for any o € (0,c¢), a dataset of size

[ dtlog(1/¢) | d+1log(1/(6¢))
"= O g e )



79

sensitivity of A = O((1/n)y/log(1/a)), and threshold of T = O(an/log(1/a)), with large
enough constants are sufficient for HPTR(S) with the distance function in Eq. (3.4) to achieve

=720 = )|l = Olay/log(1/a)) (3.22)

with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples is

arbitrarily corrupted, as shown in Assumption 3.

This sample complexity is near-optimal up to logarithmic factors in 1/« and 1/ for
§ = e 9@ Even for DP mean estimation without corrupted samples, HPTR is the first
algorithm for sub-Gaussian distributions with unknown covariance that nearly matches
the lower bound of n = Q(d/o? + d/(ae) + log(1/8)/e) from [139, 129], where Q hides
polylogarithmic terms in 1/¢, 1/a, d, 1/ and log(1/§). The third term has a gap of 1/« factor
to our upper bound, but this term is dominated by other terms under the assumption that
§ = e~ 9@ For completeness, we state the lower bound in Appendix B.3. Existing algorithms
are suboptimal since they require either n = O((d/a?2) + (d(log(1/6)?)/(ac?))) samples with
(1/€%) dependence to achieve the error rate of Eq. (3.22) [34] or extra conditions, such as

strictly Gaussian distributions [31, 36] or known covariance matrices [129, 1, 25].

The error bound is near-optimal in its dependence in « under a-corruption. HPTR is the
first estimator that is both (e,§)-DP and also achieves the robust error rate of || X ~1/2(ji —
1)|| = O(ay/log(1/a)), nearly matching the known information-theoretic lower bound of
157Y2(3 — p)|| = Q(c) [47]. This lower bound holds for any estimator that is not necessarily
private and regardless of how many samples are available. In comparison, the existing robust
and DP estimator from [160], which runs in polynomial time, requires the knowledge of the
covariance matrix ¥ and a larger sample complexity of n = Q((d/a?) + (d*/21og(1/6))/(ag)).
If privacy is not required (i.e., € = 00), a robust mean estimator from [217] achieves the same

error bound and sample complexity as ours.
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3.3.3.2  Hypercontractive distributions

For an integer k > 3, a distribution P, s is k-th moment bounded with a mean p and
covariance Y if for all ||v]| = 1, we have E,p, [|(v, (x — u))|¥] < k* for some k > 0. However,
similar to the sub-Gaussian case, Mahalanobis distance guarantees require an additional lower
bound on the covariance. To this end, we assume hypercontractivity, which is common in

robust statistics literature, e.g., [1413].

Definition 3.3.14. A distribution P, s is (r, k)-hypercontractive if for allv € RY, By py [|{v, (x—
)] < K (0 TZ0)H2,

Although samples from such heavy-tailed distributions are known to be not resilient, it is
known that they are O(a)-close in total variation distance to an (a, O(a!=V¥), O(a!=2/¥))-
resilient dataset. This means that the resulting dataset is ((1/11)a, a, O(a*~1/*), O(a!=2/k))-
corrupt good, for example. Note that hypercontractivity is invariant under affine transforma-

tions, and x does not depend on the condition number of the covariance.

Lemma 3.3.15 (Resilience of k-th moment bounded samples [217, Lemma G.10]). For
any fized o € (0,1/2), consider a dataset S = {z; € R4}, of n i.i.d. samples from a
(K, k)-hypercontractive distribution with mean p and covariance ¥ > 0 for some k > 3. For

any c3 > 0, there exist constants ¢; and co > 0 that depend only on c3 such that if

( d k*a?*?*dlogd  k*dlog d)
C1 9

n oz C20-1/k) o 2(-1/K) + (2-4/k g2 o2/k

then S is (csar, o, ok VECTVR cok2 k2 =2k C2/%) _corrupt good with respect to (u, ) with

probability 1 — (.

This lemma and Theorem 19 imply the following utility guarantee. Further, from Theo-
rem 20, the guarantee also holds under (1/5.5 — ¢3)a-corruption of the i.i.d. samples from a
(k, k)-hypercontractive distribution. Choosing appropriate constants, we get the following

result.
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Corollary 3.3.16. Under the hypothesis of Lemma 5.5.15, there exists a constant c, i ¢ that

depends only on k, k, and ¢ such that for any o € (0, cx ), a dataset of size

_0 d +1log(1/(6¢)) d k*a??kdlogd  k*dlogd
no= ( cav + C20-1/k) q2(1-1/k) 247k 2 o2/k ) )

sensitivity of A = O(1/(na/*)), and threshold of T = O(a'~Y/*¥) with large enough constants
are sufficient for HPTR(S) with the distance function in Eq. (3.4) to achicve ||S~2(i—p)|| =
O(kx¢=Y*a'=1/*) with probability 1 — (. Further, the same guarantee holds even if a-fraction

of the samples is arbitrarily corrupted, as shown in Assumption 3.

This sample complexity is near-optimal in its dependence in d, 1/¢, and 1/a when § =
e~9@_ Suppose ¢, k, and s are ©(1). Even for DP mean estimation without robustness, HPTR
is the first algorithm that achieves ||S~2(f—u)|| = O(a!~Y/*) with n = 5(a2<1fll/k)  dtloe1/0),

EQ

samples, which nearly matches the known lower bounds. The first term O(d/a?!~1/*)) cannot
be improved even if we do not require privacy. The second term O((d + log(1/d))/e) nearly
matches the lower bound of n = Q(min{d,log((1 —e~¢)/d)}/(ea)) for DP mean estimation
that we show in Proposition 3.3.18. In typical DP scenarios, we have 0 < ¢ < 1 and
§ = ¢79@ [27], in which case the upper and lower bounds match. An existing DP mean
estimator (without robustness) of [135] achieves a stronger (¢,0)-DP and similar accuracy
but in Euclidean distance with a similar sample size of n = 5(% + ). However, it
requires a known or identity covariance matrix and a known bound on the unknown mean of
the form u € [~ R, R]%. Such a bounded search space is critical in achieving a stronger pure
privacy guarantee with 6 = 0.

The error bound is optimal in its dependence in o under a-corruption. The error bound
157Y2(3 — p)|| = O(a'~'/*) matches the following information-theoretic lower bound in
Proposition 3.3.17; no algorithm can distinguish two distributions whose means are at least
O(a'=1/*) apart from a-fraction of samples corrupted, even with infinite samples. HPTR is
the first algorithm that guarantees both differential privacy and robustness (i.e., the error

depends only on « and not in d) for k-th moment bounded distributions. If privacy is not
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required (i.e., £ = 00), a robust mean estimator from [217] achieves a similar error bound

and sample complexity as ours.

Proposition 3.3.17 (Lower bound for robust mean estimation). For any o € (0,1/2),
there exist two distributions Dy and Do satisfying the hypotheses of Lemma 3.5.15 such that
drv(Dy,D;) =, and

=2 (i1 = p2)l| = Q1)

Proof. We construct two scalar distributions D; and Dy with dry(Dy, Dy) = « as follows:

(1-a)/2, ifze{-11} (1-a)/2, ifze{-1,1}
Dy(x) = , and Dy(x) =

o) if 1 = —al/* oY if v = al/*
The variance is (1) for both distributions, and |E,p, [7] — Epp,[z]| = 2a'~'/*. Then,

it suffices to show that D; and D, are both (O(1), k)-hypercontractive. In fact, we know
Epup, [7] = —a' V% Epop, [22] = Epp,[2Y] = 1 — a + o' ~#% and Ep, [|2|¥] = 2 — a. Since
a € (0,1/2), there exists a constant ¢ such that E,.p,[|z — p1|*] < ¢, which concludes the
proof.

]

Proposition 3.3.18 (Lower bound for DP mean estimation). Let P,y be the set of (1,k)-
hypercontractive distributions with mean p € R and covariance ¥ € R, Let M. be a
class of (e,0)-DP estimators using n i.i.d. samples from P € P, s . Then, for e € (0,10),
there exists a constant ¢ such that

o R 2-2/k
nf s ESNPnHIEl/z(ﬂ(S)—u)Hz]Zcmin{<dMg<(1 )/5)) ,1}-

ﬂeM&v‘; #GRd,E>-0,P€’P#727k ne

Proof. We extend the proof of |25, Proposition 4] to hypercontractive distributions. Before
we prove the lower bound, we first establish the private version of the standard statistical
estimation problem. Specifically, let P denote a family of distributions of interest and

0 : P — O denote the population parameter. The goal is to estimate # from i.i.d. samples
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T1,To,..., T, ~ P. Let 0 be an (€, d)-differentially private estimator. Furthermore, let
p: 0O x 0O — RT be a (semi)metric on parameter space © and ¢ : Rt — R* be a non-
decreasing loss function with ¢(0) = 0.

To measure the performance of our (g,0)-DP estimator é, we define the minimax risk as

follows:

iI;f 1831612 P = [6 (p <é (T1,...,xy) ,0(P)>)} ) (3.23)

To prove the lower bound of the minimax risk, we construct a well-separated family of
distributions and convert the estimation problem into a testing problem. Specifically, let V
be an index set of finite cardinality. Define Py, = {P,,v € V} C P to be an indexed family of
distributions. If for all v # v' € V we have p(P,, P,y) > 2t, we say Py is 2t-packing of ©.

The proof of [25, Proposition 4] is based on following lemma.
Lemma 3.3.19 ([25, Theorem 3|). Fiz p € [0, 1] and let Py be a 2t-packing of © such that
dry(P,, Py) = p. Let 6 be a (€,9) differentially private estimator. Then,
(V] = 1) - (Bt — p15)

l—e—¢

Wi P (p (0:00P) 2 1) 2 iy 2

In our problem, we set P to be P = P, 5 ;. It suffices to construct such an index set V

and indexed family of distributions Py,. We construct a packing set similar to that defined
in the proof of [25, Proposition 4]. By [3, Lemma 6], there exists a finite set V C R? with
cardinality [V| = 29D ||| =1 for all v € V, and |Jv — ¢'|| > 1/2 for all v # v’ € V. Define

key, where v € V. We construct

Qo as Qo = N(0,14x4) and @, as a point mass on x = o~
P, as P, = a@Q, + (1 — a)Qo.

We first verify that Py C P. It is easy to see u(P,) = Epup,[z] = o' %y and X(P,) =
Eowp,[(z — p(Py))(z — p(P) "] = (1 = a)lgxa + (1 — a)a~*vu . This implies 1144 <
3(P,) = Iyxa. Since E [(X —E[X])*] < E [X*] for any X > 0, it suffices to show that

E,p,[| (u, ) |*] < C* for some constant C' > 0 and any ||u|| = 1. In fact, letting ¢ denote

the k-th moment of standard Gaussian, we have

Epep, || (u,2) [F] = (1 — a)e + o [(u, 0" *0) " = O(1) |
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It is also easy to see that dpv(P,, Py) = . Let p(61,605) = ||01 — 02||. We also have

1
t= min o'"VE|lo —o/|| > ZalVE .
vV’ €V 2

Next, we apply the reduction of estimation to testing with this packing V. For (g,0)-DP

estimator /i, using Lemma 3.3.19, we have

IiugES~P"H|Z(P)_1/2(:&(S) —u(P)IP] = le > EsepplI=(P)72(i(S) = p(P))|*]
€ veV

tﬁ S P, (ISR 2((S) — 6(R)) | > 1)

veY

1 N
= t272PU (2(S) — 0P|l = t)

| |U€V

1 _—¢e[na )
N t2€d/2' (ze" = =)
~ 1_‘_€d/2676(na]

9

where the last inequality follows from the fact that d > 2.

The rest of the proof follows from [25, Proposition 4]. We choose

so that

sup Es pn [[2(P) ™2 (5(S) = (P 2 02"

This means, for € € (0,1),

o e 2-2/k
inf  sup Espn [|S(P)~Y2((S) — u(P)|P) zmin{(d“ B e/ 5)) ,1} 7

AEMe 5 pep ne

which completes the proof. n

3.8.3.3 Covariance bounded distributions

A distribution P, y, is covariance bounded with mean p and covariance ¥ if | £|| < 1. Contrary

to the previous cases, the sample variance is not resilient since {(v, x; —u)?} do not concentrate.
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To get around this issue, we use the Euclidean distance: Dy(f1, 1) = ||t — p||. This leads to
the surrogate Fuclidean distance of

Dis(i) = max (v, ) = po(Moa) (3.25)

vll<1

Since this does not depend on the robust variance 02(M,, ), we only require the following

first order resilience.

Lemma 3.3.20 (Resilience of covariance bounded samples [217, Lemma G.3]). For any
fized o € (0,1/2), consider a dataset S = {x; € RY}™, of n i.i.d. samples from a covariance
bounded distribution with mean p and covariance ¥ > 0. If n = Q(dlog(d/¢)/(«)), then with
probability 1 — 3¢, for any subset T'C S of size |T'| > (1 — a)n, there exists a constant C > 0
such that the following holds for all a € (0,1/2) and for all v € R* with ||v|| = 1:

‘% Z<%$i> — Ho

z, €T

S Cal/Q ,

where p, = (v, 11).

This lemma and Theorem 20, adapted for the new Dg(f1) = maxj,j<1(v, 1) — po(Mo.a),
imply the following utility guarantee.

Corollary 3.3.21. Under the hypothesis of Lemma 3.5.20, there exists a constant c; that
only depends on ¢ such that for a € (0,¢cc), a dataset of size

_— O(d+log(1/(54)) n dlog(d/é)> ’

Ex (0%

sensitivity of A = O(1/(ny/a)), and threshold of T = O(\/a) with large enough constants are
sufficient for HPTR(S) with the distance function in Eq. (3.25) to achieve ||ji — u|| = O(a/?)
with probability 1 — 3(. Further, the same guarantee holds even if a a-fraction of the samples

is arbitrarily corrupted, as shown in Assumption 3.

This sample complexity is near-optimal in its dependence on d, 1/¢, and 1/a for § = e=9(@,

[t matches the information-theoretic lower bound of n = (d/ca) from [135]. For completeness,
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we write the lower bound in Appendix B.3. This problem is easier than the sub-Gaussian
or k-th moment bounded settings, since the error is measured in Euclidean distance and
hence one does not need to adapt to the unknown covariance. Therefore, there exist other
algorithms achieving near-optimality and even runs in polynomial time [135].

The error rate is near-optimal under a-corruption, matching the information-theoretic
lower bound of ||j1 — p|| = Q(a!/?) [73]. Note that there exists an DP and robust algorithm
from [160] that achieves near-optimality in both error rate and sample complexity but requires
an additional assumption that the spectral norm of the covariance is known and the unknown

mean is in a bounded set, [— R, R]%, with a known R.

Remark. Corollary 3.3.21 is suboptimal since (1) the error metric is Euclidean ||z — pl|
instead of Mahalanobis ||X~'/2( — )|, and (2) sample complexity scales as 1/¢ instead of
log(1/¢). It remains an open problem if these gaps can be closed. For the former, one could

use the Stahel-Donoho outlyingness 184, 74|,

)~ Med(w. )
Dsti) = St Sed([(v, 5) — Med({v, S))]) °

in the exponential mechanism, which replaces second moment based normalization by a
first moment based one that is resilient. Here, Med((v, S)) is the median of {(v,x;)}+,es-
Further, replacing the median by the median of means can improve the dependence on (.

Such directions have been fruitful for robust but non-private mean estimation [55].
3.4 Linear regression

In a standard linear regression, we have i.i.d. samples S = {(z; € R%y; € R)}™, from a

distribution Psy .2 of a linear model:
yi =z B+n,

where the input z; € R? has zero mean and covariance Y and the noise 7; € R has variance
v?. We further assume E[z;n;] = 0, which is equivalent to assuming that the true parameter

B = X7 'Ely;z;]. In DP linear regression, we want to output a DP estimate $ of the unknown
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model parameter $ (which corresponds to § = p in the general notation), assuming that both
covariance 3 > 0 and noise variance v? (corresponding to ¢ = (X,~) in the general notation)
are unknown. The resulting error is measured in Dy (53, 3) = (1/7)|ZY2(6 — 8)|), which is
equivalent to the (re-scaled) root excess prediction risk of the estimated predictor B . Similar
to Mahalanobis distance for mean estimation, this is challenging since we aim for a tight
guarantee that adapts to the unknown > without having enough samples to directly estimate

Y. We follow the three-step strategy of Section 3.1.2.1 and provide utility guarantees.

3.4.1 Step 1: Designing the surrogate Dg(f3) for the error metric (1/~)||SY2(3 — B)||

In the RELEASE step of HPTR, we propose the following surrogate error metric for the

exponential mechanism:

ﬁ 2men, 0Ty — z; B))

Dg(B) = max —ufe 0. . : 3.26
s(f) = Jmax, 7o(Mya)i (3.26)
where 42 is defined as
. . 1 =
P =min—— > (4 —z/§). (3.27)
5 |Bﬁ,04| ’LEBE

We define Nv,,é’,oz’ M, and Bg , as follows. For a fixed v, M, is defined in Section 3.3.1
as a subset of S with size (1 — (4/5.5)a)n that remains after removing (4/5.5)an data points
corresponding to the top (2/5.5)an and the bottom (2/5.5)an of samples when projected
down to S, = {(v,2;) }icjn). We denote a robust estimate of the variance in direction v as
0u(Mya)? = (1/[ Mo

v, we consider a set of projected data points S, 5 = {(v, z;(y; — x?ﬁ))}ie[n} and partition S

) een, . (U ;)% since x;’s are zero mean. Similarly, for a fixed 3 and
T 3

into three disjoint sets, B, 5 ,, N,

N, B and 7 5 , where Bu 5.0 1s the subset of S corresponding

v,B,a?

to the bottom (2/5.5)an data points with the smallest values in S, 5, 7, 3, corresponds
to the top (2/5.5)an data points, and N, 5, corresponds to the remaining (1 — (4/5.5)a)n
middle data points. We use 7T Ny jar and B, 3, to denote both the set of paired examples

{(z;,y;)} and the set of indices of those examples, and it should be clear from the context

which one we mean.



88

For a fixed 3, Bj,, is defined as a subset of S with size (1 — (3.5/5.5)a)n that remains
after removing the largest (2/5.5)an data points in set Sz = {(y; — =] 8)*}icpn-

This choice is justified by Lemma 3.4.1, which shows that if we replace the robust one-
dimensional statistics by the true ones, we recover the target error metric. Hence, the
exponential mechanism with distance DS(B) is approximately and stochastically minimizing

|21/2(5 — B)||. For a more elaborate justification of using Dg(f3), we refer to a similar choice

for mean estimation in Section 3.3.1.

Lemma 3.4.1. For any B € R, 0 <X € R and v > 0, let 02 = v'Sv. If E[nx;] = 0,

yi =] B+ and (x;,y;) ~ P35 +2, then we have

5 E 2 [\U, Ti\Y; — %Tﬁ
||21/2(ﬁ - B)“ _ A P/B,E,’Y [< ( ))] 7 and
viflvf<1 ) Oy
7 = minE[(y;, — =/ 5)* .
BERA
Proof. We have
EPB,E,VZ [<U7 xz(yz - x;r/é)>] Epﬁ72772 [<U7 xZ(IlT(/B - /é) + T]’L>>]
max = max
viflvf<1 Oy v||v]|<1 o
v, %6 — 3 .
vi|v]|<1 Oy

where the second equality uses the fact that 7n; has zero mean and z; has covariance .
The last equality follows from Lemma B.2.1. For the noise, we have E[(y; — 2] 5)?] =
E[(z] 8 +n — xf )] = E[n?] + E[(8 — B)ziz; (8 — B)], which follows from E[n;z;] = 0. This

is minimized when 8 = 3, and the minimum is 2. O

3.4.2  Step 2: Utility analysis under resilience

The following resilience is a fundamental property of the dataset that determines the sensitivity

~

of Dg(B). We refer to Section 3.3.2 for a detailed explanation of how resilience relates to

sensitivity.
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Definition 3.4.2 (Resilience for linear regression). For some a € (0,1), p1 € Ry, ps € Ry,
and ps € Ry, we say a set of n labelled data points Sgea = {(r; € R%y; € R)Y, is
(v, p1, pa, p3, pa)-resilient with respect to (8,%,7) for some 8 € RY, positive definite 3 € R4,
and v > 0 if for any T C Sgooa of size |T| > (1 — a)n, the following holds for all v € R with
Jof =1

1
‘m Y wa)yi—aB)| < poy (3.28)
(zi,y:)€T
1
mz<%$i>2—ffﬁ < poy (3.29)
z; €T
1
mz<vvzi> < P30y , and (330)
x; €T
1
‘m Z (vi— i B —7% < puv* (3.31)
(z4,y:)€T

where 02 = v Y.

For example, n i.i.d. samples from sub-Gaussian x;’s and sub-Gaussian 7;’s (independent
of z;’s) is (a, O(alog(1/a)), O(alog(1/a)), O(ay/log(1/a)), O(alog(1/a)))-resilient. A re-
silient dataset implies a sensitivity of A = O(p1/(an)) = O(log(1/a)/n), where « is a free
parameter determined by the target accuracy (1/7)[|ZV2(3 — 8)| = O(alog(1/w)). We show
that a sample size of O((d + log(1/d))/(ec)) is sufficient to achieve the target accuracy for
any resilient dataset. In Section 3.4.3, we apply this theorem to resilient datasets from several

sampling distributions of interest and characterize the trade-offs.

Theorem 21 (Utility guarantee for linear regression). There exist positive constants ¢ and C
such that for any (a, p1, p2, ps, pa)-resilient set S with respect to (§,% = 0,v > 0) satisfying
a € (0,¢),p1 < ¢, p2 <c, pi<caand py < ¢, HPTR with the distance function in Eq. (3.26),

A =110p, /(an), and T = 42p; achieves (1/7)||SY2(6 — B)|| < 32p1 with probability 1 — ¢ if
d +log(1/(4¢))

> . .32
e = (3.32)
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3.4.2.1 Robustness of HPTR

One by-product of using robust statistics in Dg() is that robustness for HPTR comes for

free under a standard data corruption model.

Assumption 4 (Qcopupi-corruption). Given a set Sgoa = {(Z; € R%, g; € R)}, of n data
points, an adversary inspects all data points, selects ceorruptn 0f the data points, and replaces

them with arbitrary dataset Spaq Of s12€ Qcorrupt™- The resulting corrupted dataset is called

S ={(x; e R, y; e R)},.

The same guarantee as Theorem 21 holds under corruption up to a corruption of cicoprupt <
(1/5.5)c fraction of a (v, p1, p2, ps, pa)-resilient dataset Sgooq. The factor (1/5.5) is due to
the fact that the algorithm can remove (4/5.5)« fraction of the good points and a slack of

(0.5/5.5)a fraction is needed to resilience of neighboring datasets.

Definition 3.4.3 (Corrupt good set). We say a dataset S is (Qcorrupt, @, P15 P2, P35 Pa)-COTTUPT
good with respect to (8,%,7) if it is an Qeoprupt-corruption of an (o, p1, p2, ps, pa)-resilient

dataset Sgood-

Theorem 22 (Robustness). There exist positive constants ¢ and C such that for any
((2/1)a, a, p1, pa, p3, pa)-corrupt good set S with respect to (3,5 = 0,7 > 0) satisfying
a<c p<c py<c ps<caandpy <c, HPTR with the distance function in Eq. (3.26),
A =110p,/(an), and T = 42p; achieves (1/7)||SY2(3 — B)|| < 32p; with probability 1 — ¢, if

> o @F1og(1/(60) (3.33)

B EQ

We provide a proof in Sections 3.4.2.2-3.4.2.6. When there is no adversarial corruption,

Theorem 21 immediately follows by selecting « as a free parameter.

3.4.2.2  Proof strategy for Theorem 22

The overall proof strategy follows that of Section 3.3.2.2 for mean estimation. We highlight

the differences here.
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Lemma 3.4.4 (Lemma 10 from [180]). For a (o, p1, p2, p3, pa)-resilient set S with respect to
(8,%,7) and any 0 < & < a, the following holds for any subset T'C S of size at least an and

for any unit vector v € R%:

1 2—«
‘W > wam-aB)| £ =poy, (3.:34)
(zs,y:) €T
1 9 9 2 -« 9
Tl ZT (v,2:)° =0 | < ———paoy . (3.35)
1 2—a
T (v,2;) | < 3 @ P30, , and (3.36)
z, €T
1 T2 _ .2 2—a 4
i p— — < . .
‘|T| ( E;ET(% z; B)" =77 < & P (3.37)
Zi,Yi

This technical lemma is critical in showing that the sensitivity of one-dimensional statistics

is bounded by the resilience of the dataset, such that the sensitivity of DS(B) for a resilient
S is bounded by
L+ (/IS5 - B)l

an

Ds(8) - DaB) < C(1+23)

a
for some constant C” and for any neighboring dataset S’, as shown in Eq (3.47). The desired
sensitivity bound is local in two ways: it requires S to be resilient and (1/4)[|SY2(3 — 8)| =
O(p1). Under the assumption that p3/a = O(1) with a small enough constant, this achieves
the desired bound A = O(py/(an)) with 3 € B,g and 7 = O(p;). The standard utility
analysis of exponential mechanisms shows that the error of (1/7)||ZY2(8 — )| = O(p1) can
be achieved when e©@—¢x, < ¢, which happens if n = Q((d + log(1/¢))/(sa)) with a large
enough constant. The TEST step checks the two localities by ensuring that DP conditions

are met for the given dataset.

Outline. Analogous to the mean estimation proof, the analyses of utility and the safety
test build upon the universal analysis of HPTR in Theorem 28. For linear regression, we
show in Sections 3.4.2.3-3.4.2.5 that the assumptions of Theorem 28 are met for a resilient

dataset and the choices of constants and parameters: p = p1, cg = 31.8, ¢; = 10.2, 7 = 42py,
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A = 110p;/(an), T = 42p,, k* = (2/¢)log(4/(6¢)), and a large enough constant c,. We
assume that o < ¢ and p; < ¢ for a small enough constant c¢. A proof of Theorem 22 is shown
in Section 3.4.2.6, and Theorem 21 immediately follows by selecting a as a free parameter.

The above resilience properties also imply the following useful resilience on the S5 =

{(yi — BT x;)*}ipy for any vector S.

Lemma 3.4.5 (Resilience of residual square). Let Sgpoa = {(z; € R%y; € R)}ipy be
(e, p1, p2, p3, pa)-resilient with respect to (5,%,7). Let p* = max{p1, p2, pa}. Then, we have

1. for any T € Sgooa of size |T| > (1 — a)n and any vector 3 € RY,

1

T Y. i BTw) = (Y HIZEB =B < o+ IEEB - B (3:38)
(

@3,y )ET
2. and for any 0 < & < o and T € Sgooa of size |T| > an, we have

%ﬂ Y - BTw) = (y+ BB - B < Q?T&p*(fy +ISY2(8 = B)[)X(3.39)
(wi,y:)€T

Proof. The proof follows directly from resilience properties of Eq. (3.28), (3.29) and (3.31). O

3.4.2.8 Resilience implies robustness

To show that the assumption (d) in Theorem 28 is satisfied, we use the robustness of one-

~

dimensional variance o,(M, o) (Lemma 3.4.6) and show that Dg(/3) is a good approximation

of (1/7)]|=Y2(3 — B)|| (Lemma 3.4.8).

Lemma 3.4.6. For an ((2/11)a, «, p1, pa, p3, pa)-corrupt good set S with respect to (3,3, )

and any unit norm vector v € R, we have 0.90, < 0,(M,q) < 1.10,.
Proof. This follows from Lemma 3.3.5. [

Lemma 3.4.7. For a ((2/11)a, a, p1, p2, p3, pa)-corrupt good set S with respect to (5,3, 7)

and any unit norm vector v € R, we have 0.99y <4 < 1.017.
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Proof. Analogous to the proof of Lemma 3.4.4, for any fixed 3, we have

B O el B (IS = )l
1 ieBs
| Sy 15 (6~ 2B = (14 1525 = B))

- (1—(2/5.5)a)n
N E s 0 B = (4 123 - A
(1— (2/5.5)a)n_ )
) (L= (2/5.5)a)np(y + [EV2(5 = BI)* | (2/1)an - 2p"(y + |EV2(5 = B))?/((2/1D)e)
(1—(2/5.5)a)n (1—(2/5.5)a)n

A (v + IS8 = BN, (3.40)

INE

INE

where (a) follows from Lemma 3.4.5, and (b) follows from our assumption that o < ¢ for

some small enough constant c.

Let F(B) = ‘Bﬁ Yy, Wi — z; B)*. We know that 42 = ming F(8) < F(3), which,

()

together with Eq. (3.40), implies
A2 < (144p")7* < 1.020197

when p* < ¢ for some ¢ small enough.

Also, we have
72> (1=4p)(y+ [E2(8 = B)I)* = (1 = 4p)7* > 0.9801~%.
when p* < ¢ for some ¢ small enough. O

Lemma 3.4.8. For a ((2/11)«, a, p1, p2, p3, ps)-corrupt good set S with respect to (8,%,7),
if B€ Brs and T = 42p,, then | |SY2(B8 — B)||/v — Ds(B) | < 0.157 + 1.1p; < 10.2p;.

Proof. By Lemma 3.4.1, Lemma B.2.2 and resilience Eq. (3.28) and Eq. (3.29), we have
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~

W iew, (v Ty — 2 )

max —22= i Hglﬂ B— 5 H
vi||v||<1 Oy
—1 ~
o Sien, ,, (7wl (8 B) + 0w vTS(8 - B)
= | max — max ———=
viilol|<1 oy viilol[<1 oy
T(__1_ T 2 T 1
v <|Nv737a| 2ieN, ;. TiTi — Z) B-=pB) v AP 2ien, ;. Tl
< max +
v:f|v||<1 Oy O
- 1
< 2_1/2 Z Ll - % 6_5) + 2_1/2 Z X
’ a ZEN ‘ a‘ ’GNU,B,(I
< PS8 =B + o1y -

Together with Lemma 3.4.6, this implies

0.9D5(8)5 — p17
1+ po

L1Dg(B)4 + p1y
L —ps

|=28- )|
Assuming ps < 0.013, we have 0.86Dg(8) — 1.1p; < HEl/Q(ﬁ - B)H /v < 1.15Dg(B)+1.1p1.
Since Dg(3) < 7, we get the desired bound. O

3.4.2.4 Bounded volume

We show that the assumption (a) in Theorem 28 is satisfied for robust estimate Dg(f3).
Lemma 3.4.9. For p = py, ¢g = 31.8, ¢; = 102, 7 = 42p;, A = 110p;/(an), and
co > 1og(67/12) + log((co + 2¢1)/c1), we have (7/8)1 — (K* +1)A > 0,

Vol( B, i+
( + k +1)A+Clp S) S 602d ’ and

Vol(B(7/8)r—(k*+1)A—c1p,5)
VOI({5: 1525 = B)I/7 < (co+ 260D _ et
Vol({8 : IZ2(8 = )| /7 < e1p}) -
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Proof. The proof is similar to the proof of Lemma 3.3.7. The second part of assumption (a)

follows from the fact that
Vol({B: [|IEY2(8 = B)|| < r}) = calZ|r

for some constant ¢y that depends only on the dimension and selecting co > log((co+ 2¢1)/c1).

The first part follows from our choices of ¢y, ¢1, 7, A and the following corollary.

Corollary 3.4.10 (Corollary of Lemma 3.4.8). If B e By s and T = 42py, then | ”21/2(3 _
B)ll/7 — Ds(B)| < 14.201.

3.4.2.5  Resilience implies bounded local sensitivity

We show that resilience implies the assumption (b) in Theorem 28 (Lemma 3.4.14). Assuming
(k*+1)/n < a/2, we show a set S” with at most k* data points arbitrarily changed from S has
bounded local sensitivity. This implies that S" is a ((1/5.5)a+ (k*/n), o, p1, p2, p3, pa)-corrupt
good set with respect to (3,3, 7).

Lemma 3.4.11. For an ((1/5.5)a + &, «, p1, p2, p3, pa)-corrupt good set S" with respect to

(8,2,7), @ < (1/11)a, and any unit norm v € RY, we have 0.90, < 0,(M, ) < 1.10,.
Proof. This follows from Lemma 3.3.9. [

Lemma 3.4.12. For a ((1/5.5)a + &, «, p1, p2, p3, pa)-corrupt good set S’ with respect to
(8,%,7), and any unit norm vector v € R, we have 0.99y <4 < 1.017.

Proof. This proof follows from the proof of Lemma 3.4.7. [

Lemma 3.4.13. For a ((1/5.5)a + &, «, p1, p2, p3, pa)-corrupt good set S’ with respect to
(8,%,7) and & < (1/11)a, if B € Byg then we have |SY3(5 — B)||/y < 1.1py + 1.15t and
|Dor(B8) = I5Y2(B8 = B)|| /4] < 1.1p1 +0.15¢.

Proof. This proof follows from the proof of Lemma 3.4.8. O]
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Lemma 3.4.14. For A = 110p,/(an), 7 = 42py, and an ((1/5.5)a, a, p1, pa, p3, pa)-corrupt
good S, if

n — Q(M)

ag

with a large enough constant, then the local sensitivity in assumption (b) is satisfied.

Proof. We follow the proof strategy of Lemma 3.3.11 in Section 3.3.2.5. Consider a dataset
S’ that is at Hamming distance at most (1/11)an from S and corresponding partition
(T o Ny por B o) Of S for a specific direction v. By the resilience property of the tails
in Eq. (3.34) and Eq. (3.35), Lemma B.2.1, and Lemma B.2.2, we have for any v € R? with

unit norm |jv|| = 1 and any 3 € R,

. R
UTW Zie’tj”é’aﬂsgood ((%x;r - E) (B—0)+ xﬂ%)

O-U
_ 1 .
< |n-12 EAPY Z (ziz] =) (B=0) ||| + (3.41)
v,B,0 good ieﬁ,ﬁ,amSgOOd

1
52 T1);
|7:)/,B,a M Sgood €T Z

U/,B,OthgOOd
2p2 1 A 2p
V28— 3.42

where Sgooq is the original uncorrupted resilient dataset. Similarly, we have

UT_‘B_/ N jwsgood| ZieB;ﬁyaﬁSgood <(m,m: - E) (5 - 5) + xmi>

2p2 ~ 2p1
w0, w23 _ '
This implies
v’ (xzm;r(ﬁ - B)+ xz‘ﬂz‘) ol (%%T(ﬂ —B) + xiﬁi)
min — max
Z‘eﬁyéyamsgood Oy ieB;’B’amSgood o
44p1 44p2

ISY2(8-B)| . (3.43)

< v+ 22
o «
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Analogous to Lemma 3.3.11, for a neighboring databases S’ and S”, the corresponding
middle sets N’ vjo and N, .0 differ by at most one entry. Denote those entries by z; and
ni=y; — (B, x;) in N', 5, and 27 and 5} in N” . Then, from Eq. (3.43), we have

o7 (@l = 2l ™) (8 = B) + i — )

< (44’“7 + g - 6)||> o .

which implies that

o7 (1- (4/15.5)a)n > <$i$2—(5 - 0)+ xiﬂi) —v! = (4/15.5)04) > (x,-:viT(ﬁ —B)+ %m)

N//

vﬂa v,Ba

= (1—(4(;%.5)04)” (41/)1 44[)2”21/2(5 B)II) (3.44)

By the resilience properties in Eq. (3.28) and Eq. (3.29), and Lemma B.2.2, Lemma 3.4.1,

and the fact that N:Ba M Sgood is at least of size (1 — a)n, we have for the data points in

'/\/Zt,é’,oa N Sgood7

T 1 T 4
v 3 o VSgood| ZieNéi 4.aNSe00d (5'3@3% (B—05)+ 37ﬂ7¢>

Oy

<A+ p)IE2(B =B+ pry -

By Eq. (3.42), for any 2/ € ./\fv”B N Sbad (Where Spaq = S” \ Sgood), we have

v < " //T(ﬁ 6) + $”17£/> UT |7ngyar175goo_d‘ Zie’l;/”ﬁyaﬁsgood <IZ$ZT(B - 5) + ZEz‘Ui)
Oy o Oy
2202 2201
< (ZE+1)Imr@-o)l+ =2y
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Since |Spaa| < (1.5/5.5)an and « < ¢ for some small enough constant ¢, we have

T 1 T A
U a—@ssan Ziex\/;(é . <$z$z (B—-8)+ fEﬂh)

Oy

UT—(17(4/15.5)a)n Zie/\f;( 3.0 1Sbad (Wj (8—8)+ l’ﬂ?i)
—= O—U +

vl (l—(4/1').5)a)n Ez‘e/\/:’é’amsgood (Iﬂf:(ﬁ —fB) + l’mi)

O-’U

(6p2 + (1.5/5.5))IS2(8 — B)|| + 6p1v ( 1203
< 1 NG — )
< Toiy+ (L+a+7p) IS8 - B)| - (3.45)

Analogous to Eq. (3.19), by using the resilience properties in Egs. (3.29) and (3.30), we

have

1
) w2y _ N2 \2
ool = AT Bsan 2, (vl D (o)
xiEN'Ll’vBﬂl xiEN'LI)/,BA,a
64 - 112 - pio?

S A= @h5)am (3.46)
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By Egs. (3.45), (3.44), and (3.46), we have

Dy (B) — Dy (B)]

UTW Dien . (:ci:cj(ﬁ —B)+ 371'772') UTW Dien, (xi:cj(ﬁ - B)+ 513’1'772')
< max v,B,a v,8,a _ v,5,a v,8,a
B vi||v||=1 ol A oA
vl <(1—(4/15-5)a)n ZiGN; boa (mzx:(ﬂ —B)+ $ﬂ7i) - (1—(4/15.5)a)n Zie/\f;/é . (xﬂ:(ﬂ —B)+ 33i77i)
< max — - — ‘
wllvll=1 a3
UTW ine/\f”é (%‘%T(ﬁ —B8)+ xﬂh’) o o,
+ max i - — — iz
v:||v||=1 o U;WJ 057”
) 44p, . 44py =28 = Bl
= 0.9-0.99(1 — (4/5.5)a)na  0.9-0.99(1 — (4/5.5)a)na ~
64112+ p2 - 0.02y .
7 1 oI35~ B)]) 3.
+ TR (A Slaln 05T (To7 + (14 @+ To)IZ2(5 = B)| (

0.12  0.016\ ||ZV2(8 — 9 0.07
< < N )H (B 6)||+<ﬂJr pl)
an an 7 an an

0:2S2@ - B 50
an 7y an

<

where the last three inequalities follow from our assumptions that o < ¢ and py < ¢, p3 < ca,
ps < ¢ with a small enough constant ¢ and Lemma 3.4.12. From Lemma 3.4.13, we know
that if 5 € By g-13)a.5, we have | SY2(3 — B)|| /v < 1.1py + 1.15(1 + (k* + 3)A). We show
that ||2'/2(3 — B)|| < 50pyy for the choices of A, k*, 7 and n:

L 50p1 log(1/(6¢))

11p; + 1.15(7 + (K" +3)A) < 49p,
ean

< 50p1,

where A = 110p, /(an), 7 = 42p1, k* = (2/¢) log(4/(0()), € <log(4/6¢) and n > C"log(1/(5¢))/ (e «)
for some large enough universal constant C’ > 0. This implies that

110p1
an

|Ds/(B) — Dan ()] =A.
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3.4.2.6  Proof of Theorem 22

We show that the sufficient conditions of Theorem 28 are met for the following choices of
constants and parameters: p =d, p = p1, ¢co = 31.8, ¢; = 10.2, 7 = 42p;, and A = 110p; /(an).
We set ¢y to be a large constant and change only the constant factor in the sample complexity.
The assumptions (a), (b), and (d) follow from Lemmas 3.4.9, 3.4.14, and 3.4.8, respectively.
The assumption (c) follows from

_ 110[)1 < 1.2p18 (CO — 301)p€

8= an S 32(adt (2/2) +log(16/(50)))  32(cap 1 (2/2) + log(16/(30))

for a large enough n > C'(d +1log(1/(6¢)))/(ae). This finishes the proof of Theorem 22, from

which Theorem 21 follows immediately.

3.4.8 Step 3: Achievability guarantees

We provide utility guarantees for popular families of distributions studied in the private or
robust linear regression literature: sub-Gaussian |70, 93, , 40, | and hypercontractive
[217, , b1, , 22, |. Similar to mean estimation, the resilience we need scales with
the variance. For sub-Gaussian distributions, this requires a lower bound on the variance of

the form o < ¢l for the sub-Gaussian proxy I'. For the k-th moment bounded distributions,

we require hypercontractivity.

3.4.8.1 Sub-Gaussian distributions

The most common scenario in linear regression is when both input x; and noise n; are sub-
Gaussian (as defined in Eq. (3.21)) and independent of each other. The next lemma shows

that the resulting dataset is (O(alog(1/a)), O(alog(l/a)), O(ay/log(1l/a)), O(alog(1l/a)))-

resilient, which follows from the covariance resilience of sub-Gaussian distributions.

Lemma 3.4.15 (Resilience for sub-Gaussian samples). Let D; be a distribution of z; € R,
which is zero mean sub-Gaussian with covariance ¥ and sub-Gaussian prozy 0 < T' < cX for

some constant c. Let Dy be a distribution of n; € R, which is a zero mean one-dimensional
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sub-Gaussian with variance > and sub-Gaussian prozy V3 < c¢y? for some constant c. A
multiset of i.i.d. labeled samples S = {(x;,y;)}1, is generated from a linear model with
noise 1; independent of x;: y; = x; B+ n; , where the input x; and the independent noise
n; are i.1.d. samples from Dy and Dy. There exist constants ¢, and co > 0 such that, for
any « € (0,1/2), if n > ¢1((d + log(1/¢))/(alog(1/a))?), then, with probability 1 — ¢, S is
(a, caarlog(1/a), caalog(1/a), caar/log(1/a), coarlog(1/a))-resilient with respect to (8,%, 7).

2_1/2xi
Proof. This follows from [121, Corollary 4|. Let &; := € R4!. By definition,
i/

we know that z; can be seen as samples from a zero mean sub-Gaussian distribution with
covariance I(g41)x(a+1)- By [121, Corollary 4| and a union bound, we know that if n =
Q(d + log(1/¢))/(alog(1/a))?, then there exists a constant C; such that with probability

1—¢, forany T'C S and |T| > (1 — a)n and any unit vector u € R4 v € RY, we have

1 -
u' — Laryx(ary | u| < Cralog(l/a), (3.48)
|T| x, €T
v’ Z SV 202 B2 144 | v] < Cralog(l/a) , and (3.49)
‘T‘ z, €T
1 m
T — 1| < Cialog(l/a) . (3.50)
IT] 7 72
u
Let u := ' , where u; € R? and uy € R and [Ju;]]? + u3 = 1. Then, Eq. (3.48) is
U2

equivalent to

2u
—1/2 T ~1/2 <uUz T n-1/2, U 1

€T €T ZET

< Cialog(l/a) . (3.51)

By Eq. (3.49) and (3.50), we know

| ‘ZE 1/21’1 TZ 1/2_Id><d>u1
€T

B
VT =

< Clalog(l/a)HmHZ

< Cialog(1/a)u;
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This means that

2u 1
—2u1T|?| Z S7Y20m < Cradog(1/a)(1 + |Jug||? + u2)(3.52)

v €T

—Cralog(1/a)(1+ flur]* +u3) <
For any unit vector w € RY, let u; = 0.5w. Thus, we have u3 = 0.75. Eq. (3.52) implies
Lot LS sz,
w Z Y7 %m;| < Chalog(l/a) (3.53)
v T &=
for some constant Cy. This proves the first resilience property in Eq. (3.28). The second, third

and fourth resilience properties in Egs. (3.29), (3.30) and (3.31) follow from [73, Lemma 4.1],

[121, Corollary 4] and a union bound.

O

The preceding resilience lemma and Theorem 22 imply the following optimal utility

guarantee.

Corollary 3.4.16. Under the hypothesis of Lemma 3.4.15, there exists a constant ¢ > 0 such

that for any o € (0,c¢), a sample size of

B d+log(1/¢)  d+1log(1/(5())
"= Oalogltfa P T ez )

a sensitwity of A = O(log(1/a)/n), and a threshold of T = O(alog(1/a)) with large enough

constants are sufficient for HPTR(S) with the distance function in Eq. (3.26) to achieve
1 .
;Hzm(ﬁ —B)I = O(alog(l/a)) (3.54)

with probability 1 — (. Further, the same guarantee holds even if a-fraction of the samples is

arbitrarily corrupted, as in Assumption J.

The sample complexity is nearly optimal. Even for DP linear regression without robustness,
HPTR is the first algorithm for sub-Gaussian distributions with an unknown covariance %
that up to log factors matches the lower bound of n = Q(d/a? + d/(ae)) assuming < 1

and § < n~!'7% for some w > 0 from |10, Theorem 4.1]. For completeness, we provide the
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lower bound in Appendix B.3. An existing algorithm for DP linear regression from [1(0)]
is suboptimal since it require X to be close to the identity matrix, which is equivalent to
assuming that we know .

The error bound is nearly optimal under a-corruption, i.e., HPTR is the first robust
estimator that is both differentially private and also achieves the near-optimal error rate of
(1/=Y2(3 - B)|| = O(alog(1/a)), matching the known information-theoretic lower bound
of (1/7)||ZY2(8 — B)|| = Q() [93] up to a log factor. This lower bound holds for any robust
estimator that is not necessarily private and regardless of how many samples are available. If

privacy is not required (i.e., ¢ = 00), a similar guarantee can be achieved by, for example,

[70].

3.4.3.2  Hypercontractive distributions with independent noise

We assume that z; and n; are independent and (k, k)-hypercontractive and (&, k)-hypercontractive,
respectively, as in Definition 3.3.14. For the necessity of hypercontractive conditions for

robust linear regression, we refer to [217, Section F.5|. The next lemma shows that the resulting
dataset has a subset of size at least (1—a)n that is (O(a), O(a'=V*), O(a'=%F), O(a'=V/*), O(at=2/¥))-

resilient.

Lemma 3.4.17 (Resilience for hypercontractive samples). For some integer k > 4 and
positive scalar parameters k and &, let Dy be a (k, k)-hypercontractive distribution on x; € R?
with zero mean and covariance ¥ = 0. Let Dy be a (F, k)-hypercontractive distribution on
n; € R with zero mean and variance v*. A multiset of labeled samples S = {(x;, y;) Y1y is
generated from the linear model y; = x] B+ n;, where the input x; and the independent noise
n; are i.i.d. samples from Dy and Dsy. For any « € (0,1/2) and any constant c3 > 0, there
exist constants ¢; and co > 0 that depend only on c3 such that if

d k2a?72/k(1 4+ 1/k*)dlogd = k*(1 + &%)dlogd
noz Cl(C2(1—1/k)a2(1—1/k) (2 4/k g2 + 2/k ) )

(3.55)

then S is (c3a, o, cokkfa "V RCTUR cok?k2a!—2RC2/% okl TVRCTYE ey k2 R2 Q2R TR

corrupt good with respect to (B, %,y) with probability 1 — (.
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Proof. Since x; and 7; are independent, we know
E (0. e = E{| (0. 27%)[" B[l nl'] < #*5*

This implies that v~ ¥ "1/227 is a k-th moment bounded distribution with covariance I yq.
By Lemma 3.3.15, under the sample complexity of (3.55), with probability 1 — 8(, there
exists a subset Sgooa C S such that [Sgeed| > (1 — a)n, and there exists a constant C' such

that for any subset 7' C Sgooq and |T'| > (1 — 10)|Sgo0a|, We have

1 1
=y =X,
!lev o

€T

< CkrkyalVE¢=VE (3.56)

This proves the first resilience property in Eq. (3.28). The second resilience property
in Eq. (3.29), the third in Eq. (3.30) and the fourth in Eq. (3.31) follow directly from
Lemma 3.3.15. [

The preceding resilience lemma and Theorem 22 imply the following utility guarantee.
HPTR is naturally robust against (1/5.5 — ¢3)a-corruption of the data. Choosing appropriate

constants, we get the following result.

Corollary 3.4.18. Under the hypothesis of Lemma 3.4.17, there exists a constant ¢ > 0 such

that for any o < ¢ and k*k2a' 2% < ¢, it is sufficient to have a dataset of size

d k2a*72k(1 4+ 1/k¥)dlogd =~ k*(1 + &%)dlogd d+log(1/9) .
C20=1/R) 2(=1/R) + (k2 + o2k + e )(3- )

n=0(

a sensitivity of A = O(1/(nal/*)), and a threshold of 7 = O(a*~'/*) with large enough
constants for HPTR(S) with the distance function in Eq. (3.26) to achieve (1/7)||SY2(8 —
B = O(krka =Y ¢=1*) with probability 1 — . Further, the same guarantee holds even if

a-fraction of the samples is arbitrarily corrupted, as in Assumption 4.

The error bound is optimal under a-corruption; namely, the error bound (1/7)||SY2(5 —
B)|| = O(a*=/¥) matches the lower bound (1/7)[|ZY2(6 = 8)| = Q(a' /%) by [22], where the

noise 7; is (1, k)-hypercontractive and independent of x;, which is also (1, k)-hypercontractive.
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For completeness, we provide the lower bound in Appendix B.3. HPTR is the first algorithm
that guarantees both differential privacy and an optimal robust error bound of O(a!~/*) for
hypercontractive distributions. If only robust error bound under a-corruption is at issue,
[217] also achieves the same optimal error bound but does not provide differential privacy.
Further, in this robust but not private case with ¢ = oo, our sample complexity improves
by a factor of a** upon the state-of-the-art sample complexity of [217, Theorem 3.3|, which

shows that n = O(d/a?) is sufficient to achieve (1/7)||SY2(3 — B)| = O(a~1/k).

Remark. Suppose k, k, &, and ¢ are ©(1). HPTR achieves (1/7)]|ZY2(3 — 8)|| = O(a'~1/*%)
with n = O(d/(a®~%/*) 4 (d + log(1/6))/(ae)) samples, where O hides logarithmic factors in
d. The first term cannot be improved upon since it matches the first term of a lower bound
of n = Q(d/a?> % + d/(a'~/*¢)) from [10, Theorem 4.1], which holds even for a standard,
non-robust sub-Gaussian (which is (¢, k)-hypercontractive for any k € Z, and a constant ¢
that depends only on k) linear regression with independent noise (see Appendix B.3 for a
precise statement). However, we do not have a matching lower bound for the second term. To
the best of our knowledge, HPTR is the first algorithm for linear regression that guarantees

(¢,6)-DP under hypercontractive distributions with independent noise.

3.4.3.8  Hypercontractive distributions with dependent noise

We assume z; and 7; may be dependent and marginally (x, k)-hypercontractive and (%, k)-
hypercontractive, respectively, as defined in Definition 3.3.14. In this case, the first resilience p;
that determines the error rate increases from O(a!~'/*) to O(a'~?/*) as a result of the potential
correlation between input and noise. The next lemma shows that the the resulting dataset has
a subset of size at least (1 — a)n that is (O(a), O(a'=#*%), O(a'=2/F), O(a' V), O(a'=2/k))-

resilient.

Lemma 3.4.19 (Resilience for hypercontractive samples with dependent noise). For some
integer k > 4 and positive scalar parameters k and K, let Dy be a (k, k)-hypercontractive distri-

bution on x; € R with zero mean and covariance 3 = 0. Let Dy be a (F, k)-hypercontractive
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distribution on n; € R with variance v*. A multiset of labeled samples S = {(z;,y;)}1; is
generated from a linear model as follows: y; = z] B+m;, where {(x;,1;) }iep are i.i.d. samples
from some distribution D whose marginal distribution for x; is Dy, the marginal distribution
for m; is Dy, and Elx;n;] = 0. For any o € (0,1/2) and c3 > 0, there exist constants ¢ and
co > 0 that depend only on c3 such that if

d k2a?~4k(1 + 1/k*)dlogd  x*(R*+ 1)dlogd
61(42(1—1/@&2(1—1/@ (24/k 272 + a/k > )

n >

(3.58)

then S is (csa, o, cokkRa 2R ey k22 =2k =2k cokral ~VRCTR cyk2 2ol =2k 2k

corrupt good with respect to (f,%, ) with probability 1 — (.

1/2

Proof. Since n; and z; are dependent, we can bound only the k/2-th moment of v~ !X ~1/2zn.
By the Holder inequality, we have
E [[(0, 572y )] < \/E (10, 2122 | B [ly-tnl¥] < w7254/2
The rest of the proof follows similarly to the proof of Lemma 3.4.17.
[

The preceding resilience lemma and Theorem 22 imply the following optimal utility

guarantee, which achieves an error rate of O(a!~%/ )

Corollary 3.4.20. Under the hypothesis of Lemma 3.4.19, there exists a constant ¢ > 0 such

that for any o < ¢ and k*k2a'=2/% < ¢, it is sufficient to have a dataset of size

B O(d + log(1/6) d k2a?=4%(1 4+ 1/k?)dlog d N w2 (K% 4 1)dlog d)
n= e C20-1/K) 20— 1/K) 24Tk 22 oAk ’

a sensitivity A = O(1/(na®*)), and a threshold T = O(a'~%*), with large enough constants
for HPTR(S) with the distance function in Eq. (3.26) to achieve (1/7)||SY2(6 — B)|| =
O(kkRa'=2/¢=2/%) with probability 1 — (. Further, the same guarantee holds even if an

a-fraction of the samples is arbitrarily corrupted, as in Assumption 4.

This error rate is optimal in its dependence on a under a-corruption. When 7; and

x; are dependent, [22] gives a lower bound of error rate (1/7)||SY2(8 — B)|| = Q(ral~2/k)
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that holds regardless of how many samples we have and without the privacy constraints.
For completeness, we provide the lower bound in Appendix B.3. If only a robust error
bound under a-corruption is at issue, [217] also achieves the same optimal error bound
but does not provide differential privacy. Further, in this robust but not private case with
£ = 00, our sample complexity improves by a factor of a** upon the state-of-the-art sample

complexity of [217, Theorem 3.3], which shows that n = O(d/a?) is sufficient to achieve
(/NI = B)|| = O(at /%)

Remark. Suppose (,k,k, and k are ©(1). The sample complexity of HPTR is n =
O((d +1og(1/6))/a* 1=/ 4 d/(ae)). The first term has a gap of a a~2/* factor compared to
the first term of a lower bound of n = Q(d/a*1=2/%) + d/(a'~?/*¢)) from [10, Theorem 4.1],
which holds even for standard, non-robust sub-Gaussian DP linear regression. It remains an
open question whether this gap can be closed, either by a tighter analysis of the resilience for

HPTR or a tighter analysis for a lower bound.

On the upper bound, the gap comes from ensuring stronger resilience than we need. From

Theorem 21, we know that we require p; < ¢ and p3 < ca, and from the optimal error rate,

1-2/k 1-2/k

we want p; < ca The resilience we ensure in Lemma 3.4.19 is (o, p; = «

P2 =
a'=2/% py = a'~1/*) which guarantees an unnecessarily small p, and ps. A similar slack was
also in the mean estimation, which did not affect the final sample complexity. In this case,
i.e., with linear regression and hypercontractive distributions, it enlarges sample complexity.
Tighter analysis of the resilience, which guarantees a larger p, and p3, can improve the first
term in the sample complexity in its dependence on «, but it cannot close the a~2/* gap.
On the lower bound, we apply a construction of [10, Theorem 4.1], which uses Gaussian

distributions and an independent noise. One could potentially tighten the lower bound with

a construction that uses hypercontractive distributions and a dependent noise.

For the second term, we provide a nearly matching lower bound of n = Q(min{d, log(1/9)}/ae)
to achieve (1/7)]|ZY2(8 — B)||2 < O(a®*/%) in Proposition 3.4.21, proving that it is tight
when 6 = exp(—0(d)). To the best of our knowledge, HPTR is the first algorithm for linear
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regression that guarantees (¢,d)-DP under hypercontractive distributions with dependent

noise.

Proposition 3.4.21 (Lower bound of hypercontractive linear regression with dependent
noise). For any k > 4, let Piksq2 be a distribution over (xi,m;) € R? x R, where z; is
(K, k)-hypercontractive with zero mean and covariance X, and n; is (k, k)-hypercontractive with
zero mean and variance v2. We observe labelled examples a linear model y; = ] B + n; with
E[z;n;] = 0 such that 8 = X 'Ely;z;] . Let M. s denote a class of (g,8)-DP estimators that
are measurable functions over n i.i.d. samples S = {(x;,y;)}~, from a distribution. There

exist positive constants c¢,7y,k = O(1) such that, for e € (0,10),

d/\log((l—es)/5)>2_4/k’1} |

BEM. 5 ©-0,PEP, 2 ne

inf s SEp|SVA(A(S) - AP chmn{(

Proof. We adopt the same framework as used in the proof of Proposition 3.3.18. We choose
P to be P = Ps ;. It suffices to construct index set V and indexed family of distributions Py
such that drv(P,, Py) = a and p(B,, 5,/) > t, where (3, is the least square solution of P,. By
[3, Lemma 6], there exists a finite set ¥V C R? with cardinality |V| = 2%@ ||v|| = 1 for all
veV,and |lv—2| > 1/2 for all v # o' € V. Let f,x(z) be a density function of N (x,X).

We construct a marginal distribution over R? as follows

a/2, if o = —a Yy,
Di(z) = /2, ifr=a Yk, . (3.59)

(1—a)for,,,(xr) otherwise,

1-2/k

It is straightforward to verify that Ep[z] =0, Epv[zz'] = (1 — a)Igxq + a vo! and

thus %Idxd = Epy [z27] < 20454 for @ < 1/2. Furthermore, we have
Epry[| (w,2) [F] < (u,0)" + (1= a)cf = O(1)

where we use the fact that there exists a constant ¢, > 0 such that the k-th moment of

Gaussian distribution is bounded by c’,j. Since %Idxd = Epy [a:xT] < 2l x4, we know that x is
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(O(1), k)-hypercontractive. We construct conditional distribution D"(y|x) as follows

—aVk if = —a Yy
ylv=4¢ a /k if 2 =a ko
N(0,1) otherwise
Then, we have
ﬁv = Emeg [xxT]ilEx,yNP;”y [:Cy]

_ Eoch;’ [xa:T]_lal_2/kv
This implies that ¢ = min,zyey |8, — B || > 1/202"2F min, ey v — 0'|| = Q(al=2k).

We are left to verify that n =y — (B, z) is also hypercontractive:
_ _ 3/ |k
]E[\n|k] = « !a 1k _ UTEQCNP; [m:T] Lot =37k ‘ +(1-a) ExNN(OQIdXd)HiU’k] =0(1),

where we use the fact that the k-th moment of standard Gaussian is bounded by some
constants Cy, > 0 and k = O(1). It is straightforward to see that the total variation distance
dTV(P;y,P” ) = a.

Next, we apply a reduction of estimation to testing with this packing V similar to that
we used in the proof of Proposition 3.3.18. For (e,9)-DP estimator B, using Theorem 3.3.19,
we have

sup Epa[[|S(P)2(5(S) — 5(P))|1?]

PGP

ZJEpn IS(P)Y2(B(S) = BRI

vEV

Vv

- tZMZP(HE ) (B(8) — BRI > t)
= o P (113(s) - (Pl = ¢)

==

14+ ed/2e—¢[nal

vV

t2

Y
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where G(P) is the least squares solution of the distribution P, (P) is the covariance of z
from P, and the last inequality follows from the fact that d > 2. The rest of the proof follows

from |25, Proposition 4|. We choose

Lo fd (1
a = ne min 9 g, 108 A5es

and t = Q(a'~?/*) for € € (0,10) so that

sup Epa[[|IS(P)(B(S) = B(P))[*] Z a®7H/* .

This means that for all £ > 4, there exist some «,v = O(1) such that

. og(l—e¢ 2-4/k
inf sup Epn[nzlﬂ(ﬁ(S)—5<P>>||2]zmm{(“lg“ /(”) ,1},

BGMEJ; E-0,PEP, 5 42 ne

which completes the proof by noting that v = O(1).

3.5 Covariance estimation

In a standard covariance estimation, we are given i.i.d. samples S = {x; € Rd}ie[n} drawn
from a distribution P ¢ with zero mean, an unknown covariance matrix 0 < X € R4 and
an unknown positive semidefinite matrix ¥ := E[(z; @ 2; — %) (2; @ 2; — X°) 7] € R®*® | where
® denotes the Kronecker product. We treat the fourth moment matrix ¥ as a linear operator
on a subspace Sgym C R? | defined as Ssym = {M e R” : M is symmetric} following the

definitions and notations from [66].

Definition 3.5.1. For any matriz M € R4, let M° € R? denote its canonical flattening
into a vector in R”, and for any vector v € R?, let v! denote the unique matriz M € R4

such that M® = v.

This definition of ¥ as an operator on Sy, is without loss of generality since here we
apply ¥ only to flattened symmetric matrices, which significantly lightens the notations,

for example, for Gaussian distributions. We consider all d? x d? matrices in this section to
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be linear operators on Sy, and we restrict our support of the exponential mechanism in

RELEASE to be the set of positive definite matrices {3 € R4 : 3 = 0}.

Lemma 3.5.2 (|66, Theorem 4.12]). If Psy = N(0,%), then Elv; ® z;] = ¥°, and, as a
matriz in RE*? | we have W (i) tim(b—1)+e = DikDje + SieDix for all (4,5, k,0) € [d]*; as

an operator on Sgym, we can equivalently write it as ¥ =2(X ® X).

Further, we can assume an invertible operator ¥ and define the Mahalanobis distance for
2; ® ;, which is Dy (2, %) = ||[T~/2(2" — ¥°)||. For Gaussian distributions, for example, we
have Dg(3, %) = (1/v2)||S7 /25812 — 14|l p, where || - ||z denotes the Frobenius norm of
a matrix. This is a natural choice of a distance because the total variation distance between
two Gaussian distributions is drv (N (0, %), N(0,%) = O(| =288 Y2 — T4l #) (see, for
example, [129, Lemma 2.9]). We want a DP estimate of the covariance ¥ with a small
Mahalanobis distance D\p(ﬁ, ¥)). If the sample-generating distribution is not zero-mean, we
can either apply a robust mean estimation with a subset of samples to estimate the mean or

estimate the covariance using zero mean samples of the form {x; — @iy n/2) }icin/2)-

3.5.1 Step 1: Designing the surrogate Dg(fl) for the Mahalanobis distance

To sample only positive definite matrices, we restrict the domain of our score function to be

Dy : {¥ € R™¥: % » 0} — Ry and assume Dy(2) = oo for non positive definite 3:

<‘/’ i> — Zv(MV,a)
max ’
VERIXA.VT=V,||V| p=1 @DV(MV»OC)

Ds(S) = (3.60)

where we define the set My, similarly to the definition in Section 3.3.1. We consider
a projected dataset {(V,z;x])}ics and partition S into three sets, By, My, and Ty,
where By, corresponds to the subset of (2/5.5)an data points with smallest values in
{V,z2] ) }ies, Tv.a is the subset of top (2/5.5)an data points with the largest values,
and My, is the subset of remaining 1 — (4/5.5)an data points. For a fixed symmetric
matrix V € R™? with [[V]|r = 1, we define Dy (Mv.a) = [pim) Dosemy., (Vo] ) and
Yy (Mya)? = m D rieMya (Vx| ) - EV(MV,Q))Q, which are robust estimates of the
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population projected covariance Yy = (V,¥) and projected fourth moment ¢ = (V°)T¥V?.
Next, we show that this score function Dg(f]) recovers our target error metric Dq,(i, Y) =
|w=1/2(2" — ¥)|| when we substitute ¥y (My.,) and ¢y (My,,) with population statistics

A

Yy and ¥y, respectively. This justifies the choice of Dg(X), as discussed in Section 3.3.1.

Lemma 3.5.3. For any 0 < ¥ € R™4 ( < S and any invertible linear operator ¥ € R xd?

on Sgym, we have

3 — % A
max WE) =2y H@*W(zb - zb)H , (3.61)
VERIXLY T V||V p=1 Yy

where Yy = (V) and 3 = (V*)T 0V,

This follows immediately from Lemma 3.3.1.

3.5.2  Step 2: Utility analysis under resilience

The following resilience property of the dataset is critical in selecting A and 7 and analyzing

utility.

Definition 3.5.4 (Resilience). For some o € (0,1), p1 € Ry, and ps € Ry, we say a set of
n data points Sgeoa 15 (e, p1, p2)-resilient with respect to (X, V) if for any T C Sgeoa of size
IT| > (1 — a)n, the following holds for all symmetric matrices V€ R with ||V || p = 1:

‘%ZW»WD—(V,EW < pidv, and (3.62)
z;, €T
TS (i) = (VD) - 4| < paon 569
x; €T

Note that covariance estimation for {z;} is equivalent to mean estimation for {z; ® z;}.

We can immediately apply the mean estimation utility guarantee in Theorem 19 to show that

|w=1/2(2> — 5°)|| = O(p1) can be achieved with n = O(d?/ea) samples.

Corollary 3.5.5 (Corollary of Theorem 19). There exist positive constants ¢ and C' > 0 such
that for any (o, p1, p2)-resilient dataset S with respect to (3, V) satisfying o < ¢, p1 < ¢ and
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p2 < ¢, and p < ca, HPTR with the distance function in Eq. (3.60), A = 110p;/(an), and
T = 42p; achieves | U1/2(3" — X%)|| < 32p; with probability 1 — ¢ if

L o los(1/60) 00

Ex

Under Assumption 3 on acerrupt-corruption and Definition 3.3.3 on corrupt good sets
extended to {x; ® z;}_,, it follows from Theorem 20 that the same guarantee holds under an

adversarial corruption.

Corollary 3.5.6 (Corollary of Theorem 20). There exist positive constants ¢ and C > 0
such that for any ((1/11)c, «, p1, p2)-corrupt good set S with respect to (X,V) satisfying
a < e pp <candps <c, and p? < ca, HPTR with the distance function in Eq. (3.60),
A =110p,/(an), and T = 42p; achieves || U~Y2(2> — 3°)|| < 32p1 with probability 1 — ¢ if

n > oL H1s/000) (3.65)

- EQ

3.5.8 Step 3: Near-optimal guarantees

Covariance estimation has been studied for Gaussian distributions under differential privacy
[139, , 4] and robust estimation under a-corruption [154, 62, 47, , |. Note that
from Lemma 3.5.2, we know that ¥ = 2(X ® ¥) and the Mahalanobis distance simplifies to
Dy(3,%) = ||BY288 Y2 — 14|l for Gaussian distributions.

3.5.8.1 (Gaussian distributions

For Gaussian distributions, the second moment resilience in Eq. (3.62) is satisfied with
p1 = O(alog(1l/a)), and the 4th moment resilience in Eq. (3.63) is satisfied with py =
O(alog?(1/a)).

Lemma 3.5.7 (Resilience for Gaussian). Consider a dataset S = {x; € R4}™_, of n i.i.d.
samples from N'(0,%). If n = Q ((d*> +log(1/¢))/(a?1og(1/a))) with a large enough constant,
then there exists a constant C' > 0 such that S is (o, Calog(1/a), Calog?(1/a))-corrupt good
with respect to (3, V¥ = 2¥ ® X)) with probability 1 — (.
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Proof. Since x is Gaussian, by Lemma 3.5.2, we have ¥ = E[(z®1—X")(z@1r—X")"] = 2@,

We can write ¢ = 2Tr(VTEVYE) = 2(V,ZVY).

Lemma 3.5.8 (|15, Lemma B.1| and [73, Fact 4.2]). Let § > 0 and a € (0,0.5). A dataset

S ={x1,x9, -+ , T} consists of n i.i.d. samples from N'(0,1gxq). Ifn = Q ((d* +1og(1/¢))/(a?log(1/a)))
with a large enough constant, then there exists a universal constant C7 > 0 and Cy > 0 such

that with probability 1 — ¢, for any subset T'C S and |T| > (1 — a)n, we have

1
Hm > T ®m =Ty

x; €T

‘ < Cialog(l/a) , and

< Chalog(l/a)?.

1
‘T_l Z ('TZ ® z; — IZXd) (331 QT — IZXd)T — 2Li5a @ Lixad

z, €T
By Lemma 3.5.8, we know with probability 1 — ( that for any subset T C S and

|T| > (1 — a)n, we have

< Cialog(l/a) .

1 _ _
| ) @ (07 - T
z; €T

This is equivalent to

1 _ _
) g @S @) — (V) Th| < Calog(lfa).

z, €T

for any ||V||p = 1. This implies that

< Cialog(1/a)y/(V)T(S@ D)V,

’(Vb)T%T, Y (wiow) - (V) (Se )T,

z, €T

which is also equivalent to, for some constant C,

‘<V, % > x:ch> —(V,5)| < Calog(1/a)\/2(V,2VY) ,

x, €T

which proves the first resilience Eq. (3.62) in Definition 3.5.4.

Similarly, by Lemma 3.5.8, we have

< Chalog(l/a)?.

1 _ _ _ _ T
Il S (T @ BV - 1) (52 0 B2 — T g) | — 2Maa © Laa

z, €T
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This is equivalent, for any ||V||F = 1, to
M—;' ; (V5 V2 @02, — T ) - 2‘ < Chalog(l/a)?.
This implies
(|—;| ;:T V2@ — ) — 20T (2w z)vb‘ < Chalog(1/a)? (V,SVE) |
which is also equivalent, for some constant C, to
‘I%I 3; ((Viza]) — (v, 5))? - 2Tr(VTEVZ)’ < 20alog(1/a)? (V,SVE) |

which proves the second resilience Eq. (3.63) in Definition 3.5.4.
[

The second and fourth moment resilience properties of Gaussian distributions in Lemma 3.5.7,
together with the utility analysis of HPTR in Corollary. 3.5.6, imply the following utility

guarantee.

Corollary 3.5.9. Under the hypotheses of Lemma 3.5.7, there exists a constant ¢ > 0 such

that for any o € (0,¢), a dataset of size

_ o @ 1og(1/¢)  d® +log(1/(6¢))
_O( a?log(1/a) i ae ) ’

a sensitivity of A = O(log(1/a)/n), and a threshold T = O(alog(1/a)) with large enough
constants are sufficient for HPTR(S) with a choice of distance function in Eq. (3.60) to

achieve
|88 Lylle = Ofalog(1/a) (3.66)

with probability 1 — (. Further, the same guarantee holds even if an a-fraction of the samples

1s arbitrarily corrupted, as in Assumption 3.
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This Mahalanobis distance guarantee (for the Kronecker product, {z; ® z;}, of the
samples) implies that the predicted Gaussian distribution is close to the sample generating
one in total variation distance (see, for example, [129, Lemma 2.9]) dpv(N(0,%), N(0,%)) =
O(||Z~ 128812 —1,.4]lp) = O(alog(1/a)). This relation also implies that the error bound
is near-optimal under a-corruption, matching a lower bound up to a factor of O(log(1/a)).
Even if DP is not required and we are given infinite samples, an adversary can move an
a fraction of the probability mass to switch a Gaussian distribution into another one at
Mahalanobis distance ||Zl_1/22221_1/2 — Iivallr = Q(«v). Hence, we cannot tell which of the

two distributions the (potentially infinite) samples came from.

The sample complexity is near-optimal, matching a lower bound up to a factor of
O(log(1/a)) when § = e=®@). For a constant ¢, HPTR requires n = O(d?/(a?log(1/a)) +
d*/(ae) + log(1/d)/(ae)). This nearly matches a lower bound (that holds even if there is
no corruption) on n to achieve the guarantee of Eq. (3.66) of n = Q(d?/(alog(1/a))? +
min{d?,log(1/5)}/(ealog(1/a)) + log(1/8)/e). The first term follows from the classical
estimation of the covariance without DP and matches the first term in our upper bound
up to a O(log(1/a)) factor. The second term follows from extending the lower bound in
[129], constructed for pure differential privacy with 6 = 0, and matches the second term

©(@). The last term, from

in our upper bound up to a O(log(1/a)) factor when § = e~
[139], has a gap of O(1/«) factor compared to the third term in our upper bound, but this
term is typically not dominating when ¢ is large enough, i.e., § = e~ @) We note that a
slightly tighter upper bound is achieved by the state-of-the-art algorithm in [!] that requires
only O(d*/(alog(1/a))? + d?/(ealog(1/a)) +log(1/d)/e). The state-of-the-art polynomial
time algorithm in [133] requires no assumptions on ¥, but the sample complexity is larger:
n = O(d?/(alog(1/a))? + d*polylog(1/68) /(calog(1/a)) + d*/*polylog(1/8) /¢).

If privacy is not an issue (i.e., ¢ = 00), HPTR achieves the error in Eq. (3.66) with
n = O(d*/a*log(1/a)) samples. There are polynomial time estimators that achieve the same

guarantee [154, 62]. The gap of log(1/a) to the lower bound in the error can be tightened

using algorithms that are not computationally efficient, as shown in [17, |.
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Remark. When we have a sample size of only n = O(d/a?), our analysis provides no
guarantees. However, for robust covariance estimation under a-corruption, one can still

12 Id><d|| =

guarantee a bound on a weaker error metric in the spectral norm: ||$~1/25%~
O(alog(1l/a)) [217, Theorem 3.4]. There is no corresponding DP covariance estimator in
that small sample regime. A promising direction is to apply the HPTR framework, but it
remains challenging to design a score function for this spectral norm distance that depends

only on one-dimensional robust statistics.

3.6 Principal component analysis

In Principal Component Analysis (PCA), we are given i.i.d. samples S = {z; € R} | drawn
from a zero mean distribution P with an unknown covariance matrix >. We want to find a
top eigenvector of ¥, u € arg max,|— v' Y, privately. The performance of our estimate @ is
measured by how much of the covariance is captured in the direction u relative to that of u,
Ds(@t) =1 — (4"Xa/u"Xu), where u is one of the top eigenvectors of 3. When the mean is

not zero, this can be handled similarly to covariance estimation in Section 3.5.

3.6.1 Step 1: Designing the surrogate score function Dg(1)

It is straightforward to design a score function of Dg : S*1 — R, , where S~V is the unit
sphere in R?

0TS ( Mol

Ds(i) = 1—
s(@) MaX,erd:|plj=1 V' 2(Mya)v

, (3.67)

where My, C S is the subset of data points corresponding to the smallest (1 — (2/3.5)a)n
values in the projected set Sy = {(@, 2;) }ares and B(Maa) = (1/|Maol) 32

2iEMan T
Note that when we replace ¥(My,) with the population covariance matrix ¥, we recover
the target error metric of Dy (@) = 1 — (4" X4/ max,=1 v’ Xv). For this choice of Dg(),
the support of the exponential mechanism is already compact, and we do not restrict it any

further, say, to be in B, g. This simplifies the HPTR algorithm and also the analysis, as
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follows. We define

UNSAFE. = {5’ C R*"| 35" ~ 8" and 3E such that Pye,, (4 € E) > ¢Pyer_, , (4 € E)

or PﬁNT(a,A,S’) (

Q€ B) > ePor_, (1 €E)} .

Note that since the support is the same for all S, we can achieve a stronger pure DP with
0 = 0 in the exponential mechanism. However, we still need 6 > 0 in the TEST step. HPTR

for PCA proceeds as follows.
1. PROPOSE: Propose a target sensitivity bound A = 80p2/(an).
2. TEST:

2.1. Compute the safety margin m = ming dg (S, S’) such that S” € UNSAFE, .

2.2. If m =m+ Lap(2/e) < (2/¢)log(2/0), then output L; otherwise, continue.

3. RELEASE: Output @ sampled from a distribution with a pdf:

from SV = {a € R?: ||a|| = 1} where Z = [, ., exp{—(cDs(a))/(4A)} da.

The choice of p, depends on the hypothesis on the tail of the sample-generating distribution,
and « depends on the target accuracy as guided by Theorem 23 (or the fraction of adversarial
corruption in the case of the outlier robust PCA setting in Theorem 24). The target privacy

guarantee determines (e, 9).

3.6.2 Step 2: Utility analysis under resilience

The following resilience properties are critical in selecting the sensitivity A and in analyzing

the utility.
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Definition 3.6.1 (Resilience for PCA). For some p; € Ry, ps € Ry, we say a set of n
data points Sgooa = {x; € R4} is (v, p1, p2)-resilient with respect to ¥ for some positive
semidefinite 3 € R4 if for any T C Sgooa of size |T| > (1 — a)n, the following holds for all
v € R with ||v|| = 1:

1
‘m Z(v,xi) < pyo, and (3.68)
z, €T
1
(WZ@,W—@% < pro?. (3.69)

x; €T

where o2 = v' Y.

We refer to Section 3.3.2 for the explanation of how resilience is fundamentally connected
to sensitivity. For an example of a Gaussian distribution, the samples are
(a, O(ay/log(1/a)), O(alog(1/a)))-resilient (with a large enough n). We show next how

resilience implies an error bound for HPTR, which is O(alog(1/a)) for Gaussian distributions.

Theorem 23. There ezist positive constants ¢ and C' such that for any (a, p1, pa)-resilient set
S with respect to some ¥ and satisfying o < ps < ¢, HPTR Section 3.6.1 for PCA with the
choices of the distance function in Eq. (3.67) and A = 80py/(an) achieves 1 — (a'Xa/||2]]) <
20py with probability 1 — ¢ if

s (B0 + dgtiip))

- Ex

n (3.70)

We discuss the implications of this result in Section 3.6.3 for specific instances of the
problem. Under Assumption 3 on oerupt-corruption of the data and Definition 3.3.3 on the

corrupt good sets, we show that HPTR is also robust against corruption.

Theorem 24. There exist positive constants ¢ and C' such that for any ((2/7)a, «, p1, pa)-
corrupt good set S with respect to some X satisfying o < pa < ¢, HPTR in Section 3.6.1 for
PCA with the choices of the distance function in Eq. (3.67) and A = 80ps/(an) achieves
1— (a"2a/||2|) < 20py with probability 1 — ¢ if

o (10g(1/(56)) + dlog(l/pz)> ‘

Ex

n >

(3.71)
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We provide a proof of the robust and DP PCA in Section 3.6.2.2, where Theorem 23
follows immediately by selecting « as a free parameter. As the HPTR Section 3.6.1 for PCA
is significantly simpler, we do not apply the general analysis in Theorem 28; instead, we prove
the preceding theorem directly. To this end, we first show a bound on sensitivity and next

show that the safety test succeeds with high probability in Section 3.6.2.1.

3.6.2.1 Resilience implies bounded local sensitivity

Given the resilience properties of a corrupt good set S, we show that the sensitivity of Dg(1)

is bounded by A.

Lemma 3.6.2. Suppose o < ¢ for some small enough constant c. For A = 80py/(an) and a

((2/7) v, cx, p1, p2)-corrupt good S, if
log(1/(6¢))
n = (=EECRN)

aeg
with a large enough constant, then for all S" within a Hamming distance k* = (2/¢)log(4/((9))

from S, we have

ég/l&)sg |DS//(11) - Dg(ﬁ)’ < A s (372)

for all unit vectors 4 and all neighboring datasets S”.

Proof. The proof is similar to the proof of Lemma 3.3.11. We first assume (k* +1)/n < a/7,
which requires n = Q(log(1/6¢))/(ae) with a large enough constant. This implies that S’
is a ((3/7)a, a, p1, p2)-corrupt good set. The rest of this proof uses this assumption. Let
Ta.0(S") C S be the subset of data points corresponding to the largest (2/3.5)an values in
the projected set S, = {(4, $‘i>2}xiegl. Recall that Sgpq is the original resilient dataset before
corruption by an adversary. From Lemma 3.3.4 and the fact that [Sgeoa N 7o, (S")| > (1/7)an,
it follows that (1/|Sgo0d N Ta,a(S")|) inesgoodﬂ%,a@axﬁz < (14 (2p2)/((1/7)c0))o2, where
oz = V4 24, This implies that

. ~ 2 2P2 > 2
N< (1 . .
xiesgloldrrlwn,a (U, ;)" < ( + ar o (3.73)
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Let M;(5’) be the remaining subset of S, with (1 — (2/3.5)a)n smallest values in
{({(@, 2:))* e Maa(S) and My (S”) can differ by at most one data point. Let 2’ and z”
be the unique pair of data points that are in My (S") and M, (S”), respectively. If there is
no such pair, then the two filtered subsets are the same, and the following claims are trivially
true.

If (a,2")° < MaXy, e M, . (s') (U, ;) < MiNy, €5, 04NTh.0(5) (i, 2;)°, we have | (i, z)* —
(i, 2")? | < (14 14py/a)o?, where o2 = 4" La. If (4,2")° > maXg, M, . (s') (U, x;)?, then z”
is at most (@, z")% < Mily,e5,04n7T5.q(5") (U 7;)?, where equality holds if the smallest point in
the top subset enters M o(S”). This also implies | (@, 2/)* — (@, 2”)* | < (14 14py/a)o?. Let
02 = v %(M,o(S")v and 07?2 = v 5(M, o(S”))v. Then, for any ||v|| = 1,

1 1
2 "2 T i !
‘01, —0,| = |v — E : Titi = Z Z )Y
(1 (2/35)05)71 xiGMv,Qa(S’) (1 (2/35)0{)71 Q?ieMv,Qa(SN)
2 2, 14
S —|<'U,SC/>2 _ <'U,SC”>2‘ S —(1—|— —p2>'UTZU ,
n n a

for a < ¢ small enough. Then, for the local sensitivity, we have
022 _ Ug? "2

’ MaxX|y|=1 0

2 14 TR 11424 2 14

< L+ =)o o mEa U e I

where we used the resilience in Eq. (3.69) with a small enough ps < ¢ such that 0.9v" Yo <

02 < 1.1v"3v and 0.90"3v < 072 < 1.1v" v (which follow from Lemma 3.6.4). When

p2 < «, this is bounded by |Dgtt) — Dgn ()| < 80py/(an) = A.

"2
U o T4
2

()
+
maXllyllzl U’U

|Ds (@) — D ()] <

12
maXanzl Oy

]

Since the support is the same for all exponential mechanisms regardless of the dataset,
the sensitivity bound immediately implies safety. The following lemma shows that we have a
sufficient safety margin to succeed with probability of at least 1 —( since k* = (2/¢) log(4/(())
and the threshold is (2/¢)log(2/0).

Lemma 3.6.3. Under the hypothesis of Lemma 3.6.2, for any S’ at Hamming distance at
most k* from S, we have S" € SAFE. ;.
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3.6.2.2  Proof of Theorem 2/

This proof is similar to the proof of a universal utility analysis in Theorem 28. First,
we show that we pass the safety test with high probability. By Lemma 3.6.3, we know
m > k* =2/elog(4/(¢6)). Then, we have

DO [y

P (output L) =P (m + Lap(2/¢) < (2/¢)log(2/9)) <

Next, we assume the dataset passed the safety test and show that P
(1 —4p2)[|Z]]) = 1= (/2.

(aTSa >

U~T (o ALS

Lemma 3.6.4. For an ((2/7)a, «, p1, pa)-corrupt good set S with respect to ¥, then |4 Ya —
0N ( M)t < 4pa’ Y.

Proof. We have

[ Yies,,, (@ 2:)" = 02)]
(1—(2/3.5)a)n

0TS0 — 0" S (Mao)i| =

. 2 " 2
| 2 ieMa anSpona (T Ti) -—-03)!_+ | D ie Mo anSyo0a (T T2) " — 03)] (3.74)
- (1—(2/35)a)n (1—1(2/3.5)a)n '
For i € My o M Shad, by Lemma 3.3.4, we have
S e e (0207 — 02)
~ 2 2 €Ty amsgood ’ u 2
u,x;)” —o; < max ’ , 05
| < > | { |7—ﬁ,a N Sgood’
20207
< 7270 3.75
— (1/35)a’ ( )
where in the last inequality, we applied our assumption that p; > «.
By the resilience property in Eq. (3.69) on My o N Sgood, We also have
DIvE ((@,2.)" = 2)|
EMa.005500d < ppor . (3.76)

|Mﬁ7a N Sgood|
Plugging Eq. (3.75) and (3.76) into (3.74), we have

N N N N 2,0207 + (1 - (2/35)@)p203
T T u u
Yu — by Q.o < <4 2

2

a0

for a < ¢ small enough. m
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This implies that |Dx(a) — Dg(u)| < 4py for an ((2/7)a, a, p1, p2)-corrupt good set S.
Let p(+) denote the uniform measure on the unit sphere. By the fact that for any 0 < r < 2,
a cap of radius r on the (d — 1)-dimensional unit sphere S(¢~1 has a measure of at least

(1/2)(r/2)%1 from, for example, [130, Fact 3.1], we have for some constant ¢, > 0 and

P2 < 1/87
p({v € RT: 0TS0 > (1= 4po) X, [lo] = 1}) > (cos (1 = 4py)/2)" " > eme2tlsl/ed) (3.77)

By Lemma 3.6.4, the choice of A = 80ps/(an), we have

Pinras (I —a"Sa < 4po]|3))
= / T'(e,A,8) (@) dj
{veRLw TEv>(1-4p2) 2], [lv]=1}

> Vol{veR‘:v'Sv>(1-4 Y|, v =1 min (e U

> Vol >Q—dp)Sll=1) o min s (i)

> Vol(St4Y veRY: 'S >(1—-4 X vl =1 min r U
> Vol(8UY) > =)Dl =) omin reas (i)

/\T N ~
Z AA Jaj=1,4pp>1- 2150 12|

=1

1 aEN
> Vol(S@—1) g—cadlog(1/p2) — { — _}
= Vol e Z PV 0 o
and similarly,

P (IZ]] — a"a > 20p:[|Z]]) < Vol(SU™Y) max Teas) (@)

ae{veRLw T Sv<(1-20p2) |||, |Jv||=1}

< Vol(S14-D) L g—san(20p2-40)|121/ 32002 121)

AT (e,A,9)

1 QaEN
< Vol(st@-1y = { - —}
< Vol(S ) 7 exp 50
This implies that

Por (M —a"2a < 4ps| X)) ean
1 S — > —— — cadlog(1/p2) -
o8 (]P’ M — @ x> 20p,3]) ) = c2dlog(1/p2)

40

U~r(c AL S) (

If we set n = Q <1°g(1/o+dlog(1/p2)> we get

Ex

P
P

which completes the proof.

AT (e A, S) ()\1 — fLTZﬁ S 4,02)\1)
)\1 — ﬁTEﬁ Z 20p2)\1)

v

2
g Y

U~T(c ALS) (
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3.6.3 Step 3: Achievability guarantees

We provide utility guarantees for a private PCA for sub-Gaussian and hypercontractive

distributions.

3.6.5.1 Sub-Gaussian distributions

Using the resilience of sub-Gaussian distributions with respect to (4 = 0,%) in Lemma 3.3.12,
which is the same as the resilience properties we need for the PCA in Definition 3.6.1,

Theorem 24 implies the following corollary.

Corollary 3.6.5. Under the hypothesis of Lemma 3.3.12 with = 0 and any PSD matriz
¥ € R4, there exist universal constants ¢ and C > 0 such that for any o € (0,¢), a dataset

of size

(A log(1/Q) | log(1/(50) + dlog(1/(alog(1/a)))
- O(<alog<1/a>>2 * 2o ) ’

and sensitwity of A = O(log(1/a)/n) with large enough constants are sufficient for HPTR(.S)
in Section 3.6.1 for a PCA with the choices of the distance function in Eq. (3.67) to achieve

Ty
1]

< Calog(l/a) , (3.78)

with probability 1 — . Further, the same guarantee holds even if an a-fraction of the samples

s arbitrarily corrupted, as in Assumption 3.

The error bound is near-optimal under a-corruption, matching a lower bound up to a
factor of O(log(1/a)). HPTR is the first estimator that guarantees (g, J)-DP and also achieves
the robust error rate of 1 —a'Xa/||%| = O(alog(1/a)), nearly matching the information-
theoretic lower bound of 1 — 4" Xa/||X|| = Q(a). This lower bound, which can be easily
constructed using N'(0,I + aeje]) and N(0,1 + aesey ), holds for any estimator that is
not necessarily private and regardless of how many samples are available. If privacy is not
required, a near-optimal robust error rate can be achieved by outlier-robust PCA approaches

in [145, 121].
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The sample complexity is near-optimal, matching a lower bound up to a factor of
O(log(1/a)) when 6 = ¢=®@ . Even for a DP PCA without corrupted samples, HPTR is
the first estimator for sub-Gaussian distributions to nearly match the information-theoretic
lower bound of n = Q(d/(alog(1/a))? + min{d, log((1 — e~¢)/d)}/(ealog(1/a))) to achieve
the error in Eq. (3.78). The first term is unavoidable since even without DP and robustness,
when the data comes from a Gaussian distribution, estimating the principal component up to
error alog(1/a) requires Q(d/(alog(1/a))?) samples (Proposition 3.6.7). The second term in
the lower bound follows from Proposition 3.6.6, which matches the second term in the upper
bound up to a factor of O(log(1/a)) when 6 = ¢=®@ and £ > 0. Existing DP PCA approaches
from |16, , 80] are designed for arbitrary samples not necessarily drawn i.i.d., and hence
they require a larger sample size of n = O(d/a? + d'°+/log(1/8)/(ag)) ii.d. samples from a
Gaussian distribution to achieve the guarantee in Eq. (3.78), where O hides polylogarithmic
terms in 1/a and 1/¢.

Remark. Rank-k PCA under a-corruption from a Gaussian dataset is of great practical
interest. An outlier-robust PCA algorithm in [115, Appendix D| outputs an orthonormal

matrix U € RI*F achieving
T (U 2U,) — Te(UTSU) = O(aTr (U] SU) + vk alog(1/a)) ,

where Uy, € argmaxyry—y, , U'SU and v? = maxy cpaxd |y p=1,v=vT rank(v)<k(V, DVE). Tt
is a promising direction to design a DP rank-k PCA algorithm by applying the HPTR
framework that can achieve a similar error rate. It is not immediately clear how to design an
appropriate score function for general rank k, and a simple technique of peeling off rank-one
components one-by-one (using the rank-one PCA with HPTR) will not achieve the target

error bound.

Proposition 3.6.6 (Lower bound for private sub-Gaussian PCA). Let Px be the set of
zero-mean sub-Gaussian distributions with covariance ¥ € R4, Let M. be a class of

(¢,0)-DP, d-dimensional estimators of the top principal component of ¥ using n i.i.d. samples
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from P € Ps. Then, for e € (0,10), there ezists a universal constant ¢ > 0 such that

{1_ ﬂ(S)Hg'ﬁ(S)} > C_min{dﬂog((iw— 65)/5)71} .

Proof. We adopt the same proof strategy as the proof of Proposition 3.3.18 for mean estimation.

~inf  sup Egopn
WEM: 5 $5-0,PePs;

By [3, Lemma 6], there exists a finite index set V C R? with cardinality |V| = 29 |lv|| = 1 for

allv € Vand ||[v—2'|| > 1/2forallv # v € V. Foreach v € V, we define ¥, := Ijxg+avv’ and

P, :=N(0,%,) for some « € (0,1/2). It is straightforward to see that Ijxg < X, < 3L54/2

and the top eigenvector of ¥, is v. For v # ¢ € V, we know ||Z;,1/22v2;1/2 — Tuxallr = O().
By [129, Lemma 2.9], this implies drv(N(0,%,),N(0,%))) = O(«).

Since [|[v —v'|| > 1/2, we have
/ "2
Dzv/(”)zl_%: - 1+1QJ§U(;U> = 8(1(104) > 15

The principal component estimation problem can be reduced to a testing problem with

6]

15, we have

this packing V. For the (e, d)-DP estimator 4, using Lemma 3.3.19, let t =

sup Eg.pn[Ds(i)] 2 5" sy [Ds, (1)

PePx

veY
1
— NP, (D, (1) >t
vey
1 _—e[na )
L (et - i)

1+ ed/2e—¢[nal
where the last inequality follows from the fact that d > 2. The rest of the proof follows from
[25, Proposition 4]. We choose

_1 . d_ | 1—¢e7¢
oz—ngmm 5 g, log 150

sup Eg.pn[Dy,(0)] 2 .
PePs

This implies, for t = «/12 and ¢ € (0, 10), that

so that

inf  sup Eg.pn[Dx(u)] 2 min{
ne

weMe 5 -0, PPy,

d Nlog((1 — 68)/(5)’1} ’

which completes the proof. m
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It is well known that even for Gaussian distributions, learning the principal component

up to error « requires Q(d/a?). We provide a lower bound proof here for completeness.

Proposition 3.6.7 (Sample Complexity Lower bound for PCA). Let Pys be the set of zero-
mean Gaussian distributions with covariance ¥ € R¥4. Let My be the class of estimators of
the d-dimensional top principal component of ¥ using n i.i.d. samples from P € Psx. There

exists a universal constant ¢ > 0 such that

~ T A~
inf  sup Egopn [1 — M} > c-min \/E, 15 .
WEMa 325-0,PEPy, 12| n

Proof. The following proposition helps to prove a minimax lower bound on estimating ||3||.

We first define some notations.

Definition 3.6.8 (Definition 3.1 in [68]). For a distribution A on the real line with probability
density function A(x) and a unit vector v € R%, consider the distribution over R™ with

probability density function P,(z) = A(v'xz)exp(—|lz — (v 2)v||2/2) - (27)~d=1/2,

Proposition 3.6.9 (Proposition 7.1 in [68]). Let A be a distribution on R such that A
has a mean 0 and x*(A, N(0,1)) is finite. Then, there is no algorithm for any d, given
n < d/(8x*(A, N(0,1))) samples from a distribution D over R? which is either N(0,1) or P,
for some unit vector v € R?, that correctly distinguishes between the two cases with probability

at least 2/3.

To apply Proposition 3.6.9, let A be Gaussian distribution N(0,1 + «). Through simple
calculation, it can be shown that x*(N(0,1),N (0,1 + «a)) = \/1;_7 — 1 < o? whenever
a? < 1/2. Then, for the first case in Proposition 3.6.9, ||Z|| = ||I|| = 1, the second case has

II2]| =1+ «, and Proposition 3.6.9 implies that there exists absolute constant ¢ such that

) d
inf  sup Eg.pn 1—@ > ¢-min \/j,l :
A T»-0,PePy 13| n

Since we can turn a principal component estimator u(S) into an estimator of ||X|| through n

additional fresh samples to estimate u(S)" Xu(S) up to a minor multiplicative error O(1/4/n).
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This implies there exists a universal constant ¢ > 0 such that

A T A
inf  sup Egopn [1—M} > c~min{ g,l} :

4€Ma £,-0,PePy [pa]| n

3.0.3.2  Hypercontractive distributions

In this section, we apply our results on hypercontractive distributions in Definition 3.3.14. Us-
ing the resilience of hypercontractive distributions with respect to (4 = 0, %) in Lemma 3.3.15,
which is the same as the resilience properties we need for PCA in Definition 3.6.1, Theorem 24

implies the following corollary.

Corollary 3.6.10. Under the hypothesis of Lemma 3.5.15 with k > 3, p =0 and any PSD
matriz ¥ € R there exist universal constants ¢ and C > 0 such that for any o € (0,¢), a

dataset of size

_0 d k2a?~?kdlogd = Kk%dlogd N log(1/(8¢)) + dlog(1/al=%/k)
no= C2(171/k)a2(171/k) C274/kl,€2 o2/k car )

and sensitivity of A = O(a'=*/n) with large enough constants are sufficient for HPTR(S)
in Section 3.6.1 for PCA with the choices of the distance function in Eq. (3.67) to achieve

/\TZ A
1- 228 < opl¥h (3.79)
iyl
with probability 1 — (. Further, the same guarantee holds even if an a-fraction of the samples

s arbitrarily corrupted, as in Assumption 3.

The error bound is optimal under a-corruption up to a constant factor. HPTR is the first
estimator that guarantees (¢, §)-DP and also achieves the robust error rate of 1—4' %4 /||X|| =
O(a'~%/%), matching the information-theoretic lower bound of 1 — @ %4 /||| = Q(a'~?/%).
This lower bound can be easily constructed using Eq. (3.59), where two hypercontractive
distributions are at total variation distance O(a)) and the top principal component of one

distribution achieves an error lower bounded by 1 — 4" Xa/||%|| = Q(a'~%*). Even if privacy
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is not required, there is no outlier-robust PCA estimator matching this optimal error rate for
a general k.

The sample complexity is n = O(d/a? =1/ 1 (d+log(1/5))/(c)) for a constant ¢, k, and &,
where O hides logarithmic factors in 1 /a and d. Even for DP PCA without corrupted samples,
HPTR is the first estimator for hypercontractive distributions to guarantee differential privacy.
The information-theoretic lower bound is n = Q(d/a? =% +min{d, log((1—e~%)/6)}/(ae)) to
achieve the error in Eq. (3.79). The first term is unavoidable, even without DP and robustness,
when the data comes from a Gaussian distribution because estimating the principal component
up to error a'~2/* requires Q(d/a*1=2/*)) samples (Proposition 3.6.7). There is a gap of factor
O(a™?/%) compared to the first term in our upper bound. Since the sample complexity lower
bound in Proposition 3.6.7 is constructed using Gaussian distributions, it might be possible to
tighten it further using hypercontractive distributions. The second term in the lower bound
follows from Proposition 3.6.11, which matches the last term in the upper bound up to a
factor of O(log(1/a)) when § = ¢=®@ and £ > 0. To the best of our knowledge, HPTR is
the first algorithm for PCA that guarantees (g, d)-DP under hypercontractive distributions.

Proposition 3.6.11 (Lower bound for hypercontractive private PCA). Let Py, be the set of
zero-mean hypercontractive distributions with covariance ¥ € R, Let M. be a class of
(€,8)-DP estimators using n i.i.d. samples from P € Ps.. Then, for € € (0,10), there exists a

constant ¢ such that

AT - 1—2/k;
inf  sup Egopn [1 ¢ Z“} > cmin{(d/\log«l ¢ >/5)> ,1}. (3.80)

4EM. 5 £50, PePy =] ne

Proof. We use the same construction as used in the distribution of x in the proof of Propo-
sition 3.4.21. By [3, Lemma 6|, there exists a finite index set V C R? with cardinality
V| =29 |lv]| =1 for all v € V and |jv — /|| > 1/2 for all v # v € V. For cach v € V and
a € (0,1/2), we construct the density function of distribution P, as defined in Eq. (3.59).
Let ¥, denote the covariance matrix of P,. The proof of Proposition 3.4.21 shows that
Yy = (1 — a)lgyqg + ' #*ov" | dry(P,, P)) = a and that P, is (O(1), k)-hypercontractive.
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Since ||lv —v'|| > 1/2, we know that (v,v’") < 7/8, and we have

Ds ,(v) =1 o' 1-atal M, o al-2/k o
MN=1——Y" —1-—
EUI ||EU’|| 1 — + al—?/k‘ — 8(1 — + al—Q/k‘) 12 5

for a < ¢ small enough.

Next, we apply the reduction of estimation to testing with this packing V. For a (e, )-DP

al—2/k

estimator , using Lemma 3.3.19, let ¢ = “-5—. Then, we have

sup Eg.pn[Ds(d)] > 5> Esery (s, (1)

PePx

veY
1 .
veY
e (el )

>
~y Y

1+ ed/2e—¢[nal

where the last inequality follows from the fact that d > 2.

The rest of the proof follows from |25, Proposition 4]. We choose

so that

sup Es.pn[Ds, (@)] 2 o' 72/"
pep
This means, for ¢ = (1/12)a’~*/* and ¢ € (0,10), that
d A1 1 — ¢ ¢ 1-2/k
inf sup Eg.pn[Ds (1)) Zmin{( Alog((1—e )/5)> ne

weMe 5 pep ne

which completes the proof. [
3.7 Discussion

We provided a universal framework for characterizing the statistical efficiency of statistical
estimation problems with differential privacy guarantees. Our framework, High-dimensional

Propose-Test-Release (HPTR), is computationally inefficient and builds upon three key
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components: the exponential mechanism, robust statistics, and the Propose-Test-Release
mechanism. Our key insight is that designing an exponential mechanism that accesses
the data via only one-dimensional robust statistics can dramatically reduce the resulting
local sensitivity. Using resilience, a central concept in robust statistics, we can provide
tight local sensitivity bounds. These tight bounds readily translate into near-optimal utility
guarantees in several statistical estimation problems of interest: mean estimation, linear
regression, covariance estimation, and principal component analysis. Although our framework
is written as a conceptual algorithm without a specific implementation, it is possible to
implement it with exponential computational complexity following the guidelines of [31],
where a similar exponential mechanism with PTR was proposed and an implementation was
explicitly provided.

To protect against membership inference attacks, significant progress has been made
in training DP models that are practical [, , 13]. To protect against data poisoning
attacks, a recent work utilizes robust statistics with great success [104]. In practice, however,
we need to protect against both types of attacks to facilitate learning and analysis from
shared data. Currently, there is an algorithmic deficiency in this space. Efficient algorithms
achieving both DP and robustness against adversarial corruption are known only for mean
estimation [160]. We make a valuable contribution to the design of such algorithms for a
broad class of problems, including covariance estimation, principal component analysis, and
linear regression.

Further, these computationally efficient algorithms typically require more samples. For
sub-Gaussian mean estimation with known covariance ¥, an efficient approach of [160]
requires O(d/a? 4+ d*/?/(ea)) samples under a-corruption and (g, §)-DP to achieve an error of
|==2(js — p)|| = O(). HPTR requires only O(d/a? + d/(e)) samples. A significant open

question is whether this d*/? gap is fundamental and cannot be improved.
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Chapter 4

DIFFERENTIALLY PRIVATE PCA
4.1 Introduction

Principal Component Analysis (PCA) is a fundamental statistical tool with multiple applica-
tions including dimensionality reduction, data visualization, and noise reduction. Naturally,
it is a key part of most standard data analysis and ML pipelines. However, when applied to
data collected from numerous individuals, such as the U.S. Census data, outcome of PCA
might reveal highly sensitive personal information. We investigate the design of privacy
preserving PCA algorithms and the involved privacy/utility tradeoffs, for computing the first
principal component, that should serve as the building block of more general rank-k PCA.

Differential privacy (DP) is a widely accepted mathematical notion of privacy introduced in
[78], which is a standard in releasing the U.S. Census data [2| and also deployed in commercial
systems [189, 82, 84]. A query to a database is said to be (g, 0)-differentialy private if a strong
adversary who knows all other entries but one cannot infer that one entry from the query
output, with high confidence. The parameters € and ¢ restricts the confidence as measured
by the Type-I and II errors [128]. Smaller values of ¢ € [0,00) and 6 € [0, 1] imply stronger
privacy and plausible deniability for the participants.

For non-private PCA with n i.i.d. samples in d dimensions, the popular Oja’s algorithm
(provided in Algorithm 10) achieves the optimal error of sin(9,v,) = ©(y/d/n), where the
error is measured by the sine function of the angle between the estimate, v, and the principal
component, vy, [119]. For differentially private PCA, there is a natural fundamental question:
what is the extra cost we pay in the error rate for ensuring (&,0)-DP?

We introduce a novel approach we call DP-PCA (Algorithm 12) and show that it achieves
an error bounded by sin(0,v) = O(\/d/n + d/(en)) for sub-Gaussian-like data defined in
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Assumption 5, which is a broad class of light-tailed distributions that includes Gaussian data
as a special case. The second term characterizes the cost of privacy and this is tight; we prove
a nearly matching information theoretic lower bound showing that no (e, d)-DP algorithm
can achieve a smaller error. This significantly improves upon a long line of existing private
algorithms for PCA, e.g., |16, 33, , , 80]. These existing algorithms are analyzed for
fixed and non-stochastic data and achieve sub-optimal error rates of O(y/d/n + d*/?/(en))

even in the stochastic setting we consider.

A remaining question is whether the sub-Gaussian-like assumption, namely Assump-
tion A.4, is necessary or if it is an artifact of our analysis and our algorithm. It turns out
that such an assumption on the lightness of the tail is critical; we prove an algorithmic
independent and information theoretic lower bound (Theorem 4.5.4) to show that, without
such an assumption, the cost of privacy is lower bounded by €(y/d/(en)). This proves a
separation of the error depending on the lightness of the tail.

We start with the formal description of the stochastic setting in Section 4.2 and present
Oja’s algorithm for non-private PCA. Our first attempt in making this algorithm private
in Section 4.3 already achieves near-optimal error, if the data is strictly from a Gaussian
distribution. However, there are two remaining challenges that we describe in detail in
Section 4.4: (i) the excessive number of iterations of Private Oja’s Algorithm (Algorithm 11)
prevents using typical values of € used in practice, and (ii) for general sub-Gaussian-like
distributions, the error does not vanish even when the noise in the data (as measured by
a certain fourth moment of a function of the data) vanishes. The first challenge is due to
the analysis that requires amplification by shuffling [21]| that is restrictive. The second is
due to its reliance on gradient norm clipping [!| that does not adapt to the geometry of
the current gradients. This drives the design of DP-PCA in Section 4.5 that critically relies
on two techniques to overcome each challenge, respectively. First, minibatch SGD (instead
of single sample SGD) significantly reduces the number iterations, thus obviating the need
for amplification by shuffling. Next, private mean estimation (instead of gradient norm

clipping and noise adding) adapts to the geometry of the problem and adds the minimal noise
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necessary to achieve privacy. The main idea of this geometry adaptive stochastic gradient

update is explained in detail in Section 4.6, along with a sketch of a proof.

Notations. For a vector z € R?, we use ||z|| to denote the Euclidean norm. For a matrix
X € R we use || X || = max,|=1 | Xv|2 to denote the spectral norm. We use I, to denote
d x d identity matrix. For n € Z*, let [n] := {1,2,...,n}. Let Si~! denote the unit d-sphere
of by, ie., S :={z € R : ||z|| = 1}. O() hides logarithmic factors in n, d, and the failure
probability (.

4.2 Problem formulation and background on DP

Typical PCA assumes i.i.d. data {z; € R?} from a distribution and finds the first eigenvector
of ¥ = E[(z; — E[z])(z; — E[x;]) "] € R™<. Our approach allows for a more general class of

data {A; € R¥9} that recovers the standard case when A; = (x; — Elx;])(x; — Elx)) "

Assumption 5 (X, {\}L,, M,V, K, k,a,v?)-model). Let Ai, Ay, ..., A, € R e a se-
quence of (not necessarily symmetric) matrices sampled independently from the same distri-
bution that satisfy the following with PSD matrices ¥ € R™? and H, € R™?, and positive
scalar parameters M,V, K, k, a, and 7*:
A.1. Let X := E[A}], for a symmetric positive semidefinite (PSD) matriz ¥ € R\,
denote the i-th largest eigenvalue of X2, and k= Ay /(A — Aa),
A.2. ||A; — X2 £ MM almost surely,
A.3. max {||E [(4; — Z)(Ai =) T]||, ., [|E [(Ai —2) (A = D)]||,} < A3V,
T (AT )0 ) /2 2 T
A. 4. maxy|=1,]o=1 E {exp <<m) )] < 2, where H, := (1/\))E[(A;—X)uu’ (A;—
2)T]. We denote v* := maxy|=1 | Hyl|2-

The first three assumptions are required for PCA even if privacy is not needed. The last
assumption provides a Gaussian-like tail bound that determines how much noise we need to

introduce in the algorithm for (g, )-DP. The following lemma is useful in the analyses.
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Lemma 4.2.1. Under A.1 and A.j in Assumption 5, for any unit vector u, v, with probability
- C;

[u (A = S)of < KA Hul2log™ (2/C) - (4.1)

4.2.1 Oja’s algorithm

In a non-private setting, the following streaming algorithm introduced in [172] achieves
optimal sample complexity as analyzed in [119]. It is a projected stochastic gradient ascent

on the objective defined on the empirical covariance: max,|=1(1/n) Y 1w’ Amw.

Algorithm 10: (Non-private) Oja’s Algorithm

1 Choose wy uniformly at random from the unit sphere
2 fort=1,2,...,7 do w, < w;_1 + nAyw_1 , wy < w;/||wy]]

3 Return wr

Central to our analysis is the following error bound on Oja’s Algorithm from [119].

Theorem 4.2.2 ([119, Theorem 4.1]). Under Assumptions A.1-A.3, suppose the step size
T = T aeyEry Jor some o > 1/2 and ¢ := 20max (kMa, k* (V + 1) o?/log(1 + (¢/100))).

If T > & then there exists a constant C' > 0 such that Algorithm 10 outputs wr achieving

w.p. 1 —(,

, Clog(1/¢) [ a?k*V £\

2

sin” (wp,vy) < & Ga = 1T +d T : (4.2)
4.2.2  Background on Differential Privacy

Differential privacy (DP), introduced in [78], is a de facto mathematical measure for privacy

leakage of a database accessed via queries. It ensures that even an adversary who knows all
other entries cannot identify with a high confidence whether a person of interest participated

in a database or not.

Definition 4.2.3 (Differential privacy [78]). Given two multisets S and S’, we say the pair
(S,5") is neighboring if |S\ S'| + S\ S| < 1. We say a stochastic query q over a dataset S
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satisfies (e, d)-differential privacy for some e > 0 and § € (0,1) if P(q(S) € A) < eP(q(5’) €
A) + 9§ for all neighboring (S,S") and all subset A of the range of q.

Small values of € and § ensures that the adversary cannot identify any single data point
with high confidence, thus providing plausible deniability. We provide useful DP lemmas
in Appendix 2.1.1. Within our stochastic gradient descent approach to PCA, we rely on

the Gaussian mechanism to privatize each update. The sensitivity of a query ¢ is defined as
Aq = Supneighboring (S,57) ||q(S> - Q(S/)H
Lemma 4.2.4 (Gaussian mechanism [79]). For a query q with sensitivity A,, € € (0,1),

and § € (0,1), the Gaussian mechanism outputs q(S) + N (0, (A,(v/210g(1.25/8))/£)*1,) and
achieves (g,0)-DP.

This is a special case of a family of output perturbation mechanisms which includes the

Laplace mechanism [78] and stair-case mechanisms [94]. The latter is shown to be optimal
in one-dimension [95] and for hypothesis testing under local DP [126]. Another mechanism
we frequently use is the private histogram learner of [110], whose analysis is provide in

Appendix 2.1.1, along with various composition theorems to provide end-to-end guarantees.

4.2.83  Comparisons with existing results in private PCA

We briefly discuss the most closely related work and provide more previous work in Ap-
pendix C.1. Most existing results assume a fixed data under a deterministic setting where
each sample has a bounded norm, ||z;|| < 3, and the goal is to find the top eigenvector of
> = (1/n) 30 (; — 1) (z; — 1) T for the empirical mean ji. For the purpose of comparisons,
consider Gaussian z; ~ N(0,%) with [|z;]] < 8 = O(y/Mdlog(n/¢)) for all i € [n] with
probability 1 — ¢. The first line of approaches in [33, 16, 80] is a Gaussian mechanism that
outputs PCA( + Z), where Z is a symmetric matrix with i.i.d. Gaussian entries with a

variance ((3%/ne)+/21log(1.25/8))? to ensure (g, §)-DP. The tightest result in [30, Theorem 7]

snion) = O((yf/ 2+ VB0, 13

achieves
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Algorithm 11: Private Oja’s Algorithm
Input: S = {A; € R4} privacy (g,0), learning rates {n;}7,

1 Randomly permute S and choose wy uniformly at random from the unit sphere
2 Set DP noise multiplier: « < C"log(n/d)/(e/n)

3 Set clipping threshold: £ « CA\Vd(K~ylog®(nd/¢) + 1)

4 for t=1, 2, ..., ndo

5 | Sample z ~ N (0,1,)

6 w; 4 w1 + 1 clipg (Aywe_1) + 2mBaz; where clipg(r) = 2 - min{1, Hx%}

wy = w/[lw]

BN

8 Return w,

with high probability, under a strong assumption that the spectral gap is very large: Ay — Ay =
w(d??,/1og(1/5)/(en)). In a typical scenario with A\; = O(1), this requires a large sample size
of n = w(d*?/e). Since this Gaussian mechanism does not exploit the statistical properties
of i.i.d. samples, the second term in this upper bound is larger by a factor of d'/? compared
to the proposed DP-PCA (Corollary 4.5.2). The error rate of Eq. (4.3) is also achieved
in [103, | by adding Gaussian noise to the standard power method for computing the
principal components. When the spectral gap, A\; — Ay, is smaller, it is possible to trade-off
the dependence in x and the sampling ratio d/n, which we do not address in this work but is

surveyed in Appendix C.1.

4.3 First attempt: making Oja’s Algorithm private

Following the standard recipe in training with DP-SGD, e.g., [I] and a recent work [199],
we introduce Private Oja’s Algorithm in Algorithm 11. At each gradient update, we first
apply gradient norm clipping to limit the contribution of a single data point and next add
an appropriately chosen Gaussian noise from Lemma D.2.1 to achieve (e, d)-DP, end-to-end.
The choice of clipping threshold § ensures that, with high probability under our assumption,

we do not clip any gradients. The choice of noise multiplier a ensures (g, §)-DP.
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One caveat in streaming algorithms is that we access data n times, each with a private
mechanism, but accessing only a single data point at a time. To prevent excessive privacy
loss due to such a large number of data accesses, we apply a random shuffling in line 1
Algorithm 11, in order to benefit from a standard amplification by shuffling [31, 86]. This
gives an amplified privacy guarantee that allows us to add a small noise proportional to
a = O(log(n/d)/(ey/n)). Without the shuffle amplification, we will instead need a larger noise
scaling as o = O(log(n/0)/e), resulting in a suboptimal utility guarantee. However, this comes
with a restriction that the amplification holds only for small values of ¢ = O(y/log(n/d)/n).
Our first contribution in the proposed DP-PCA (Algorithm 12) is to expand this range to
e = O(1), which includes the practical regime of interest ¢ € [1/2, 5].

Lemma 4.3.1 (Privacy). If ¢ = O(y/log(n/d)/n) and the noise multiplier is chosen to be
a = Q(log(n/d)/(ey/n)), then Algorithm 11 is (£,8)-DP.

Under Assumption 5, we select gradient norm clipping threshold g such that no gradient

exceeds f.

Lemma 4.3.2 (Gradient clipping). Let § = CA\Vd(K~ylog®(nd/¢) + 1) for some constant
C > 0. Then with probability 1 — (, ||Aywi_1|| < B for any fized wy—y independent of Ay, for
all t € [n].

We provide proofs of both lemmas and the next theorem in Appendix C.4. When no
clipping is applied, we can use the standard analysis of Oja’s Algorithm from [ 19] to prove

the following utility guarantee.

Theorem 4.3.3 (Utility). Given n i.i.d. samples {A; € R4, satisfying Assumption 5
with parameters (X, M,V, K, k,a,~?%), if

dr (y+1) log(1/9) ) ’ (4.4)

n = O(/i2+/<:M—I—/<2V+
e

with a large enough constant, then there exists a positive universal constant ¢, and a choice of

learning rate n; that depends on (t, M,V , K, a, A1, A1 — Ao, n, d, €, 0) such that Algorithm 11
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with a choice of ¢ = 0.01 outputs w,, that achieves with probability 0.99,

sin? (w,, 1) = O (/«:2 <Z - Oy + 1 log*(1/9) ) ) , (4.5)

n g2n?

where 5() hides poly-logarithmic factors in n, d, 1/¢, and log(1/6) and polynomial factors
in K.

The first term in Eq. (4.5) matches the non-private error rate for Oja’s algorithm in
Eq. (4.2) with o = O(logn) and T' = n, and the second term is the price we pay for ensuring
(¢,0)-DP.

Remark 4.3.4. For a canonical setting of a Gaussian data with A; = x;z; and x; ~ N(0,3),
we have, for example from [170, Lemma 1.12], that M = O(dlog(n)), V = O(d), K = 4,
a=1, and v* = O(1). Theorem 4.5.3 implies the following error rate:

sin? (wy,, v;) = O(/@Q <é + dzlog—2(1/5)>> : (4.6)

n g2n?

Comparing to a lower bound in Theorem 4.5.3, this is already near optimal. However,
for general distributions satisfying Assumption 5, Algorithm 11 (in particular the second
term in Eq. (4.5)) can be significantly sub-optimal. We explain this second weakness of

Private Oja’s Algorithm in the following section (the first weakness is the restriction on
e = O(y/log(n/d)/n)).

4.4 'Two remaining challenges

We explain the two remaining challenges in Private Oja’s Algorithm and propose techniques
to overcomes these challenges that lead to the design of DP-PCA (Algorithm 12).

First challenge: restricted range of ¢ = O(\/W). This is due to the
large number, n, of iterations that necessitates the use of the amplification by shuffling in

Theorem C.4.1. We reduce the number of iterations with minibatch SGD. For 7' = O(log®n)
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and t =1,2,...,T, we repeat

Bt—1

U); — We—1 + % Z clipﬁ(Aiwt,l) +
i=1+B(t—1)

wﬁtﬁa
B

2, and  wy < w,/||wyl , (4.7)

where z; ~ N(0,I;) and the minibatch size is B = [n/T|. Since the dataset is accessed
only T'= O(log®n) times, the end-to-end privacy is analyzed with the serial composition
(Lemma C.2.2) instead of the amplification by shuffling. This ensures (e,d)-DP for any
e = O(1), resolving the first challenge, and still achieves the utility guarantee of Eq. (4.5).

Second challenge: excessive noise for privacy. This is best explained with an example.

Example 4.4.1 (Signal and noise separation). Consider a setting with A; = x;x] and z; =
s; +n; where s; = v with probability half and s; = —v otherwise for a unit norm vector v and

n; ~ N(0,0%1). We want to find the principal component of ¥ = E[x;x] | = voT +0%1, which is
T

v. This construction decomposes the signal and the noise. For A; = vv' +s;n +n;s;] +nm,;,
the signal component is determined by vv' that is deterministic due to the sign cancelling. The
noise component is s;n; +mn;s; +nn, which is random. We can control the Signal-to-Noise
Ratio (SNR), 1/02, by changing 0%, and we are particularly interested in the regime where
o? is small. As we are interested in 0® < 1, this satisfies Assumption 5 with \; = 1 + o2,
Ao =02,V =0(do?), K = 0(1), a =1, and v* = 2. Substituting this into Eq. (4.5),

Private Oja’s Algorithm achieves

o?d  d? log(1/5)> | (48)

2 ~
w) = Of
sin®(wy, vq) - + 2

where we are interested in 0 < 1.

This is problematic since the second term, due to the DP noise, does not vanish as the
randomness o2 in the data decreases. We do not observe this for Gaussian data where signal
and noise scale proportionally as shown below. We reduce the noise we add for privacy,
by switching from a simple norm clipping, that adds noise proportional to the norm of the

gradients, to private estimation, that only requires the noise to scale as the range of the
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Figure 4.1: 2-d PCA under the Gaussian data from Remark 4.3.4 (left) shows that the average
gradient (red arrow) is smaller than the range of the minibatch of 400 gradients (blue dots).
Under Example 4.4.1 (right), the range can be made arbitrarily smaller than the average

gradient.

gradients, i.e. the maximum distance between two gradients in the minibatch. The toy
example above showcases that the range can be arbitrarily smaller than the maximum norm
(Fig. 4.1). We want to emphasize that although the idea of using private estimation within
an optimization has been conceptually proposed in abstract settings, e.g., in [131], DP-PCA
is the first setting where (7) such separation between the norm and the range of the gradients
holds under any statistical model, and hence (i7) the long line of recent advances in private

estimation provides significant gain over the simple DP-SGD [1].
4.5 Differentially Private Principal Component Analysis (DP-PCA)

Combining the two ideas of minibatch SGD and private mean estimation, we propose
DP-SGD. We use minibatch SGD of minibatch size B = O(n/log?n) to allow for larger
range of ¢ = O(1). We use Private Mean Estimation to add an appropriate level of noise
chosen adaptively according to Private Eigenvalue Estimation. We describe details of both
sub-routines in Section 4.6.

We show an upper bound on the error achieved by DP-PCA under an appropriate choice
of the learning rate. We provide a complete proof in Appendix C.5.1 that includes the explicit
choice of the learning rate 7, in Eq. (C.52), and a proof sketch is provided in Section 4.6.1.

Theorem 4.5.1. Fore € (0,0.9), DP-PCA guarantees (¢,6)-DP for all S, B, ¢, and 6. Given
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Algorithm 12: Differentially Private Principal Component Analysis (DP-PCA)
Input: S = {A;}",, (¢,0), batch size B € Z, learning rates {1, tti/lBJ, probability
¢€(0,1)
1 Choose wy uniformly at random from the unit sphere
2 fort=1,2,....T=|n/B] do
3 Run Private Top Eigenvalue Estimation (Algorithm 21) with (¢/2,d/2)-DP and

failure probability ¢/(27) on {AB(t—l)—&-iwt—l}iLfl/ 2l Let the returned estimation
be /A\t > 0.

4 Run Private Mean Estimation (Algorithm 22) with (¢/2,§/2)-DP, failure
probability ¢/(27T), and the estimated eigenvalue 2A, on
{AB(t*1)+LB/2J+iwt—1}z‘eLB/QJ‘ Let the returned mean gradient estimate be

G € R4,

5 Wy 4= Wy + NG, wy < wi/|lwi|

6 Return wr

n i.i.d. samples { A; € R satisfying Assumption 5 with parameters (X, M,V, K, k,a,~?),
of
- 2 dY%(log(1/6))%/? d k-~ (log(1/8))?  dlog(1/s
o Ot LB |y ) OO A1)

with a large enough constant and § < 1/n, then there exists a positive universal constant
c1 and a choice of learning rate n, that depends on (t, M, V, K, a, A\, \1 — X\a, n, d, &,
) such that T = |n/B| steps of DP-PCA in Algorithm 12 with choices of ( = 0.01 and
B = c¢in/(logn)?, outputs wr such that with probability 0.99,

sin (wr,v) = O (/i(\/g—l— W—Vf;‘f(l/é)>> , (4.10)

where 5() hides poly-logarithmic factors in n, d, 1/¢, and log(1/6) and polynomial factors
in K.
We further interpret this analysis and show that (i) DP-PCA is nearly optimal when the

data is from a Gaussian distribution by comparing against a lower bound (Theorem 4.5.3);
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and (i7) DP-PCA significantly improves upon the private Oja’s algorithm under Example 4.4.1.
We discuss the necessity of some of the assumptions at the end of this section, including how

to agnostically find the appropriate learning rate scheduling.

Near-optimality of DP-PCA under Gaussian distributions. Consider the case of

i.i.d. samples {z;}?_, from a Gaussian distribution from Remark 4.3.4.

Corollary 4.5.2 (Upper bound; Gaussian distribution). Under the hypotheses of Theo-
rem 4.5.1 and {A; = x;x] }, with Gaussian random vectors x;’s, after T = n/B steps,

DP-PCA outputs wr that achieves, with probability 0.99,
~ d dy/log(1/6
sin(wr,vy) = O </€ (\/j—i— #)) : (4.11)
n n

We prove a nearly matching lower bound, up to factors of \/A;/A\y and 4/log(1/J). One

caveat is that the lower bound assumes pure-DP with 6 = 0. We do not yet have a lower
bound technique for approximate DP that is tight, and all known approximate DP lower
bounds have gaps to achievable upper bounds in its dependence in log(1/9), e.g., [25, 161].
We provide a proof in Appendix C.3.1.

Theorem 4.5.3 (Lower bound; Gaussian distribution). Let M. be a class of (¢,0)-DP
estimators that map n i.i.d. samples to an estimate © € RY. A set of Gaussian distributions
with (A1, A2) as the first and second eigenvalues of the covariance matriz is denoted by Py, a,)-

For d>c where ¢ > 0 is some absolute constant, there exists a universal constant C' > 0 such

d d A2
inf Egpn [sin(d(S), > C'mi —+— |4 /=1 4.12
g, e 2 Con (L ) )

Comparisons with private Qja’s algorithm. We demonstrate that DP-PCA can signifi-

that

cantly improve upon Private Oja’s Algorithm with Example 4.4.1, where DP-PCA achieves
an error bound of sin(wz,v;) = O(U\/d/n + ody/log(1/0)/(en)). As the noise power o*

decreases DP-PCA achieves a vanishing error, whereas Private Oja’s Algorithm has a non-

vanishing error in Eq. (4.8). This follows from the fact that the second term in the error
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bound in Eq. (4.10) scales as 7y, which can be made arbitrarily smaller than the second term in
Eq. (4.5) that scales as (7 + 1). Further, the error bound for DP-PCA holds for any ¢ = O(1),
whereas Private Oja’s Algorithm requires significantly smaller ¢ = O(y/log(n/d)/n).

Remarks on the assumptions of Theorem 4.5.1. We have an exponential dependence of
the sample complexity in the spectral gap, n > exp(x?). This ensures we have a large enough
T = |n/B] to reduce the non-dominant second term in Eq. (4.2), in balancing the learning rate
n and T (which is explicitly shown in Egs. C.54 and (C.55) in the Appendix). It is possible to
get rid of this exponential dependence at the cost of an extra term of O(k*y2d? log(1/6)/(n)?)
in the error rate in Eq. (4.10), by selecting a slightly larger T = cx?log®n. A Gaussian-
like tail bound in Assumption A.4 is necessary to get the desired upper bound scaling as

O(d+/1og(1/8)/(en)) in Eq. 4.11, for example. The next lower bound shows that without

such assumptions on the tail, the error due to privacy scales as Q(v/d Alog(1/6)/(en)). We
believe that the dependence in ¢ is loose, and it might be possible to get a tighter lower
bound using [132]. We provide a proof and other lower bounds in Appendix B.3.

Theorem 4.5.4 (Lower bound without Assumption A.4). Let M. be a class of (¢,6)-DP
estimators that map n i.i.d. samples to an estimate © € R%. A set of distributions satisfying
Assumptions A.1-A.3 with M = O(d + \/ne/d), V = O(d) and v = O(1) is denoted by P.
For d > 2, there exists a universal constant C' > 0 such that

d N og ((1 —e—a)/5>,1> S @)

EN

inf sup Egpn [sin(0(S),v1)] > Crmin (\/

VEM: pep

Currently, DP-PCA requires choices of the learning rates, n;, that depend on possibly
unknown quantities. Since we can privately evaluate the quality of our solution, one can
instead run multiple instances of DP-PCA with varying n: = ¢1/(co + t) and find the
best choice of ¢; > 0 and ¢; > 0. Let wy(cy,ce) denote the resulting solution for one
instance of {n; = c1/(co + t)}_,. We first set a target error (. For each round i =
1,..., we will run algorithm for (¢, cp) = [2071, 270 x [27¢F1 2712 271 and (¢, ¢0) =

[27FHL 9=i42  9i-1] 5 [20-1 27141 and compute each sin(wyp(cy, ¢z), v1) privately, each with
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privacy budget ¢; = 0; = m We terminate the algorithm once there there

2i+1 (621'_1) )
is a wr(ey, ¢g) satisfies sin(wr(cy,¢),v1) < ¢. It is clear that this search meta-algorithm
terminate in logarithmic round, and the total sample complexity only blows up by a poly-log

factor.
4.6 Private mean estimation for the minibatch stochastic gradients

DP-PCA critically relies on private mean estimation to reduce variance of the noise required
to achieve (g,0)-DP. We follow a common recipe from [110, , , 32, 54]. First, we
privately find an approximate range of the gradients in the minibatch (Alg. 21). Next, we
apply the Gaussian mechanism to the truncated gradients where the truncation is tailored to

the estimated range (Alg. 22).

Step 1: estimating the range. We need to find an approximate range of the minibatch of
gradients in order to adaptively truncate the gradients and bound the sensitivity. Inspired by
a private preconditioning mechanism designed for mean estimation with unknown covariance
from [133], we propose to use privately estimated top eigenvalue of the covariance matrix
of the gradients. For details on the version of the histogram learner we use in Alg. 21 in
Appendix C.5.2, we refer to [160, Lemma D.1|. Unlike the private preconditioning of [133]
that estimates all eigenvalues and requires n = O(d*/2log(1/6) /<) samples, we only require

the top eigenvalue and hence the next theorem shows that we only need n = O(dlog(1/9)/e).

Theorem 4.6.1. Algorithm 21 is (e,9)-DP. Let g; = A;u for some fized vector u, where A;
satisfies A.1 and A.4 in Assumption 5 such that the mean is Elg;| = Yu and the covariance
is E[(g;i — Xu)(g; — Yu)"| = N2H,,. With a large enough sample size scaling as

B0 (KQd log(dlog(1/(d¢))/(¢e)) log™ (Bd/<) 10g(1/(C5))> _ 5 <K2d log(1/5)>

9 9

Algorithm 21 outputs A achieving A € [(1/V2)N3||Hy |2, V2A}|| Hyl|2] with probability 1 — ¢,
where the pair (K > 0,a > 0) parametrizes the tail of the distribution in A.4 and O(-) hides
logarithmic factors in B,d,1/(,1og(1/d), and €.
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We provide a proof in Appendix C.5.2. There are other ways to privately estimate the

range. Some approaches require known bounds such as 02, < \3(H,);; < o2, for all i € [d]
[110], and other agnostic approaches are more involved such as instance optimal universal

estimators of [72].

Step 2: Gaussian mechanism for mean estimation. Once we have a good estimate of
the top eigenvalue from the previous section, we use it to select the bin size of the private
histogram and compute the truncated empirical mean. Since truncated empirical mean has a
bounded sensitivity, we can use Gaussian mechanism to achieve DP. The algorithm is now
standard in DP mean estimation, e.g., [110, |. However, the analysis is slightly different
since our assumptions on g;’s are different. For completeness, we provide the Algorithm 22 in

Appendix C.5.3.

The next lemma shows that the Private Mean Estimation is (g,9)-DP, and with high
probability clipping does not apply to any of the gradients. The returned private mean,
therefore, is distributed as a spherical Gaussian centered at the empirical mean of the gradients.
This result requires that we have a good estimate of the top eigenvalue from Alg. 21 such
that A ~ \2||H,||o. This analysis implies that we get an unbiased estimate of the gradient
mean (which is critical in the analysis) with noise scaling as O(\;y+/dlog(1/8)/(¢B)), where
v? = maxy,|u|=1 || Hu||2 (which is critical in getting the tight sample complexity in the second

term of the final utility guarantee in Eq. (4.10)). We provide a proof in Appendix C.5.3.

Lemma 4.6.2. For ¢ € (0,0.9) and any § € (0,1), Algorithm 22 is (,0)-DP. Let g; =
Agu for some fixed vector u, where A; satisfies A.1 and A.4 in Assumption 5 such that
the mean is Elg;] = Yu and the covariance is E[(g; — Yu)(gi — Yu)T] = M H,. If A €
NI Hull2/v2, V2A | Hullo], 6 < 1/B, and B = Q((\/dlog(1/0) /<) log(d/(¢0))) then, with
probability 1 — (, g; € g+ [—3K\/Xloga(Bd/C), BKmloga(Bd/C)}d for alli € [B].
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4.6.1 Proof sketch of Theorem 4.5.1

We choose B = O(n/log®n) such that we access the dataset only 7' = ©(log® n) times. Hence
we do not need to rely on amplification by shuffling. To add Gaussian noise that scales as the
standard deviation of the gradients in each minibatch (as opposed to potentially excessively
large mean of the gradients), DP-PCA adopts techniques from recent advances in private
mean estimation. Namely, we first get a private and accurate estimate of the range from
Theorem 4.6.1. Using this estimate, A, Private Mean Estimation returns an unbiased estimate
of the empirical mean of the gradients, as long as no truncation has been applied as ensured

by Lemma 4.6.2. This gives

B
1
Wy — Wy + 1 (E Z AB(t—1)+iWe—1 + 5t2’t> ) (4.14)

i=1

for z, ~ N(0,1) and 3, = 3KV 2 loga(BZ]/;) V/ 2d108(2:5/9) Using rotation invariance of spherical

Gaussian random vectors and the fact that ||w,_1]| = 1, we can reformulate it as
LB
wy < w1 + 1 (E ; AB(-1)+i t @Gﬁ) W1 - (4.15)
A

This process can be analyzed with Theorem 4.2.2 with A, substituting A;.
4.7 Discussion

Under the canonical task of computing the principal component from i.i.d. samples, we show
the first result achieving an optimal error rate. This critically relies on two ideas: minibatch
SGD and private mean estimation. In particular, private mean estimation plays a critical role
in the case when the range of the gradients is significantly smaller than the norm; we achieve
an optimal error rate that cannot be achieved with the standard recipe of gradient clipping.

Assumption A.4 can be relaxed to heavy-tail bounds with bounded k-th moment on A;,
in which case we expect the second term in Eq. (4.10) to scale as O(d(y/log(1/5)/en)'~'/*),

drawing analogy from a similar trend in a computationally inefficient DP-PCA without
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spectral gap [161, Corollary 6.10]. When a fraction of data is corrupted, recent advances in
[212, , 121] provide optimal algorithms for PCA. However, existing approach of [161] for
robust and private PCA is computationally intractable. Borrowing ideas from robust and
private mean estimation in [160], one can design an efficient algorithm, but at the cost of
sub-optimal sample complexity. It is an interesting direction to design an optimal and robust
version of DP-PCA. Our lower bounds are loose in its dependence in log(1/d). Recently, a
promising lower bound technique has been introduced in [132]| that might close this gap.
There are two ways to extend our framework to general rank-r PCA, whose analyses
are promising research directions. First, applying Hotelling’s deflation method [111], we can
iteratively find the PCA components one by one, by alternating our DP-PCA and deflation.
For example, in one step of the iteration, we only update the current iterate vector in the
directions orthogonal to all the previously found PCA components. Repeating this steps
gives the estimates of the top principal components. Secondly, we can directly apply Oja’s
algorithm. We keep track of a r-dimensional subspace in the Oja’s update rule for PCA, and
perform QR decomposition to keep the iterates on the Grassmannian manifold. It might be

possible to extend the analysis of [113] to analyze the private version.
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Chapter 5

LABEL-ROBUST DIFFERENTIALLY PRIVATE LINEAR
REGRESSION

5.1 Introduction

Differential Privacy (DP) [78] is a standard notion of privacy widely adopted by both industry
and government [189, 82, 81, 2]. With widespread usage of ML and statistical techniques,
DP becomes even more critical to ensure private information of participating individuals
is not revealed in any form via the learned model. An statistical estimator is said to be
(e, §)-differentially private if presence/absence of an individual’s data point in the dataset does
not significantly change the estimated output. Smaller € > 0 and § € [0, 1] imply stronger
privacy guarantees.

While privacy preserving statistical estimators have been studied extensively in recent past,
several critical questions remain open (see App. D.1 for a survey). Consider the canonical
statistical task of linear regression with n i.i.d. samples, {(x; € R%, y; € R)},, drawn from
z; ~ N(0,3), yi = 2] w* + 2, 2 ~ N(0,0?) and E[z;z;] = 0 for some true parameter w* € R%
The error is measured in (1/0)||w — w*||g := (1/0)||XY?(w — w*)]|, which correctly accounts
for the signal-to-noise ratio in each direction; in the direction of large eigenvalue of ¥, we
have larger signal in x; but the noise z; remains the same. We expect smaller errors in those
directions, which is accounted for in the error measure (1/0)||w — w*||x.

Minimax optimal sample complexity for estimating the optimal linear regression model
with DP was recently established. For the lower bound, using recently introduced score
attack technique, [11, Theorem 3.1] shows that n = Q(d/a? + d/(sa)) samples are necessary
to achieve an error of (1/0)||w — w*||s = « (in expectation). For the matching upper

bound, High-dimensional Propose-Test-Release (HPTR) in [161] and Robust-to-Private in
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[17] show that n = O(d/a? + d/(ea)) samples are also sufficient. The first term of d/a? is
the fundamental sample complexity even if privacy is not required, and the second term of
d/(ea) is the cost of privacy.

This implies that, statistically, the problem appears to be solved. However, computation-
ally, the problem is still open despite multiple studies of the problem. That is, the statistical
optimal algorithms still take exponential time.

After a series of efforts in computationally efficient approaches as surveyed in App. D.1,
[199] achieves the best known sample complexity of n = O(d/a? + kd/(ca) + k?d/e), where
k is the condition number of the covariance ¥ of the covariates. Compared to HPTR, the
cost of computational efficiency is factor of x in the second term and the third term that is
unnecessary. As the condition number can be quite large, improving the dependence on x is
of utmost importance. Furthermore, the technique of [199] strictly requires sampling without
replacement, whose analysis relies on having an explicit form of the end-to-end update. In
particular, their analysis technique is not applicable to the case with corrupted samples.

In contrast, we propose a novel method (Alg. 13) that builds upon full-batch gradient
descent and applies a carefully chosen adaptive clipping which is a general technique used in
practice as well [1]. Together with an intuitive but intricate analysis technique, we improve

the sample complexity to n = O(d/a? + k'/2d/(ca)).

Corollary 5.1.1 (Corollary of Thm. 5.3.1 for sub-Gaussian data). Alg. 13 is (&,9)-DP.
Let S = {(z;,y:) 7y be a dataset of i.i.d. samples with z; ~ N(0,X), y; = z]w* + z
and z; ~ N(0,0%) for some unknown true parameter w* = L 'E[y;x;] € R and unknown
> and 0. Then n = O(d/o? + k'/2d/(ca)) samples are sufficient for Alg. 13 to achieve
(1/0)||i0 — w*||s = O(c) with high probability, where r = Amax(2)/Amin(X).

Due to space constraints, we focus on sub-Gaussian distributions in the main text and
provide comparisons to prior work in Tab. 5.1. Our analysis in App. D.8 applies to a more
general family of light-tailed distributions, called sub-Weibull. Next, when the noise in the

samples is heavy-tailed, a similar algorithm can be applied with carefully chosen clipping
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Table 5.1: Suppose data is drawn from a linear model in d-dimensions from sub-Gaussian
covariates with covariance Y and sub-Gaussian noise with variance 0. To achieve an error
rate of (1/0)|jw — w*||s = « with (g,0)-DP, DP-RobGD requires the least number of samples
among computationally efficient algorithms. This improves over [199] by a factor of x!/2 in
the second term, where x is the condition number of ¥. We hide polylogarithmic factors in d,

k and 1/5. ®*DP-Theil-Sen is only analyzed when x = 1 and its dependence ¢ is unknown.

Algorithm Runtime Sample Complexity
TukeyEM |1 1] poly no guarantee
DP-Theil-Sen [1%7] 4 poly L+ Ly
DP-AMBSSGD [199] poly 44 Ly e
DP-RobGD [Theorem 5.3.7] poly L+ Lgl2

HPTR [1(1], Robust-to-private [17] exp 44+ 4

Lower Bound [11] 44+ 4

thresholds to account for the heavier tail. Concretely, for k-th moment bounded distributions,
the tail of the distribution gets increasingly heavier with smaller k. This would require larger
number of samples to achieve the same accuracy, which is captured in our sample complexity
of n = O(d/a®/* =1 4 g1/2d/(ea®/* 1)), We explain the heavy-tailed setting, provide a
detailed analysis and a proof, and discuss the results in App. D.12. This is the first efficient

algorithm with provable guarantees achieving (e, §)-DP.

Corollary 5.1.2 (informal version of Coro. D.12.5 for heavy-tailed noise). Alg. 25 is (&, d)-DP.
Let S = {(z;, ;) }", be a dataset of i.i.d. samples with x; ~ N'(0,%), y; = z, w* + z;, and the
zero-mean, independent, and heavy-tailed noise z; satisfies E[|z/a|*] = O(1) for some unknown
true parameter w* € R and unknown ¥ and 0. Then n = O(d/a®*/*=1) 1 g1/2d/(ea®/+=D))
samples are sufficient for Alg. 25 in App. D.12 to achieve an error rate of (1/0)||w — w*||x =
O(c) with high probability, where K := Amax(2)/Amin(X)-
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Perhaps surprisingly, we show that Alg. 13 is also robust against label-corruption, where
an adversary selects an arbitrary ceorrupt fraction of the data points and changes their response
variables arbitrarily. Ideally, we want a robust algorithm against a stronger adversary who
can corrupt the covariates also. However, even for a simpler problem of private mean
estimation, achieving robustness against such a strong adversary with O(d) samples requires
heavy machinery (convex relaxations of sum-of-squares optimization) with significantly more
computations (although polynomial) [109].

Our lower bound in Prop. 5.3.8, together with the lower bound in [11] on the uncorrupted
case, shows that n = Q(d/a? + d/(ea)) samples are necessary to achieve an error rate of
(1/0)||w — w*||s = O(c + Qcorrupt)- In particular, it is impossible to achieve an error below
Qeorrupt €venl if we have infinite samples (Prop. 5.3.8), and hence there is no need to aim
for o < orrupt- This lower bound is matched by exponential time approaches, HPTR in
[161] and Robust-to-Private in [17], which also guarantee robustness. Currently, there is no
efficient algorithm that can guarantee both privacy and robustness for linear regression. To
this end, we provide the first efficient algorithm guaranteeing both, with a sample complexity

that is optimal up to a x'/? factor.

Corollary 5.1.3 (Corollary of Thm. D.8.2 for sub-Gaussian data with adversarial label
corruption). Under the hypotheses of Coro. 5.1.1, suppose Qeorrupt-fraction of the labels are
corrupted arbitrarily. Then n = O(d/o® 4+ kY2d/(ca)) samples are sufficient for Alg. 13
to achieve an error rate of (1/0)||d — w*||s = O(a + Qeorrupt) with high probability, where
K= Amax(2)/Amin(2).

When acorrupt = 0, this recovers the non-robust result from Coro. 5.1.1. A similar
robustness guarantee also holds for heavy-tailed settings. We provide a formal statement in
App. D.12

Contributions. For a canonical problem of private linear regression under sub-Gaussian

distributions, the best known efficient algorithm [199] requires

5 2
n:O(d +/€—d+ﬂ) ;

a?  ex €
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to achieve (1/0)||w —w*||s = a. We provide the first efficient algorithm that improves this to

5 d 1/2
n:O<—2+/{ d),
(6 EQ

which nearly matches the exponential-time algorithms [161, 17] and the lower bound [11] up

to k'/2 in the second term. For the same problem, we show that the same algorithm is the
first to achieve robustness against adversarial corruption of the labels.

Under a heavy-tailed distribution of the noise, we provide the first computationally efficient
algorithm, to the best of our knowledge, that achieves a sample complexity close to that of
an exponential-time algorithm of [161]. There is no matching lower bound in the heavy-tailed
setting. This is also the first efficient algorithm to achieve robustness against adversarial

corruption of the labels under heavy-tailed noise.

5.2 Problem formulation and background

When there is no adversary, we present our results under the standard linear model with
sub-Gaussian covariates and noise. In App. D.8, we present a more general family of (K, a)-
sub-Weibull distributions that recovers the standard sub-Gaussian family as a special case

when a = 0.5. The necessity of such assumptions on the tail is explained in Sec. 5.3.4.

Assumption 6 (sub-Gaussian model). We have i.i.d. samples S = {(z; € R%,y; € R)}™,
from a distribution Ps, y» »2 of a linear model y; = (x;, w*) + z;, where the input vector x;
has zero mean Elx;] = 0 and a positive definite covariance ¥ := Elx;z]] = 0, and the (input
dependent) label noise z; has zero mean E[z] = 0 and variance o* := E[2?]. We further
assume E[z;z;] = 0, which is equivalent to assuming that the true parameter w* = L Ely;z;].
We assume the marginal distributions of x; and z; are K-sub-Gaussian with K = O(1), as

defined below.

Definition 5.2.1. 2 € R? is K-sub-Gaussian if for all v € R, E [exp (%)} <2

Given a dataset S that is i.i.d. sampled from Pxz2 4« ,2 satisfying Asmp. 6, our goal is to
estimate w* that minimizes (1/0)|[@w — w*||s, which is also equivalent to minimize the excess

population risk, i.c., L(w*) — L() where L(w) 1= Eop, . L[y — (w,x))?].
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Notations. A vector x € R? has the Euclidean norm ||z||. For a matrix M, we use || M| to
denote the spectral norm. The error is measured in || — w*||s := || XY2(d — w*)|| for some
PSD matrix ¥. The identity matrix is denoted by I; € R4, Let [n] = {1,2,...,n}. O(-)
hides some constants terms, K = (1), and poly-logarithmic terms in n, d, 1/¢, log(1/4),

1/¢, and 1/acorupt- For a vector x € R?, we define clip, () := z - min{1, a/||z|/}.

Background on DP. Differential Privacy is a standard measure of privacy leakage when data
is accessed via queries, introduced by [758]. Two datasets S and S are said to be neighbors if
they differ at most by one entry, which is denoted by S ~ S’. A stochastic query ¢ is said to be
(¢, 0)-differentially private for some ¢ > 0 and § € [0, 1], if P(q(S) € A) < e°P(q(S) € A) + 4,
for all neighboring datasets S ~ S’ and all subset A of the range of the query. We build
upon two widely used DP primitives, the Gaussian mechanism and the private histogram.
A central concept in DP mechanism design is the sensitivity of a query, defined as A, :=

supg.g ||¢(S) —q(S")||. We describe Gaussian mechanism and private histogram in App. D.2.

5.2.1 Comparisons with the prior work

The state-of-the-art approach introduced by [199] is based on DP-SGD [182], where privacy
is ensured by gradient norm clipping and the Gaussian mechanism. Two additional technical
components are adaptive clipping and streaming SGD. Adaptive clipping with an appropriate
threshold 6, ensures that no data point is clipped (under the sub-Gaussian assumption), while
providing a bound on the sensitivity of the average mini-batch gradient (to ensure we do not
add too much noise). The streaming approach, where each data point is only touched once
and discarded, ensures independence between the past iterate w; and the gradients at round
t+ 1, which the analysis critically relies on. For T' = (k) iterations where & is the condition
number of the covariance ¥, the dataset S = {(z;,y;)}?, is partitioned into {B;}{ - subsets
of equal size: |By| = ©(n/k). At each round t, the gradients are clipped and averaged with

additive Gaussian noise chosen to satisfy (e, 0)-DP:

0,1/2 log(1.25/5)yt) | 5.1)

1 .
Wiy & Wy — 77(— 5 clip, (zi(w 2z —y)) + -B,
t

|Bt| i€By
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where v; ~ N(0,1;). In [199], a slight variation of this streaming SGD is shown to achieve
an error of (1/0)|wr — w*||s = a with n = O(d/a? + kd/(ca) + k*d/<) samples (Row 3 in
Tab. 5.1).

Our technical innovations. Our approach builds upon such gradient based methods
but makes several important innovations. First, we use full-batch gradient descent, as opposed
to the streaming SGD above. Using all n samples reduces the sensitivity of the per-round
gradient average by a x factor, and thus decreases the privacy noise added in each iteration.
This improves the second term of sample complexity from kd/(ca) to £'/2d/(e)) and removes
the third term completely. However, full-batch GD loses the independence that the streaming
SGD enjoyed between w; and the samples used in the round ¢ + 1. This dependence makes
the analysis more challenging. We instead propose using the resilience to precisely track
the bias and variance of the (dependent) full-batch average gradient. Resilience is a central
concept in robust statistics that links the tail-property of the distribution to the bias, which
we explain in Sec. 5.5.

Next, one critical component in achieving this improved sample complexity is the new
analysis technique we introduce for tracking the end-to-end gradient updates. Since our
gradient descent algorithm is not guaranteed to make progress every step, we cannot use
the vanilla one-step analysis. Taking the full end-to-end analysis by expanding the whole
gradient trajectory will introduce too many correlated cross-terms which are very hard to
control. Therefore, we leverage an every k-step analysis and show that the objective function
at least decreases geometrically every k steps. To be more specific, our analysis technique
in App. D.8 (steps 3 and 4) opens up the iterative updates from the beginning to the end,
and exploits the fact that Apax((n3)Y2(1 — nX) (nX)"/?) is upper bounded by 1/(i 4 1) when
|In2]| < 1. This technique is critical in achieving the near-optimal dependence in . This
might be of independent interest to other analysis of gradient-based algorithms. We refer to
the beginning of step 3 in App. D.8 for a detailed explanation.

Finally, we propose a novel clipping that separately clips z; and (w, z; — ;) in the gradient,

(wz; — y;)z;. This is critical in achieving robustness to label-corruption, as we explain in
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Sec. 5.3.1.

5.3 Label-robust and private linear regression

We introduce a novel gradient descent approach. This achieves an improved sample complexity

compared to the state-of-the-art algorithm and robustness against label corruption.

5.8.1 Algorithm

The skeleton of our approach in Alg. 13 is the general DP-SGD |1, 182] with adaptive clipping
[12]. We partition the dataset into three equal-sized subsets: Sp,S3,.S3. S; and Sy are used
in adaptively estimating the clipping thresholds, and S5 is re-used every step to compute the
average gradient.

The standard adaptive clipping, e.g., [12, |, is not robust against label-corruption.
Under sub-Gaussian distribution, a positive fraction of the covariates, x;’s, can be close to the
origin. If the adversary chooses to corrupt those points with small norm, ||z;||, they can make
large changes in the corrupted residual, (y; — w, x;), while evading the standard clipping by
the norm of the gradient; the norm of the gradient, ||z;(y; — w, z;)|| = ||=s|| lvi — w/ 24|, can
remain under the threshold. This is problematic, since the bias due to the corrupted samples
in the gradient scales proportionally to the magnitude of the residual (after clipping). To this
end, we propose clipping the norm and the residual separately: clipg(z;)clipy, (wtT T; — yz)
This keeps the sensitivity of gradient average bounded by ©(6;). The subsequent Gaussian
mechanism in line 11 ensures (g, dp)-DP at each round. Applying advanced composition in
Lemma 2.3.4 of T rounds, this ensures end-to-end (e, d)-DP.

Novel adaptive clipping. When clipping with clipg(x;), the only purpose of clipping
the covariate by its norm, ||z;||, is to bound the sensitivity of the resulting clipped gradient.
In particular, we do not need to make it robust as there is no corruption in the covariates.
Ideally, we want to select the smallest threshold © that does not clip any of the covariates.
Since the norm of a covariate is upper bounded by ||z;|* < K?Tr(X) log(1/¢) with probability

1 — ¢ (Lemma D.10.3), we estimate the unknown Tr(X) using Private Norm Estimator in
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Alg. 24 in App. D.6 and set the norm threshold © = K /2T log(n/C) (Alg. 13 line 4). The n
in the logarithm ensures that the union bound holds.

When clipping with clipy, (w," @; —y;), the purpose of clipping the residual by its magnitude,
ly; — w, x| = |(w* — wy)Tw; + 2, is to bound the sensitivity of the gradient and also to
provide robustness against label-corruption. We want to choose a threshold that only clips
corrupt data points and at most a few clean data points. In order to achieve an error
(1/0)||wr — w*||s = «, we know that any set of (1 — «) fraction of the clean data points is
sufficient to get a good estimate of the average gradient. By clipping at |(w* —wy) "z; + 2| <
(lwe — w*||% + 0*)CK?1og(1/(2a)), Lemma D.10.3 guarantees that the unclipped subset
will be large enough, i.e., (1 — a)n. At the same time, this threshold on the residual is
small enough to guarantee robustness against the label-corrupted samples. We introduce the
robust and DP Distance Estimator in Alg. 23 to estimate the unknown (squared and shifted)
distance, ||w, — w*||% + 02, and set the distance threshold 6, = 2v/27;1/9C2K?log(1/(2c))

(Alg. 13 line 7). Both norm and distance estimation rely on DP histogram (Lemma A.2.1),
but over a set of statistics computed on partitioned datasets, which we explain in detail in

App. D.3.

5.3.2  Analysis without adversarial corruption

We show that Alg. 13 achieves an improved sample complexity. We provide the proof for
a more general class of distributions in App. D.8 and a sketch of the proof in Sec. 5.5. We

address the necessity of the assumptions in Sec. 5.3.4, along with some lower bounds.

Theorem 5.3.1. Alg. 13 is (¢,6)-DP. Under sub-Gaussian model of Asmp. 6, for any failure

probability ¢ € (0,1) and target error rate «, if the sample size is large enough such that

1

3 K2dT"?log(1), /log(1)
n=0 | K2dlog? (Z) y drlosld/e) | ' :

o2 cq

, (5-2)

with a large enough constant, then the choices of a step size n = 1/(CA\pax(X2)) for any

C > 1.1 and the number of iterations, T = © (klog (|[w*|))) for a condition number of the
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Algorithm 13: Robust and Private Linear Regression

Input: S = {(z;,y;)}3",, DP parameters (¢, 0), T, learning rate 7, failure probability
¢, target error «, distribution parameter K

1 Partition dataset S into three equal sized disjoint subsets S = S; U Sy U S3.

N

5(—i€<—; <—£w<—0
0 oT <0 4ma@ 37 YO0

3 I' « PrivateNormEstimator(Si, €9, do, (o) // using Alg. 24, App. D.6
© < K+v2I'log"(n/¢)
5 fort=0,1,2,..., 7 —1do

IS

6 v < PrivateDistanceEstimator(Ss, wy, €9, do, @, (o) // using Alg. 23,
App. D.3
7| 0+ 227 - /9C2 K2 log(1/(20)).

8 | Sample v, ~ N (0,1,)

9 gf“ — clip@(xi)clipet(xjwt — i)

10 o1 = (1/210g(1.25/60)06;)/(eon)

11 Wep1 <= Wy — 1) (% D iess f]z(t) + ¢tVt>

12 Return wy
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covariance K := Apax(X)/Amin(X), ensures that, with probability 1 — ¢, Alg. 13 achieves

. 1
Eul,-“,l/TNN(O,Id) [ HwT - w*”%} = O<K402a2 10g2 (a) > ) (5?))

where the expectation is taken over the noise added for DP, and O and é() hide logarithmic
terms in K,o0,d,n,1/e,log(1/9),1/c, and k.

Remark 5.3.2. Omitting some constant and logarithmic terms, Alg. 18 requires

~rd kY
- 0(— ) 5.4
" a? * e (5-4)
samples to ensure an error rate of (1/0®)E[||wr — w*||3] = O(a?). From [}1, Theorem

3.1], there exists an n = Q(d/a? + d/(ea)) lower bound, and our upper bound matches
this lower bound up to a factor of k'/? in the second term and other logarithmic factors.
(5.4) is the best known rate among all efficient private linear regression algorithms, strictly
improving upon the state-of-the-art. The best existing efficient algorithm by [199] requires
n = O(d/o?+ kd/(ca) + k%d/e) to achieve the same error rate. Compared to (5.4), the second

1/2

term is larger by a factor of k'/* compared to the second term in (5.4). Further, [199] requires

k2d/e, which is not needed in (5.4).

Remark 5.3.3. Consider the standard settings of linear regression with z; ~ N'(0,14) and
z; ~ N(0,0%) such that the condition number is one, our bound given by Eq (5.4) nearly

matches the lower bound ([/1, Theorem 3.1]) up to logarithmic factors.

Remark 5.3.4. Note that the leading term in Eq (5.4) is the first term d/a® when target

1/2

error a < g/kY%. Our first term is independent of k, which matches the lower bound for

non-private linear regression.

Remark 5.3.5. The third term k2*d/e in [199] is independent of error rate o but scales as
k2. This term is required to ensure the privacy noise added in each iteration is small enough
for their DP-SGD to make progress (Appendix. B.2.2 in [199]). Our algorithm is based

on full-batch gradient descent, which uses all n samples and thus reduces the sensitivity of
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gradient average by a k factor. As a result, we show in (D.51) that our algorithm only requires
n = O((1/e)\/k}/2d/a) to make progress for each iteration. This is strictly smaller than our
dominant term kY2d/(cc) and does not show up in our final guarantee. We provide a formal

proof in App. D.8.

Remark 5.3.6. One of the key innovations in Alg. 13 is the adaptive distance estimator
(Alg. 23 in App. D.3). The goal is to privately estimate the (shifted) distance of the current
estimate, i.e., ||w; —w*||s + 02, without the knowledge of w*. We show in Thm. D.5.1 that our
novel distance estimator only requires an error-independent sample complexity n = é(/{l/Qd/e)
to achieve a constant multiplicative error. Note that the DP-STAT (Algorithm 3 in [199]) can
also be used to estimate the distance. But it requires the knowledge of domain size ||w*||s + 0.
We completely remove this requirement, improve the dependence on K and log(n), and show
it is also robust, as introduced in the next section. We provide the algorithms and analysis in

App. D.3 and the formal proof in App. D.4.

5.3.83 Robustness against label corruption

We assume there exists a good dataset Sgo0q that satisfies Asmp. 6. We only get access to a
label-corrupted dataset under the standard definition of label corruption, e.g., [31]. There are

variations in literature on the definition, which we survey in App. D.1.

Assumption 7 (qcopupt-corruption). Given a dataset Sgooa = {(xi,yi)}iy, an adversary
inspects all the data points, selects ceorruptn data points denoted as Sy, and replaces the labels
with arbitrary labels while keeping the covariates unchanged. We let Sp.q denote this set

of Qeorruptnt newly labelled examples by the adversary. Let the resulting set be Scorrupt 1=

Sgood U Sbad \ Sr-

Our goal is to estimate the unknown parameter w*, given corrupted dataset Scorrupt,
distribution parameter K, and (an upper bound on) the corruption level oprupt-
Under the non-private scenario, i.e., € = oo, recent advances led to optimal algorithms

for linear regression that are robust to label corruptions [31, 55]; if the corruption level is
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smaller than the target error rate, i.e., ccorrupt < @, then n = O(d/ a?) samples are sufficient
to achieve an error rate of (1/0)||w — w*||s = a. The sample complexity of d/a? is optimal
as it matches the information theoretic lower bound. The condition orrupt < ¢ is necessary
since it is information theoretically impossible to achieve error a less than ccerrupt, as we
prove in Prop. 5.3.8. Setting the target error to the minimum possible value of o = ccorrupt;
we say that these algorithms achieve optimal robustness since the minimum robust error
rate of (1/0)||w — w*||s, = O(@corrupt) can be achieved with minimal sample complexity of
n=0(d/ ozgorrupt). We aim to achieve such optimal robustness simultaneously with differential

privacy in a computationally efficient manner.

Theorem 5.3.7. Under sub-Gaussian model of Asmp. 6 and ccoprupt-corruption of Asmp. 7, if
the corruption level is below the target error rate, a > Qeorrupt, then n = O(d/a? + kY?d/(car))

samples are sufficient for Alg. 13 to achieve an error rate of (1/0®)E[||w — w*||%] = O(a?).

This is the first efficient approach to achieve robustness and (g,0)-DP simultaneously.
The existing such algorithms take exponential time 161, Corollary C.2] and [17], but achieve
optimal sample complexity of n = O(d/a? + d/(sa)). Notice that there is no dependence on
k. It remains an open question if computationally efficient private linear regression algorithms
can achieve such an optimal k-independent sample complexity. We make the first advance
towards this ambitious goal with the above theorem. Our sample complexity is sub-optimal
only by a factor of y/k in the second term. This is achieved by individually clipping the
covariate, z;, and the residual, (wz; — y;), in Alg. 13 and carefully tracking the bias of

clipping with the use of resilience in the analysis in App. D.8.

5.3.4  Lower bounds

Necessity of our assumptions. A tail assumption on the covariate z; such as Asmp. 6
is necessary to achieve n = O(d) sample complexity in (5.4). Even when the covariance 3
is close to identity, without further assumptions on the tail of covariate x, the result in [27]

implies that for § < 1/n, it is necessary for an (g, §)-DP estimator to have n = Q(d*?/(ca))
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samples to achieve || — w*|y, = O(a) (see Eq. (3) in [206]). Note that this lower bound is a

factor d'/? larger than our upper bound that benefits from the additional tail assumption.

A tail assumption on the noise z; such as Asmp. 6 is necessary to achieve n = O(d/(sx))
dependence on the sample complexity in (5.4). For heavy-tailed noise, such as k-th moment
bounded noise, the dependence can be significantly larger. [161, Proposition C.5] implies
that for § = e7®@ and 4-th moment bounded x; and z;, any (¢,§)-DP estimator requires

n = Q(d/(ea?)), which is a factor of 1/a larger, to achieve (1/02)||w — w*||s = O(a).

The assumption that only labels are corrupted is critical for Alg. 13. The average of the
clipped gradients can be significantly more biased, if the adversary can place the covariates
of the corrupted samples in the same direction. In particular, the bound on the bias of our
gradient step in (D.36) in App. D.8 would no longer hold. Against such strong attacks, one
requires additional steps to estimate the mean of the gradients robustly and privately, similar
to those used in robust private mean estimation [160, , , 15]. There is no known

linear-time algorithm to achieve this, and this is outside the scope of this work.

Lower bounds under label corruption. Under the acomupt label corruption setting
(Asmp. 7), even with infinite data and without privacy constraints, no algorithm is able to

learn w* with ¢5 error better than corupt. We provide a formal derivation for completeness.

Proposition 5.3.8. Let Dy, ;2 ¢ be a class of distributions on (x;,y;) from sub-Gaussian
model in Asmp. 6. Let S, o be an a-corrupted dataset of n i.1.d. samples from some distribution
D € Dy, y2 « x under Asmp. 7. Let M be a class of estimators that are functions over S, 4.

Then there exists a constant ¢ such that min, yepq Maxs, , pep, , wox B[l —w*|3] >

o4 w* K’

ca?o?.

A proof is provided in App. D.9.1. A similar lower bound can be found in [22, Theorem
6.1].
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Figure 5.1: Performance of various techniques on DP linear regression. d = 10 in all the
experiments. n = 107,k = 1 in the 2"? experiment. n = 10",0 = 1 in the 3"¢ experiment,
where « is the condition number of ¥ and o2 is the variance of the label noise z;.

5.4 Experimental results

5.4.1 DP Linear Regression

We present experimental results comparing our proposed technique (DP-ROBGD) with other
baselines. We consider non-corrupted regression in this section and defer corrupted regression
to the App. D.11. We begin by describing the problem setup and the baseline algorithms
first.

Experiment Setup. We generate data for all the experiments using the following generative
model. The parameter vector w* is uniformly sampled from the surface of a unit sphere. The
covariates {x;}?, are first sampled from A (0,%) and then projected to unit sphere. We
consider diagonal covariances ¥ of the following form: [0, 0] = &, and X[i,i] = 1 for all : > 1.
Here k > 1 is the condition number of ¥. We generate noise z; from uniform distribution
over [—o,0|. Finally, the response variables are generated as follows y; = z/ w* + z;. All the
experiments presented below are repeated 5 times and the averaged results are presented.
We set the DP parameters (¢,d) as € = 1,6 = min(107% n2). Experiments for ¢ = 0.1 can be

found in Fig. D.1 in the App. D.11.

Baseline Algorithms. We compare our estimator with the following baseline algorithms:

e Non private algorithms: ordinary least squares ((5s), one-pass stochastic gradient descent

with tail-averaging (SGD). For SGD, step-size is 1/(2Ayax) and minibatch size is n/T,
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where 7' = 3k logn.

e Private algorithms: sufficient statistics perturbation (DP-SSP) [38, 206], differentially
private stochastic gradient descent (DP-AMBSSGD) [199]. DP-SSP had the best
empirical performance among numerous techniques studied by [206], and DP-AMBSSGD

has the best known theoretical guarantees. The DP-SSP algorithm involves releasing
XTX and X'y differentially privately and computing (ﬁ)_l)?T\y DP-AMBSSGD
is a private version of SGD where the DP noise is set adaptively according to the excess
error in each iteration. For both algorithms, we use the hyper-parameters recommended
in their respective papers. To improve the performance of DP-AMBSSGD, we reduce
the theoretical clipping threshold by a constant factor.

DP-RoBGD. We implement Alg. 13 with the following key changes. Instead of relying
on PrivateNormEstimator to estimate I', we set it to its true value Tr(X). This is done for
a fair comparison with DP-AMBSSGD which assumes the knowledge of Tr(3). Next, we
use 20% of the samples to compute 7, in line 5 (instead of the 50% stated in Alg. 13). In
our experiments we also present results for a variant of our algorithm called DP-ROBGD*
which outputs the best iterate based on ~;, instead of the last iterate. One could also perform
tail-averaging instead of picking the best iterate. Both these modifications are primarily
used to reduce the variance in the output of Alg. 13 and achieved similar performance in our

experiments.

Results. Figure 5.1 presents the performance of various algorithms as we vary n, k,o. It
can be seen that DP-ROBGD outperforms DP-AMBSSGD in almost all the settings (and
DP-ROBGD* outperforms DP-ROBGD in all cases). DP-SSP has poor performance when
the noise o is low, but performs slightly better than DP-ROBGD in other settings. A major
drawback of DP-SSP is its computational complexity which scales as O(nd?+d“). In contrast,
the computational complexity of DP-ROBGD has smaller dependence on d and scales as

O(ndk). Thus the latter is more computationally efficient for high-dimensional problems.

More experimental results on both robust and private linear regression can be found in the
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App. D.11.

5.5 Sketch of the main ideas in the analysis

We provide the main ideas behind the proof of Thm. 5.3.1. The privacy proof is straightforward
since no matter what clipping threshold we use the noise we add is always proportionally to
the clipping threshold which guarantees privacy. In the remainder, we focus on the utility
analysis.

The proof of the utility heavily relies on the resilience [135] (also known as stability [67]),
which states that given a large enough sample set S, various statistics (for example, sample
mean and sample variance) of any large enough subset of S will be close to each other. We

define resilience as follows.

Definition 5.5.1 ([161, Definition 23]). For some o € (0,1), p1 € Ry, po € Ry, and p3 € R4,
ps € Ry, we say dataset Sgooa = {(z: € RYy; € R)}, is («, py, p2, p3, pa)-resilient with
respect to (w*, 3, 0) for some w* € RY, positive definite ¥ = 0 € R™? and o > 0 if for any
T C Sgood 0f size |T| > (1 — a)n, the following holds for all v € R%:

ﬁ <x§g<v,x@-><yi —zjw)| < p Vo Svo (5:5)
|T|;y T 2—UTEU‘ <pv v (5.6)
? Z —JIU) 2—0’<p302 (5.7)
lL (Z 0,25 | < pV/o S0 . (5.8)

We give an overview of the proof for non-robust case as follows. First, we introduce some
notations. Let gZ@ = (] wy — y;)x; be the raw gradient and QZ-(t) := clipg (z;)clipy, (z] wy — y;)
be the clipped gradient. Note that when the data follows from our distributional assumption,

with high probability, samples are not clipped by the norm: clipg(x;) = x;. We can write
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down one step of gradient update (see Alg. 13) as follows:

_ n T ok n _h )~y _
Wi — w* = (I_szz%)(wt w)—l—anlzz—i-nZ(gi G, ) — Ny

N €S ., N €S N 1€S P (l'l))
N~ ~\~ ~~

) (i) (i)

In the above equation, the first term is a contraction, meaning w; is moving toward w*.
The second term captures the noise from the randomness in the samples. The third term
captures the bias introduced by the clipping operation, and the fourth term captures the
added noise for privacy. The second term is standard and relatively easy to control, and our
main focus is on the last two terms.

The third term (n/n) )", S(ggt) — §i(t)) can be controlled using the resilience property. We
prove that with our estimated threshold, the clipping will only affect a small amount of
datapoints, whose contribution to the gradient is small collectively.

Now we have controlled the deterministic bias. Then, we upper bound the fourth term,
which is the noise for the purpose of privacy, and show the expected prediction error decrease
in every gradient step. The difficulty is that, since our clipping threshold is adaptive, the
decrease of the estimation error depends on the estimation error of all the previous steps. This
causes that in some iterations, the estimation error actually increases. In order to get around
this, we split the iterations into length x chunks, and argue that the maximum estimation
error in a chunk must be a constant factor smaller than the previous chunk. This implies we

will reach the desired error within O(k) steps.

5.6 Discussion

We provide a novel variant of DP-SGD algorithm for differentially private linear regression
under label corruption. We show the first near-optimal rate that achieves privacy and
robustness to label corruptions simultaneously. When there is no label corruption, our result
also improves upon the state-of-the-art method [199] in terms of the condition number k.
Compared to [199], our algorithm has two innovations: 1) we introduce a novel adaptive

clipping, which is critical in achieving robustness against label corruptions; and 2) we use
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full batch gradient descent and a novel convergence analysis to get the near-optimal sample

complexity.
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Appendix A
APPENDICES FOR CHAPTER 2

A.1 Proof of Theorem 5 on the accuracy of the exponential mechanism for
Tukey median

First, the (g, 0)-differential privacy guarantee of private Tukey median follows as a corollary of
Proposition 2.2.2, by noting that sensitivity of n Dpykey(Dy, ) is one, where D, is a dataset
of size n. This follows from the fact that for any fixed x and v, [{z € D, : (v' (z — 2)) > 0}
is the number of samples on one side of the hyperplane, which can change at most by one if
we change one sample in D.

Next, given n i.i.d samples X, X5, ... X, from distribution p, denote p, as the empirical
distribution defined by the samples X, Xs,...X,,. Denote p, as the distribution that is
corrupted from p,. We slightly overload the definition of Tukey depth to denote Drykey(p, )
as the Tukey depth of point € R? under distribution p, which is defined as

Drykey(p, ) = inf IPZNP(UT(x —2z)>0).
veERd

Note that this is the standard definition of Tukey depth. First we show that for n large
enough, the Tueky depth for the empirical distribution is close to that of the true distribution.

We provide proofs of the following lemmas later in this section.

Lemma A.1.1. With probability 1 — &, for any p and v € R,

- d+1+log(1/0
| D tukey(D, ) — D pukey(Pn, )| < C - \/ g(1/ )

n

The proof of Lemma A.1.1can be found in §A.1.1. This allows us to use the known Tukey
depths of a Gaussian distribution to bound the Tukey depths of the corrupted empirical one.
We use this to show that there is a strict separation between the Tueky depth of a point in
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Sy =A{z: ||z —p|]| < a} and a point in Sy = {z : ||z — p|| > 10a}. The proof of Lemma A.1.2
can be found in §A.1.2.

Lemma A.1.2. Define p = N(u,I), and assume o < 0.01. Given that n = Q(a™?(d +
log(1/0))), with probability 1 — ¢,

1. For any point x € R?, ||z — p|| < «, it holds that

— 2«

N —

DTukey(ﬁ?M .Z') Z

2. For any point v € R, ||z — || > 10« it holds that

— dav.

N —

DTukey(ﬁna 'T) S

This implies that most of the probability mass of the exponential mechanism is concentrated
inside a ball of radius O(«) around the true mean p. Hence, with high probability, the
exponential mechanism outputs an approximate mean that is O(«) close to the true one. The

following lemma finishes the proof the the desired claim, whose proof can be found in §A.1.3.

Lemma A.1.3 (Utility). Denote p,, as the distribution that is corrupted from p,. Suppose
x 1s sampled from [—2R,2R]% with density r(z) o< exp(—(1/2)enD pukey(Pn, x)), then given
n = Q((d/(ae))log(dR/na) + (1/a?)(d +log(1/n))) and p € [—R, R]¢, and R > «,

P(llz = pll < 5a) =1 -1

A.1.1 Proof of Lemma A.1.1

From the VC inequality ([59], Chap 2, Chapter 4.3) and the fact that the family of sets
{{z|v"z > t}|||v]| = 1, € R,v € R?} has VC dimension d + 1, there exists some universal

constant C' such that with probability at least 1 — 9

d+1+log(1/d
sup |Pz~p(UTZ >t) — Pzwﬁn(v—rz >t <C- \/ +1+log(1/ )’
tER,wERY, ||v]|=1 n
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which implies, for any « € R,

\/d+ 1+ log(1/0)

sup |IP>sz(UT(x —2)>0)— Pzwﬁn(vT(x —2)>0)<C- -

veERE

I

by letting t = v 2. We conclude the proof since

‘DTukey(pa iL‘) - D’Ihkey(ﬁm iL‘)’

— [ inf Pory(0 (0 = 2) 2 0) = inf Pavy, (07 (@ = 2) 2 0)

< sup [Py (v (@ —2) 2 0) = Py, (v (z — 2) > 0))

veRd
<C. \/d+ 1+ log(1/9)

n

A.1.2  Proof of Lemma A.1.2
For the first claim, we first prove a lower bound on Dryyey(p, ). Since p = N (p, I), for any
v € R? such that [jv]|; =1,
Pooy(vT (2 —2) 2 0)
=P.onon(z > 0" (z — p))

= exp(—z°/2)dz
/vT(mu) V2T

1 1 T
>1 ] | |
=9 27r$ Kll2
>1 1
S ——'
— 2 V27

Thus,

DTukey (p7 ‘I)

= vieand P.,(v' (z —2) >0)
S 1 1
- — —
T2 \or
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Then Lemma A.1.1 implies that with probability 1 — ¢

. 11 d+1+log(1/4)
Dykey(Pn, ) > = — —== —C‘\/
o n

Since the corruption can change at most « probability mass, it holds that | Dykey (D, %) —

Drykey (P, )| < . Setting n = Q(a2(d + log(1/4))) yields

d+ 1+ log(1/9)

1
—\/—2—7T||56’—MH2—C'\/ - -«

>

N | —

Dvkey (Pn, ) >

— 2.

DN | —

For the second claim, note that

DTukey (pa I’)

> 1

< exp(—2z%/2)dz

/vT(x—mv??T
(@ 1 1
<z exp(—(20a)?/2) - 20
< A p(—(20a)7/2)
R
> 9 o

where (a) holds since ||z — p|| > 20a, and it is easy to verify that (b) holds for @ < 0.01. The

second claim holds since

DTukey (ﬁn ) I)

S DTukey(ﬁm I’) + o

d+1-+log(1/d
S DTukey(pax)+a+C'\/ n g( / )
(a)
< Drukey(ps ) + 200
< — — da,

2

where (a) holds by setting n = Q(a?(d + log(1/4))).
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A.1.8  Proof of Lemma A.1.3

Let r(z) = + exp(—enDrukey(Pn, ©)) where A is the normalization factor. Then
1 1 w2
P(|lz — p| < a) > — Z_2)
(o = ll < 0) = 3 explen(; = 20)) - o’

using the fact that u € [—R, R]? and that R > «, and

P(lz — ul > 50) < & explen( — 100)) - (4R)"

Hence
P(llz — pf] < a)

Bz ] > b)) = (30) — €~ dlog(dF/a),

log(

dlog(dB/dc)
Er—

where C' is an absolute constant. If we set n = Q( , we get that

P(lz —pl <o) _ 10
B(llz — il > 50) = 5

which implies that with probability at least 1 — 0, ||z — p|| < 5a.

A.2 Estimating the range with DPRANGE

Algorithm 14: Differentially private range estimation (DPRANGE) [139, Algorithm

1]
Input: D, = {z;},, R, e, 6,0 =1

1 for j < 1toddo

2 Run the histogram learner of Lemma A.2.1 with privacy parameters
<min{€, 0.9}/2+/2d10g(2/3), 6/(2d)) and bins B, = (204, 20(¢ + 1)] for all
te{—[R/20] —1,...,[R/20]} on input D, to obtain noisy estimates
{ﬁj,l}z[fiz[g/za]fl

3 | Tj ¢ 20 -argmaxic( [rja,]-1,...[R/20]} it

C;utput: (Z, B =8c+/log(dn/())
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A.2.1 Proof of Lemma 2.3.5

2 sub-Gaussian, we use P to denote the sub-Gaussian dis-

Assuming the distribution is o
tribution. Denote I; = [20l,20(l 4 1)] as the interval of the I’th bin. Denote the popula-
tion probability in the [’th bin h;; = P, p[z; € Ij], empirical probability in the I’th bin
iLjJ = %Zz ep H{wi; € I;}, and the noisy version izjyl computed by the histogram learner of
Lemma A.2.1. Notice that Lemma A.2.1 with d compositions (Lemma 2.3.4) immediately
implies that our algorithm is (g, §)-differentially private.

For the utility of the algorithm, we will first show that for all dimension j € [d], the
output |Z; — p;] = O(o). Note that by the definition of o?-subgaussian, it holds that
for all i € [d], P[la; — ] > 2] < 2exp(—2%/0?) where z is drawn from distribution P.
This implies that P[|z; — u;| > 20] < 2exp(—4) < 0.04. Suppose the k’th bin contains pu;,
namely p; € Ij,. Then it is clear that [p; — 20, u; + 20| C (Iy—1 U I U I;41). This implies
hjgot + hig + hjesr > 1 —0.04 = 0.96, hence min(hj g1, hyp, hjgper) > 0.32.

Recall that G is the set of clean data drawn from distribution P. By Dvoretzky-Kiefer-
Wolfowitz inequality and an union bound over j € [d], we have that with probability 1 — (,

log(d/¢)

max;(|hj; — £ 3 cons]) < /7522 The deviation due to corruption is at most o on

each bin, hence we have max,,(|h;; — hj;) < \/% + a. Lemma A.2.1 and a union
bound over j € [d] implies that with probability 1 — ¢ , max;(|h;; — h,,|) < B when

n > Q(min {—Vd“;“/‘” log(dR/¢), Y12EAL) 10g(d/§5)}).

Assuming that n = Q (—“dbf(l/é) min {log(dR/(), 10g(d/§5)}>, we have that with prob-
ability 1 — ¢, max;;(|hj; — ]Alj,l|) < 0.01 + a. Using the assumption that o < 0.1, since
min(h;g—1, Rjk, Rjgr1) — 0.11 > 0.31 > 0.04 + 0.11 > max;sx_1 4 k+1 hjy + 0.11. This im-
plies that with probability 1 — (, the algorithm choose the bin from k& — 1, k, k + 1, which
means the estimate |Z; — | < 40. By the tail bound of sub-Gaussian distribution and a

union bound over n,d, we have that with probability 1 — (, for all z; € D and j € [d],
x;; € [T; — 8oy/log(nd/(), z; + 8c+/log(nd/()].

Lemma A.2.1 (Histogram Learner, Lemma 2.3 in [139]). For every K € NU oo, domain 2,
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for every collection of disjoint bins By, ..., By defined on Q, n € N, g,6 € (0,1/n), >0
and o € (0,1) there exists an (g,0)-differentially private algorithm M : Q" — RE such that
for any set of data X4, ..., X, € Q"

~ 1
1. Pr = EZXZEB;C 1

2. (ﬁlw"aﬁK) — M(Xl,...,Xn), and

3.
> min > log(2K/a), > log(4/ad)
n > min<{ —lo a), — log(4/a
then,
P(lpr — bl <B) 21 -0
Proof. This is an intermediate result in the proof of Lemma 2.3 in [139]. [

A.3 Differentially private robust filtering with DPFILTER

A.3.1 Proofs of the sensitivity of the filtering in Lemma 2.5.6 and Lemma A.5.1

Proof of Lemma 2.3.6. We only need to show that one step of the proposed filter is a
contraction. To this end, we only need to show contraction for two datasets at distance 1,
i.e., do(D,D’) = 1. For fixed (u,v) and Z, we apply filter to set of scalars (v' (D — p))? and
(v (D' — p))?, whose distance is also one. If the entries that are different (say a € D and
a’ € D) are both below the subset of the top 2na points (as in Definition 2.3.1), then the
same set of points will be removed for both and the distance is preserved da (S(D), S(D')) = 1.
If they are both above the top 2na subset, then either both are removed, one of them is
removed, or both remain. The rest of the points that are removed coincide in both sets.
Hence, da(S(D), S(D’')) < 1. If a is below and a’ is above the top 2na subset of respective
datasets, then either o’ is not removed (in which case da(S(D), S(D')) = 1) or o is removed

(in which case S(D) = S(D’') U{a} and the distance remains one).
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Note that when there are ties, it is critical to resolve them in a consistent manner in
both datasets D and D’. The tie breaking rule of Definition 2.3.1 is critical in sorting those

samples with the same score 7;’s in a consistenet manner.

Proof of Lemma A.5.1. The analysis of contraction of the filtering step in DPMMWFILTER

is analogous to that of DPFILTER in Lemma 2.3.6.
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Algorithm 15: Interactive version of DPFILTER

Input: « € (0,1), T € Z
1 1 < min{e, 0.9}/(41/2T 1og(2/4)), 61 < §/(8T)
2 fort=1,...,7 do
3 Nt 4= Gsize({ (110, Ve, Ze) bocp—15€1)
4 if ny < 3n/4 then

5 L terminate

6 He < qmean({(ﬂé7vf7ZZ)}ZG[t—l]ugl)

7 if A+ < (C —=0.01)alog1/a then

| Output:

8 At quorm ({ (e, ve, Ze) Yoepi—1y, it €1)

9 vt < qpea({(pe, ve, Zo) Yoep—1s e, €1,01))
w0 | Z, « Unif([0,1])

Ogutput: Lot

1

[

Filter ({(pe,ve, Zo) boept—1)):

12 So [TL]
13 for/{=1,...,t—1do
14 L Se = Se1\ {1t € Sg—1:1 € Taq for {1; = (’UZ({EJ' — w0))?}jes, , and 7; > d B? Z,}

15 chan({(,uféaUZ»ZE)}KE[t—l]aE):
16 Filter({(/u,vg7Z1g)}g€[t_1])
17 return iy < (1/1Si-1))( Xies, , i) + Lap(2B/(ne))

18 qrea({ (e, ve, Ze) Yeefi—1y, bt €, 6):
19 Filter({(m,vg7Z1g)}g€[t_1])

20 return v; < top singular vector of ;1 =

2| (Un) Soes, (0 — ue)(@i — p) T+ N (0, (B2dy/210g(1:25/3)/ (ne)) "Lz a2

22

norm ({ (16, Ve, Zo) Yoefe—1), it €):
23 Filter({(ug,U@,Z@)}ge[t,l])
24 return A, < [[(1/n) Y cq, (@i — pe)(@ipe) |2 + Lap(2B?d/(ne))

[~

25 qsize({(/’[‘b Ve, Zé)}@e[tfl] ) 6):
26 Filter({(ug, Uy, Z@)}ée[t—l])

27 return n; < |S;_1| + La[(1/e)
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A.83.2  Proof of part 1 of Lemma 2.3.7 on differential privacy of DPFILTER

We explicitly write out how many times we access the database and how much privacy is
lost each time in an interactive version of DPFILTER in Algorithm 15, which performs the
same operations as DPFILTER. In order to apply Lemma 2.3.4, we cap € at 0.9 in initializing
e1. We call Gumean, qpcA; Guorm and gsize T' times, each with (1,0;) guarantee. In total this
accounts for (e, d) privacy loss, using Lemma 2.3.4 and our choice of ; and ¢;.

This proof is analogous to the proof of DP for DPMMWFILTER in §A.5.1, and we omit
the details here. We will assume for now that |S,| > n/2 for all » € [t] and prove privacy.
This happens with probability larger than 1 — §;, hence ensuring the privacy guarantee. In
all sub-routines, we run Filter(-) in Algorithm 15 to simulate the filtering process so far and
get the current set of samples S;. Lemma 2.3.6 allows us to prove privacy of all interactive
mechanisms. This shows that the two data datasets S; and S; are neighboring, if they are
resulting from the identical filtering but starting from two neighboring datasets D,, and
D! . As all four sub-routines are output perturbation mechanisms with appropriately chosen
sensitivities, they satisfy the desired (e1,d1)-DP guarantees. Further, the probability that
ng > 3/4n and |S;| < n/2 is less than &, for n = Q((1/e1)log(1/6y)).

A.83.83 Proof of part 2 of Lemma 2.5.7 on accuracy of DPFILTER

The following theorem analyzing DPFILTER implies the desired Lemma 2.3.7 when the good

set is a-subgaussian good, which follows from A.6.3 and the assumption that n = Q(d/a?).

Theorem 25 (Anlaysis of DPFILTER). Let S be an a-corrupted sub-Gaussian dataset under
Assumption 1, where a < ¢ for some universal constant ¢ € (0,1/2). Let Sgooa be -
subgaussian good with respect to u € RY. Suppose D = {x; € T + [-B/2, B/2]%}, be the
projected dataset where all of the uncorrupted samples are contained in T + [—B/2, B/2]¢. If

n = Q(d*B3log(1/6)/(e)), then DPFILTER terminates after at most O (dB?) iterations and
outputs Sy such that with probability 0.9, we have |S; N Sgood| > (1 — 10a)n and

114(Se) = pll2 S ay/log /e
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To prove this theorem, we use the following lemma to first show that we do not remove
too many uncorrupted samples. The upper bound on the accuracy follows immediately from

Lemma A.6.7 and the stopping criteria of the algorithm.

Lemma A.3.1. If n > 222 _165(1/5), \, > (C — 0.01) - alog1/a and |S; N Sgeed| >

~ eralogl/a

(1 — 10)n, then there exists constant C' > 0 such that for each iteration t, with probability
1 —0(1/d), we have Eq. (A.3) holds. If this condition holds, we have

E |(St \ St—l—l) N Sgood| S E |St \ St+1 N Sbad| .

We measure the progress by by summing the number of clean samples removed up to
iteration ¢ and the number of remaining corrupted samples, defined as d; = |(Sgooa N'S) \

Si| + 15¢ \ (Sgooa N'S)|. Note that d; = an, and d; > 0. At each iteration, we have
]E[dt+1 - dt’dlv d27 e 7dt] = K HSgood N (St \ StJrl)‘ - ’Sbad N (St \ St+1>H S Oa

from the Lemma A.3.1. Hence, d; is a non-negative super-martingale. By optional stopping
theorem, at stopping time, we have E[d;] < d; = an. By Markov inequality, d; is less than
10an with probability 0.9, i.e. |S; N Sgooa| > (1 — 10a)n. The desired bound follows from
induction and Lemma A.6.7.

Now we bound the number of iterations under the conditions of Lemma A.3.2. Let

Wy =S\ Si_1|/n. Since Eq. (A.4), we have

1 T 0.7||M(Si—1) — I||2 < 0.7Calog(1/a)
n. dB? — adB? - dB?

Let T be the stopping time. We know Ethl W, < 10a. By Wald’s equation, we have

]E[Z Wy = E[Z E[W,]] > E[T]O.7Cadl;g2;(1/a)

t=1

This means E[T] < (15dB?)/(C'log(1/a)). By Markov inequality we know with probability
0.9, we have T'= O(dB?/log(1/a)).
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A.3.83.1 Proof of Lemma A.3.1

The expected number of removed good points and bad points are proportional to the

Y ic SyoodTa Ti and ) cq 7 7. 1t suffices to show
S a3 ow
iesgoodm’TQa iesbadmﬁa
Assuming we have || M(S;_1) — I||2 > Calog1/a for some C' > 0 sufficiently large, it
suffices to show

1
- > 7 mHM(St 1) =TIz

iESbad m’TQa

First of all, we have

1
— Z -1 = v/ M(S,_)v, — 1
n

1ESE—_1

= v (M(S;-1) — D),

Lemma A.6.6 shows that the magnitude of the largest eigenvalue of M (S;_;) —I is positive

since the magnitudes negative eigenvalues are all less than calog1/a. So we have
LS me1 > [M(Se) ~ Tl - Ofalog1/a) (A1)
= 0.9[M(S—1) — 1|2, (A.2)
where the first inequality follows from Lemma A.3.3, and the second inequality follows from

our choice of large constant C. The next lemma regularity conditions for 7;’s for each iteration

is satisfied.

Lemma A.3.2. Ifn 2 % log(1/6), then there exists a large constant C > 0 such that,

with probability 1 — O(1/d), we have

1
- D 7i < oo 1M (Sen) =1l (A.3)

n.
Zesgood ﬁ7—204 mSt 1



2. For all i & Tza,

1

< —— | M(S;—1) —I)|2 .
Ty > 1000“ (St 1) H2

LS e (S~ T

n — 1000
7;Esgoodmstfl

Thus, by combining with Lemma A.3.2, we have

1
= > n > 08| M(Si) — 1|2

1€St—1NShad

We now have

LS a0 MS) —Th- Y

n .
1€SphadNT2a 1€SpadNSt—1\T2a

> 0.8[|M(S;—1) — 1|2 — max

1€ESpaaNSt—1 \7—2a

T;

aT;

1
> 0.8[[M(Si—1) — Ill2 = = || M (Si-1) — I|2

1000

v

% Z Ti

ieSgood NT2a

which completes the proof.

A.3.3.2  Proof of Lemma A.3.2

205

(A4)

By our choice of sample complexity n, with probability 1 — O(1/dB?), we have ||u(S;_1) —
willd < alogl/a, vf (M(Si—1) —X)vy 2 ||[M(S;—1) —I||z — alog1/a (Lemma A.3.3), and

|M(S;—1) — I|]a > Calog 1/a simultaneously hold before stopping.

#2B2 | 125, 1
n 2 2In —log — ,
Ui d ¢

then with probability 1 — (, we have

Lemma A.3.3. If

218
o (M(Si1) = T) vy > [ M(Sis) — Ty — 29 — 2

n

-1
1y — (S 2
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We first consider the upper bound of the good points.

l Z T = l Z (w; — Mt,Ut>2

n . n.
zeSgoodnBocmStfl ZG‘S'goodm7'20¢I'jstfl

2
Z <5L‘z - W, Ut>2 + E|Sgood N 75& N St—1| <,LL — Mt, Ut>2

iESgoodm'Tzcx NSt—1

(log1/a) + o ([l — p(Se=1)ll2 + lle — 1(Se-1)l]2)”

(akgl/a)+w1<0@yv%gl/a)+\/aﬂUWQ$_Q——Hbﬁ—OQ}bglﬂ@)+%Dh/akg1/a02
< O(alog1l/a) +a®[M(S;-1) = 1|5

INE
S

O
O

INS IN

IM(Se-1) = 1|2

where the (a) is implied by the fact that for any vector z,y, z, we have (z — y)(z —y)" =<
20 — 2)(x —2)" +2(y — 2)(y — 2) 7, (b) follows from Lemma A.6.7 and ¢ follows from our
choice of large constant C'.

Since |Spad N T2a| < an, we know |Sgooq N T2a| > an, so we have for i ¢ T,

(e
= M(S;_1) —1T
= |Sg00d N 7504 N St—1| ) Z 1000 || ( t— 1) ||2

ZGSgoodﬂ'Tza NS¢—1

Since [Sgooa N Si—1] > (1 — 10a)n, we have

% Z Ti = L Z (@i — p(Si-1), vr)° (A.5)

, n.
ZESgoodﬁstfl zESgoodﬂSt,l

1

Sgood N Si—
=— Y (@i — 1(Sgoa N Si1), )" + [Sgo0d N Se-1]

(1(Sgood N Se—1) — 11(Se—1), vr)?

" iesgoodmstfl "
(A.6)
(a)
< calogl/a+ 1+ [|1(Sgod N Si-1) — p(Se-1) 13 (A7)
< calog1/a+ 1+ (|| i#(Seod N Si-1) = pill2 + |10 = p(Se-1)[|2)* (A.8)
(b)
<calogl/a+ 1+ a||M(Si-1) —1I|js + O(alogl/a) (A.9)
(C)
_||M(St ) =12, (A.10)

— 1000
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where (a) follows from Lemma A.6.6, and (b) follows from Lemma A.6.7, and (c) follows from

our choice of large constant C'.

A.3.3.8 Proof of Lemma A.3.3

Proof. We have following identity.

- Z — )"

ZGSt 1
Sy
= LS S = )+ ) (i) - )"
ZESt 1
So we have,

/U;r (M(Stfl) — I) (%
T l o o T _ I o |St—1| - S 2
L Z (@i = pe) (@i — pe) Ut n 1 = p(Se-1)ll2

1€SE_1

v

2|S; 4|
—Hut
n

=z M (S-) = Tll2 — 21— = u(Se-1)ll3

where the last inequality follows from Lemma A.6.6, which shows that the magnitude of the

largest eigenvalue of M (S;_1) — I must be positive. O

A.3.4  Proof of Theorem 6

Differential privacy guarantee. To achieve (g, dy) end-to-end target privacy guarantee,
Algorithm 3 separates the privacy budget into two. The (0.01gg,0.016¢)-DP guarantee of
DPRANGE follows from Lemma 2.3.5. The (0.99¢(, 0.996)-DP guarantee of DPFILTER follows

from Lemma 2.3.7.

Accuracy. From Lemma 2.3.5 DPRANGE is guaranteed to return a hypercube that includes

all clean data in the dataset. It follows from Lemma 2.3.7 that when n = fl(d/a2 +
d*log(1/8)/(ec)), we have || — fil]a = O(ay/log(1/a)).
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A.4 Differentially private 1D filter with DP-1DFILTER

A.4.1 Proof of Lemma 2.3.9
1. Threshold p sufficiently reduces the total score.

Let p be the threshold picked by the algorithm. Let 7; denote the minimum value of

the interval of the bin that 7; belongs to. It holds that
1

o Z (Ti—P)Z% Z (7i = p)

TiZPviG[”} ?zZP,ZE["]

= > (7 = p)h;

7j2p,j€[2+log(B2d)]

S S 0 (e Y e T s

o en
7;>p,j€[2+1og(B2d)]

(b) B?
20310 — o024
En
(o) 2
Y03y - 02,

En

where (a) holds due to the accuracy of the private histogram (Lemma A.6.12), (b) holds
by the definition of p in our algorithm, and (c) holds due to the accuracy of . This

implies if p < 1, then * =2 r<p(Ti — 1) is negative and if p > 1, then
1 (132
—Z w——Z(n—Dsw—EZm—p)soww(B dfen).
T <p TiZp TiZp

By Lemma A.4.1, it holds that

1 1 1
Y (m-) = w—— > (m-l-— > (1)
ieS\Ba iesgoodmﬁa iESbadea
1
< __ o
< Y- | Y (-1
1€SpadNT2a

< (2/1000)y
And we conclude that

1 S (1) <0719 + O(B%d/en) < 0.75¢

T, <p or i¢T2q



209

2. Threshold p removes more bad data points than good data points.

Define C} to be the threshold such that L7 (7, — C3) = (2/3)¢. Suppose 2° <
Cy <20t 1 o1 (Ti = 2071) > (1/3)9 because V1, > Cy, (7; — 2°71) > 1 — Cy).
Trivially C5 > 1 due to the fact that %27,21 7; — 1 > 1. Then we have the threshold
picked by the algorithm p > 2°~!, which implies p > iC'g. Suppose p < Cy, since

p > }102, we have

1
( E T + g p) > Z( E T + E Cs)
1€SpadNT20,Ti<p 1€SpadNT20,Ti =P 1€SpadNT24q,7i<Co2 1€SpadNT2a,7i>C2
(@ 10
> Z( E T + E Cs)
iesgoodmﬁa77i<02 iesgoodeaaTiZCQ
® 10
= Z( E T + E P,
1€Sg00dNT20,Ti <P 1€8g00dMNT2a,Ti >=p

where (a) holds by Lemma A.4.2, and (b) holds since p < Cy. If p > Cy, the statement

of the Lemma A.4.2 directly implies Equation (2.4).

Lemma A.4.1. [Conditions for T;’s|

Suppose

1 > (7 —1) <4/1000

n
’iGSgOOdﬂS

1

= > 7 <1/1000
niesgoodmﬁa
then, we have
AToon < /1000
1
= > (m—1) = (998/1000)y
zIGSbadr—\ﬂ—Qa

Proof. Since |Sgood N T2a| > an, it holds

O Taan < 1/1000.
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1 1 1
Ly vy =t Y el Y ey
iesbadmﬁa iGSbadnS ieSbadﬁS\Tza
1
- 1 o
> (999/1000) —~ 7 (n—1)
1€SbadNS\T2a
> (999/1000)%) — (1/1000)%)

= (998,/1000)t)

]

Lemma A.4.2. Assuming that the conditions in Lemma A./.1 holds, and for any C such
that

1
Yo m-D+= > (C=1)=(1/3),

n
€S, <C €S, >C

S|

we have
1€SbadNT2q,7i <C 1€SbaaNT2q,7 >2C 7f'e‘s’goodm’TQaﬂ'Z‘<C1 iesgoodmﬁayﬂ'zc

Proof. First we show an upper bound on Sgooq N 724

D DR D DR S T

Z'etggoodﬁ,]éoé77—7Z<C’ iesgoodmﬁaﬂ—izc iesgoodm']aa

SRS

Then we show an lower bound on Spaq N Taa:

1 1
- > (r=1)+- > o (Cc-1
1€ SHaaNS, 3 <C 1€ SpaaNS, 7 >C
1 1
= EZ <TZ‘_1)+E,Z (C-1)
€S, <C €S, >C
1 1
LD DR TS VR W (CESY)
iESgOOdﬂS,Ti<C ’iESgoodﬂS7TiZC

v

(1/3 — 1/1000)%) .
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We have
PR IDVRNCET SND VIR RSP DI CES
1€SpadNT20,7i<C 1€ShadNT20,7: >C 1€SpbadNT2a,7i<C 1€SpadNT2a,7i>C
1 1
1€ ShaqNS,mi<p 1€ESHaaNS, 7 >C
1 1
-1 > @G-n+- >, (€=
iESbadﬂS\Ba,n‘<C iESbadﬂS\Ea,T¢>C
> (1/3 —1/1000)¢ — aTaan
> (1/3 —2/1000)
Combing the lower bound and the upper bound yields the desired statement O

A.5 Proof of the analysis of PRIME in Theorem 7

A.5.1 Proof of part 1 of Theorem 7 on differential privacy

Let (g9, d0) be the end-to-end target privacy guarantee. The (0.01eg,0.01dy)-DP guarantee
of DPRANGE follows from Lemma 2.3.5. We are left to show that DPMMWFILTER in
Algorithm 6 satisfy (0.99¢¢,0.995,)-DP. To this end, we explicitly write out how many times
we access the database and how much privacy is lost each time in an interactive version of
DPMMWEFILTER in Algorithm 17, which performs the same operations as DPMMWFILTER.

In order to apply Lemma 2.3.4, we cap € at 0.9 in initializing e5. We call gspectral and
Gsize 11 times, each with (1, ;) guarantee. In total this accounts for (0.5¢,0.50) privacy loss.
The rest of the mechanisms are called 57175 times (Gspectral(-) and gumw (+) each call two DP
mechanisms internally), each with (g9, d2) guarantee. In total this accounts for (0.5¢,0.50)
privacy loss. Altogether, this is within the privacy budget of (¢ = 0.99¢¢,d = 0.99y).

We are left to show privacy of gspectral, @vmw, and gipfiter, and gsize in Algorithm 16. We
will assume for now that |S,£Z)| > n/2 for all £ € [T] and r € [T,] and prove privacy. We show
in the end that this happens with probability larger than 1 — §;. In all sub-routines, we run

Filter(-) in Algorithm 16 to simulate the filtering process so far and get the current set of
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samples St(ss). The following main technical lemma allows us to prove privacy of all interactive
mechanisms. This is a counterpart of Lemma 2.3.6 used for DPFILTER. We provide a proof

in §A.3.1.

Lemma A.5.1. Let S(D,) C D, denote the output of the simulated filtering process Filter(-)
on D, for a given set of parameters ({{\Ifg)}Te[m}ge[s], {9 XN yeq) in Algorithm 16.
Then we have da(S(D,,), S(D')n) < da(Dn, D'y, where da(D,D’) 2 max{|D\ D'|,|D'\ D|}.

This is a powerful tool for designing private mechanisms, as it guarantees that we can
safely simulate the filtering process with privatized parameters and preserve the neighborhood
of the dataset; if D,, ~ D], are neighboring (i.e., da(D,, D)) < 1) then so are the filtered pair
S(D,,) and S(D),) (i.e., da(S(D,), S(D.)) < 1). Note that in all the interactive mechanisms
in Algorithm 16, the noise we need to add is proportional to the set sensitivity of Filter(-)
defined as Ay 2 maxp, ~p, Aa(S(Dr), S(D;,)). If the repeated application of the Filter(-)
is not a contraction in da(-,-), this results in a sensitivity blow-up. Fortunately, the above
lemma ensures contraction of the filtering, proving that Ag; = 1. Hence, it is sufficient for us
to prove privacy for two neighboring filtered sets S ~ S’ (as opposed to proving privacy for
two neighboring original datasets before filtering D,, ~ D).

In Ggpectral, A satisfy (g,0)-DP as the L; sensitivity is Ay = (1/n)B?d (Definition 2.1.2)
and we add Lap(A;/e). The release of p also satisfy (g,d)-DP as the Lo sensitivity is
A, = 2BVd/n, assuming |S| > n/2 as ensured by the stopping criteria, and we add
N (0, Ag(210g(1.25/6))/¢)T). Note that in the outer loop call of gspectral, We only release p
once in the end, and hence we count ggpectral as one access. On the other hand, in the inner
loop, we use both 1 and A from ggpectral SO We count it as two accesses.

In Gsize, the returned set size (¢,0)-DP as the L, sensitivity is A; = 1 and we add Lap(A; /).
One caveat is that we need to ensure that the stopping criteria of checking n(® > 3n /4 ensures
that |St(s)| > n/2 with probability at least 1 — d;. This guarantees that the rest of the private
mechanisms can assume |St(8)| > n/2 in analyzing the sensitivity. Since Laplace distribution

follows f(2) = (£/2)e ¢1?l, we have P(n'® > 3n/4 and ]St(s)\ < n/2) < (1/2)e /1. Hence,
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the desired privacy is ensured for (1/2)e™"/* < §; (i.e., n > (4/21)log(1/(241))).

In gvovw, 2 s (g, 0)-DP as the Ly sensitivity is Ay = B?d/n, and we add NV (0, Ay (21og(1.25/6))/¢)?T).
1 is (£,0)-DP as the L; sensitivity is A; = 2B?*d/n and we add Lap(A;/e). This is made
formal in the following theorem with a proof. in §A.5.1.1. This algorithm is identical to the
MOD-SULQ algorithm introduced in [33] and analyzed in |16, Theorem 5|, up to the choice
of the noise variance. But a tighter analysis improvees over the MOD-SULQ analysis from

[16] by a factor of d in the variance of added Gaussian noise as noted in [30].

Lemma A.5.2 (Differentially Private PCA). Consider a dataset {x; € R} . If ||a|l2 < 1
for all i € [n], the following privatized (centered) second moment matriz satisfies (¢,0)-

differential privacy:

1 n
— Z v + 7,
n <
=1
with Z; j ~ N(0, ((1/(ne))/21log(1.25/8))?) fori > j and Z;j = Z;; fori < j.
In ¢ipfier, the (e,9) differential privacy follows from that of DP-1DFILTER proved in
Lemma 2.3.9.

A.5.1.1 Proof of Lemma A.5.2

Consider neighboring two databases D = {z;}"_, and D = DU {&,} \ {z,,}, and let A =
(1/n) >, cpmiw] and A = (1/n)Y., .pxx]. Let B and B be the noise matrix. Let

z, €D

G=A+ Band G =A+ B. At point H, we have

fao(H) 1 9 1 -\ 2
EDD = log = Z ~ 5 (HU — AZJ) + 522 (Hl — Al])
Ta(H) 1<igea N 2P 26
1 2 R r . . 2
= 2_52 Z - (Hij — Aij) (T iTnj — Tniltn,j) + ) (TniTn, — TniTn,j) .
1<i<j<d
Since [[z,lls < 1 and [|Z,]2 < 1, we have Y2 iy (Znidn; — TpiTn;) = 1/2|| 3] —

o) % < 2.
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Now we bound the first term,

2 Z (sz — A”) (xm-xn,j — JAIn’z‘(i’n,j> = <H — A, InI;LI— - 53nd>

1<i<j<d

T =T s
= uz,Br,—12,B1,

< 2|B|2 .

So we have |(}, 5| < & whenever || Bl < nef* —1/n.

For any fixed unit vector ||v||s = 1, we have

v' Bu =2 Z Bijviv; ~ N(0,2 Z vivi) = N(0,1).

1<i<j<d 1<i<j<d

Then we have

P(Itppl>c) < P(|B|2>nep?>—1/n)

= P (N(o, 1) > nep? — %)

= & (l —naﬂ2> ,
n

where @ is CDF of standard Gaussian. According to Gaussian mechanism, if 5 = (1/(ne))+/2log(1.25/6),

we have @ (£ — nep?) < 4.
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Algorithm 16: Interactive differentially private mechanisms for DPMMWFILTER

=

10

11

12

13

14

15

16

17

1

o]

19

20

21

22

23

24

YA
QSpectral({{\Pg )}Te[tg] }KG[S]v {(u(£)7 Aw))}@e[s]? g, 6)
S « Filter({{ T} ee eeis) {00, AO) }eeps), €, )

A |[M(S) —T||2 + Lap(2B2d/(ne))
return (u, \)

¢
qSize({{\IjS” )}TG[tg]}ZG[Sb {(/vb(z)7 A(Z))}KE[S]v g, 6):
S « Filter({{\} e et L@ AO) b eep €, )
return |S| + Lap(1/e)

aanew ({8 e Feetshs {06 AO) ey, 0, 1t e, 0):
S+ Fﬂter({{\v&f’}rew}ee[s], {10, 2 beery), 2,0)
S~ M(S) + QBQd\/W /(ne)))
U (1/Ti(exp(a® zt 1Y — 1)) exp(a® Y (DP
<+ (M(S)-LU) + Lap(ZBQd/(né))

return (Zgll, U, )

=

lDﬁlter({{\I/g)}re[tg]}66[5]7 {(M(£)7 /\(z))}ﬁe[sh s U7 Q. €, 5):
S « Filter({T }repg Yeersgs {119, A9) e €, 6)
return p < DP-1DFILTER(u, U, a, €, 6, 5)

=

Filter({{%5" }repabeers, {019, AO) beeg):
SW) « [n]

for epoch / =1,...,s5 do

a®) « 1/(100(0.1/C + 1.01)A®)
S« 5©

forr=1,...,t, do

| Output: St(:)

14— (/1S (X i) + N (0, (2B+/2d1og(1.25/6) / (ne))?T)

SU SN {i|i € Toq for {7j = (z; — ) TUP (x
T > pg) ZT(E)}, where Ty, is defined in Definition 2.3.1.

-1)

¢
— jegw and
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Algorithm 17: Interactive version of DPMMWFILTER

Input: a € (0,1), 71,75, 1 = ¢/(4T1) , 61 = 6/(4Ty),
g2 = min{0.9,e}/(4/10T Ty log(4/9)), 6o = 6 /(2011 T3)

1 for epoch s =1,2,...,7] do

2 | () = Gepectral (LT Yo beetsms LN b eepomnys €1, 61)

5| 12 G ({0 e et { (1O A boepoory 21, 61)

4 if n(*) < 3n/4 then terminate

5 if \*) < Calog(1/a) then

| Output: p®

6 | a® « 1/(100(0.1/C + 1.01)\®)

7 ts <+ 0

8

9 fort=1,2,...,7; do

10 (1™ N) = dopectra ({05 Yrepea eetsrs { (1O AD) Yeep, €2, 82)
11 if \) < 0.5)0® then

12 terminate epoch
13 else

14 (S, U )

gennaw ({08 brepr beetsl {00, XO) b erg, o), 1 3, 65)

15 if ¢ < (1/5.5)\{* then

16 ol 0

17 else

18 7« Unif ([0, 1))

19 Y < quoster (L0 Yo beers L0 A Y eerg i, U, 29, 82)
20 ol a
2 U (A 0,08 0, 20, 0, af)
22 te <t

Output: ™

iy
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A.5.2  Proof of part 2 of Theorem 7 on accuracy

The accuracy of PRIME follows from the fact that DPRANGE returns a hypercube that
contains all the clean data with high probability (Lemma 2.3.5) and that DPMMWFILTER
achieves the desired accuracy (Theorem 26) if the original uncorrupted dataset Sgooq is
a-subgaussian good. Sgooq 18 a-subgaussian good if we have n = @(d/oﬂ) as shown in
Lemma A.6.3. We present the proof of Theorem 26 below. Then, we are left to show

Lemma 2.3.8 in the following section.

Theorem 26 (Analysis of accuracy of DPMMWFILTER). Let S be an a-corrupted sub-
Gaussian dataset, where o < ¢ for some universal constant ¢ € (0,1/2). Let Sgooa be

a-subgaussian good with respect to p € R, Suppose D = {x; € T + [-B/2, B/2]%}"_, be the

d3/2B2log(2/5)

projected dataset. If n > Q ( calogl/a

O(log dB?) epochs and outputs S®) such that with probability 0.9, we have |St(s) N Sgood| >

), then DPMMWTFILTER terminates after at most

(1 —10a)n and

11(S“) — |2 S ay/log1/a .

Moreover, each epoch runs for at most O(logd) iterations.

Proof. In s = O(log, o5 ((Calog(1/a))/||M(S™M) —1||5)) epochs, Lemma 2.3.8 guarantees that
we find a candidate set S®) of samples with |[M(S® —I||; < Calog(1/a). Lemma 2.3.2
ensures that we get the desired bound of ||u(S®)) — pll» = O(ay/log(1/a)) as long as S©)
has enough clean data, i.e., [S®) N Seood| > n(1 — ). Since Lemma 2.3.8 gets invoked at most
O((log d)?) times, we can take a union bound, and the following argument conditions on the
good events in Lemma 2.3.8 holding, which happens with probability at least 0.99. To turn
the average case guarantee of Lemma 2.3.8 into a constant probability guarantee, we apply
the optional stopping theorem. Recall that the s-th epoch starts with a set S and outputs
a filtered set St(s) at the ¢-th inner iteration. We measure the progress by by summing the

number of clean samples removed up to epoch s and iteration ¢ and the number of remaining

corrupted samples, defined as d* 2 |(Sgo0a N SD)\ S| + [S\ (Syo0a N SM)|. Note that
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dgl) = an, and dgs) > 0. At each epoch and iteration, we have
s s 1 1 s s s s s
Eldith - dildy s di] = E [1Sgooa 0 (S5 \ S| = 1Shaa N (SN S| <0,

from part 1 of Lemma 2.3.8. Hence, dis) is a non-negative super-martingale. By the optional
stopping theorem, at stopping time, we have E[dﬁs)] < d§1> = an. By the Markov inequality,
d*) is less than 10an with probability 0.9, i.e., [S™ N Sgea| > (1 —10a)n. The desired bound

in Theorem 26 follows from Lemma 2.3.2.

A.5.8 Proof of Lemma 2.3.8
In this section we state the formal version of this lemma and provide a proof.

Lemma A.5.3 (formal version of Lemma 2.3.8). Let S be an a-corrupted sub-Gaussian
dataset under Assumption 1. For an epoch s € [Ti] and an iteration t € [Ts], under the
hypotheses of Lemma A.5.4, if Sgooa i a-subgaussian good with respect to p € R? as in
Definition A.6.2, n = Q(d¥?1og(1/8)/(zat)), and |5 N Sgooa| = (1 — 10a)n then with
probability 1 — O(1/log®d) the conditions in Egs. (A.11) and (A.12) hold. When these two
conditions hold, more corrupted samples are removed in expectation than the uncorrupted
samples, i.e., B|(S\ S5)) N Sgooa| < EI(SE\ S5)) N Suaal. Further, for an epoch s € [T}]
there exists a constant C' > 0 such that if ||[M(S®) —1||s > C alog(1/a), then with probability
1 —0O(1/log*d), the s-th epoch terminates after O(logd) iterations and outputs S such
that | M(SC+D) — 1|, < 0.98||M(S®) — 1.

Lemma A.5.3 is a combination of Lemma A.5.4 and Lemma A.5.5. We state the technical

lemmas and subsequently provide the proofs.

Lemma A.5.4. For an epoch s and an iteration t such that \*) > Calog(1/a), A > 0.5)\(()8),
and n'® > 3n/4, ifn > B2(log B) 2 log(1/9) gy g 15 N Sgood| > (1 —10a)n then with probability

Ex

1-0(1/log® d), the conditions in Eqs. (A.11) and (A.12) hold. When these two conditions hold
we have B|S \ S N Sgooal < IS\ S N Spaa|. If o 2 BB 2I0n(l/8) (8] o L \(o),

[5(e%
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and n®) > 3n/4, then we have with probability 1 — O(1/log®d), <M(St(i)1) -1, Ut(s)> <
0.76 <M(S§S>) .y Ut(8)>.

Lemma A.5.5. For an epoch s and for allt =0,1,--- Ty = O(logd) if Lemma A.5.4 holds,
n®) > 3n/4, and n > BQ(IOgB)is/z 21/9) then we have || M (SE+D) =Ty < 0.98]|[ M (S®) — 1|,

«

with probability 1 — O(1/log? d).

A.5.3.1 Proof of Lemma A.5.4

Proof of Lemma A.5.J. To prove that we make progress for each iteration, we first show
our dataset satisfies regularity conditions in Eqs. (A.11) and (A.12) that we need for DP-
IDFILTER. Following Lemma A.5.6 implies with probability 1 —1/(log” d), our scores satisfies

the regularity conditions needed in Lemma 2.3.9.

Lemma A.5.6. For each epoch s and iteration t, under the hypotheses of Lemma A.5./, with
probability 1 — O(1/log® d), we have

1

— > m < /1000 (A.11)
niesgoodmﬁa
1
= ) (m-1) < /1000 (A12)
n
i€ Sg00aNS )

where ¢ = %Ziest@ (r; — 1).

Then by Lemma 2.3.9 our DP-1DFILTER gives us a threshold p such that
Ti Ti
Z H{r <pl—+1{r >p} < Z Hr <p}—+1{n>p}.
€S go0a T20 p 1€ Shaa Toa P

Conditioned on the hypotheses and the claims of Lemma 2.3.9, according to our filter

rule from Algorithm 6, we have

S S T;
B(S7\ S 0 Sional = 30 Hn<p) 4 1m > )

iesgood NT2a
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and

s s Ti
EI(S7N S NSl = 30 Um< b+ 1>}

7:Esbadr\ﬂéoz

This implies E| (St(s) \Sfi)l) NSgood| < E| (St(s) \St(i)l) N Shad|- At the same time, Lemma 2.3.9

gives us a p such that with probability 1 — O(log® d)

ies’, TiSP iest

Hence, we have

(M(s?) ~1u) ~ (MsE) ~1u) = - S (o)

s\t
> ! ( 1)—2
= T «Q

z‘esf)
(@ 1 998 (s) (s)
> - 22 sy Lo >
= 4 1ooo< (57) = LU

where (a) follows from our assumption on ); and stopping criteria. Rearranging the terms

completes the proof. O

A.5.8.2  Proof of Lemma A.5.6

Proof of Lemma A.5.6. First of all, Lemma A.6.9, Lemma A.6.10 and Lemma A.6.11 gives
us following Lemma A.5.7, which basically shows with enough samples, we can make sure the

noises added for privacy guarantees are small enough with probability 1 — O(1/log® d).

Lemma A.5.7. For a € (0,0.5), if n 2> B2(1°gB)i3/2 81/9) gnd n'®) > 3n/4 then we have with

a

probability 1 — O(1/log® d), following conditions simultaneously hold:
Ll = u(S)3 < 0.001alog 1/a

2. | — <M(St(s)) 1, Ut(s)> | < 0.00lalog1/a
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3 (A — M (S — 1|

< 0.00lalog 1/«
4. | A — | M(S®) —T||5| < 0.001alog1/c

5. || (s - =

< 0.00lalogl/a
2
6. ||t — p(S®)]3 < 0.001arlog 1/a

Now under above conditions, since A\ > Calog 1/a, we have |M(S™) — Iy > 0.5(C —

0.002)clog 1/a. Using the fact that ,u(St(S)) =(1/n)>_. o x;, we also have

ieS|

=D MICEE)

ieSt(S)

.
= =D, <<:c —uﬁ”) (xi—u§8)> - I Ut(8)>

iest™

—_

I
S |
~
8

|

=
9

N
N
/N
3

|

=
A

N
N

4|
|

-

=

N
\/

ies®
+ @ <(M(S§s)) - u§8)> (M(S7€(8)) - >T : Ut(5)>
= () -1 B (s i) (st i) 0

Thus, from the first and the second claims in Lemma A.5.7, we have

[ — | < 0.002 alogl/a . (A.13)
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For an epoch s and an iteration ¢, since an < Sgood M T2q N St(s) < 2an, we have

D S D YR (R DRy

i€Sg00aNT20 NS 1€ S500aNT2aNS )
(@) 2 s 2SoomeamS(S) s s s
< - > <<xi_ﬂ)<xi_ﬂ)TaUt()>+ 15 n2 : |<(u—u§))(u—u§ ))TaUt()>
i€ S500dNT2aNS ™
(b) S S S
< Oalog1/a) +4da((u—p™)(u— p™) T, UF)
< O(alogl/a) +4dalu” — pll3
2
< Olalog1/a) +4a (llu— p(S)l + I1(S) - 1”1
2
(C) S S S
< Ofalogl/a)+4a (o (a/log /) + \/a (0 (atog1/a) + [M(SE) = Tll2) + (S - f >||2>
< O(alogl/a) + 8a? (HM(St(S)) —1I|l2 + O (alog 1/a)> +0(8a®log1/a) + 8a’log 1/a
@ 1 (IM(S®) 1|, — 0.001 alog1/a
< — 0.002 alog 1
= 1000 ( 5.5 alogl/a
- ) —0.002 alog1/a
- 1000
< v
= 1000

where (a) follows from the fact that for any vector x,y, z, we have (z — y)(z —y)" <
2(r—2)(z—2)"+2(y—2)(y—2)", (b) follows from Lemma A.6.4, (c) follows from Lemma A.6.7,

(d) follows from our choice of large constant C, and in the last inequality we used Eq. (A.13).
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Similarly we have

INE

INS A

IN

(e

~

<

<

D DR CES)

i€Sg00aNSL)

Z <(-Tz - Mgs))(ﬂfi - Mgs))T -1, Ut(s)>

i€ S500aNS. )

]‘ S T S

E Z (xl - N(Sgood N 5158))) <xz - M(Sgood N St( ))> -1 Ut( )>
i€Sg00anS')

IS 015
n

1
n

<<u@$wmuwsfb——uf§ stmmﬂﬁSfU-—Mf»T’Cé@>

2
0 (alog1/a) + |(Syo0a N ) = 4f”

2

O (alogl/a) + <H,U(Sgood NSy — ,LLHQ + Hu — (8™ ’2>2 +0.001 alog 1/«

O (alogl/a) + (O(a\/log 1/a) + \/oz(HM(St(S)) — I + O(alog 1/a))> +0.001 alog 1/

O (alogl/a) + a <||M(St(s)) —Ijj2+ O (alog 1/a)> + O(a®log1/a) + 40.001 alog1/a

1 (IM(S®) = 1]jy — 0.001 alog 1/ax
1000 5.5

— 0.002 o log 1/a)

i —0.002 alog1/a
1000

¥
1000 °

where (a) follows from Lemma A.6.4, (b) follows from Lemma A.6.5 and Lemma A.6.7 and

(¢) follows from our choice of large constant C.

A.5.3.8 Proof of Lemma A.5.5

Proof of Lemma A.5.5. Under the conditions of Lemma A.5.7, we have picked n large enough

such that with probability 1 — O(1/log® d), we have

128 —1ls ~o01 [M(SP) 1] .
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By Lemma A.5.4, we now have

<M(5§S)) 1, U§5)> < 0.76 <M(S§i)1) 1, Ut(8)>
< 0.76<M(S§5))—I,Uﬁ>>
< 0.76||M (S 1|, . (A.14)

Since A\ > Calog1/a, we have || M(S*)) = I|jy > 0.5(C — 0.002)clog 1/cv. Combining the
above inequality and the fifth claim of Lemma A.5.7 together, we have

(= - LU < (M)~ LS ) + 128 = (Sl < 077 M(SE) = 1]

By Lemma A.6.1, we have M(S( )) I<M (S(S)) — 1. by our choice of a(®), we have

al®) (M(St(i)l) — I> =< T and a®® (E(S ) 7551, Therefore, by Lemma A.6.13, we have

100

T5

I |
t=1 2
/) O\ 4 ©) |y (s) log(d)
< Y (B -LUP) +a0 Y (U020 1)) 15— Tl + 2o
t=1 =
(a) T2 S S 1 S S S
< <2§) I, Ut()>+mZ<Ut( ) z§)—I‘>+20010g(d)uj\4(5§>)—I|y2

where (a) follows from our choice of a(*) and C'. By Lemma A.6.6, M(St(s))—I = —cialogl/a-l

fort=1,2,--- 15, we have
IM(S) —1| = M(S®) =1+ 2cialog1/a 1,
and hence
<U§S>, ‘M(SS)) . 1‘> < <Uﬁ>,M(s§5)) - I> +2¢alog1/a
Meanwhile, we have

M(SE) =128 = M(S) ), 1= 2 1< M(SS) — T+ |2 — M(S2)|, T .
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Hence,

S5 1) = M(S{) — T+ (3]} - M(S7)]l2 + 2c1alog 1/a) 1

Together with Eq. (A.14), we have

(1)
< (U, M) = 1) + 3|5 = M(SP) 2 + 2¢10log 1 /a
< 0.79 HM(SP) —IH2 +2calog1/a .

By Lemma A.6.6, we have M(S"*) — I = —c;alog1/a L. Also, we know M(S)) — T <
M(S\)) = 1. Then we have

IA
|
[
=
2
T
_

2

IA
|

+0.001 alog 1/«

1 || &
(s)

T, Zzt -1
=1 2

1 [& 1 &
(s) (s) (s)
7 Z<Et - LU >+mZ<Ut :

t=1 t=1

IN

B¢ — I‘> +200log(d)|| M (S — I||2> +0.001 alog 1/

200 log(d)

- IM(S)) = 1||5 + 0.001 alog 1/a
2

0.79| M (S) =I5 + 2c,alog 1 /v +

IA

< 098 [ M(S{) ~ 1],

where the last inequality follows from our assumption that )\(()8) > Calog 1/, and conditions

of Lemma A.5.7 hold and we have || M(S) —I||; > 0.5(C — 0.002)alog 1/a. 0

A.6 Technical lemmas

A.6.1 Lemmata for sub-Gaussian regularity from [75]

Lemma A.6.1 ([73, Lemma 3.4] ). If S" C S, then M(S") < M(S).
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Definition A.6.2 (|73, Definition 4.1] ). Let D be a distribution with mean p € R? and
covariance I. For 0 < a < 1/2, we say a set of points S = { X1, Xo, -+, Xy} is a-subgaussian

good with respect to € R if following inequalities are satisfied:

o 1) = plla S /W05 T/ and || Sics (X = 1(9) (Xi = u(8)" - 1], S alog 1/

e for any subset T C S so that |T| = 2a|S|, we have

%ZK} —pl|l $</logl/a and

2

Slogl/a.

D2 (= () (X, = () 1

i€T

2

Lemma A.6.3 (|73, Lemma 4.1] ). A set of i.i.d. samples from an identity covariance

d+log1/6

Zlog1/a 1/a> 15 a-subgaussian good with respect to p

sub-Gaussian distribution of size n = (2 (

with probability 1 — 9.

Lemma A.6.4 (|73, Fact 4.2] ). Let S be an a-corrupted sub-Gaussian dataset under
Assumption 1. If Sgood 18 a-subgaussian good with respect to u € R?, then for any T C S
such that |T| < 2a|S|, we have for any unit vector v € R?
LY (X ), v Salog1/a
|S| 2 ? ~y :
X, eT

For any subset T C S such that |T| > (1 — 2a)|S|, we have

1

EZ(% @)z —p)" —1|| Salogl/a and |
€T 9

1

15 o~ H(D) e~ D)~ 1) S alog1/a
€T 9

Lemma A.6.5 (|73, Corollary 4.3] ). Let S be an a-corrupted sub-Gaussian dataset under
Assumption 1. If Syood is a-subgaussian good with respect to u € R?, then for any T C S
such that |T| < 2alS|, we have

EDIEE

X, eT

S ay/logl/a.
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For any subset T C S such that |T| > (1 — 2a)|S|, we have

[1(T) — plly S ay/logl/a.

Lemma A.6.6 (|73, Lemma 4.5| ). Let S be an a-corrupted sub-Gaussian dataset under
Assumption 1. If Sgooa s a-subgaussian good with respect to p € RY, then for any T C S

such that |T' N Sgooa| > (1 — 2c0)|S|, then there is some universal constant ¢y such that
1
5] Y (= (1)) (2 — (1) = (1 = cralog 1/a)l.

Lemma A.6.7 ([73] Lemma 4.6 ). Let S be an a-corrupted sub-Gaussian dataset under
Assumption 1. If Sgooa s a-subgaussian good with respect to pu € R, then for any T C S
such that |T N Sgood| > (1 — 2a)|S|, we have

1) = e < - (VUMD =T, + O alog1/e)) + 0 (av/gT/a) )

11—«

A.6.2 Auziliary Lemmas on Laplace and Gaussian mechanism

Lemma A.6.8 (Theorem A.1in [79]). Let ¢ € (0,1) be arbitrary. For ¢* > 2In(1.25/4), the

Gaussian Mechanism with parameter o® > c*Asf /e is (g,8)-differentially private.
Lemma A.6.9. Let Y ~ Lap(b). Then for all h > 0, we have P(|Y| > hb) = e~".

Lemma A.6.10 (Tail bound of x-square distribution [203]). Let x; ~ N(0,0?) for i =
1,2, ,d. Then for all ¢ € (0,1), we have P(||X ||y > o+/dlog(1/¢)) < C.

Lemma A.6.11 (190, Corollary 2.3.6] ). Let Z € R™ be a matriz such that Z; ; ~ N(0,0?)
fori>jand Z,j = Z;; fori < j. ForV( € (0,1), then with probability 1 — ( we have
1Z1l; < oVdlog(1/C).

Lemma A.6.12 (Accuracy of the histogram using Gaussian Mechanism). Let f : X™ — RS
be a histogram over K bins. For any dataset D € X" and ¢, Gaussian Mechanism is an
(,0)-differentially private algorithm M (D) such that given

with probability 1 — ( we have

loo < oNlOg(K/C) log(1/9)

EN

IM(D) = f(D) ).
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Proof. First notice that the ¢, sensitivity of histogram function f is v/2/n. Thus, by
Lemma A.6.8, by adding noise N (0, (M)z)

— to each entry of f, we have a (g,0)

differentially private algorithm. Since Gaussian tail bound implies that P, r.2)[z >

Q(y/log(K/n)o)] < n/K, we have that with probability 1 — 7, the ¢, norm of the added

( log( l/i)slog(K/n ).

This concludes the proof. n

noise is bounded by O

A.6.3 Analysis of ||M(S’t(s)) —I||o shrinking
For any symmetric matrix A = 3¢ \v;v], we let |A| denote |A| = S°0 [\i|vivy

Lemma A.6.13 (Regret bound, Special case of |3, Theorem 3.1]). Let
exp(ar Y74y (B — 1))
Tr(exp(a Y23y (Zx — 1))
and a satisfies (X —I) = I for all k € [T, then for all U = 0, Tr(U) = 1, it holds that

T

> (S -D,U -~ Ut<0éz ) 13 =Dz +

t=1

Ut:

log d

Rearranging terms, and taking a supremum over U, we obtain that

| Z(Zt — D2 < Z<Ut, (X, —1I)) + az<|(2t —0),U) - [(Z = D)2 + logd'

A.7 Exponential time DP robust mean estimation of sub-Gaussian and heavy
tailed distributions

In this section, we give a self-contained proof of the privacy and utility of our exponential
time robust mean estimation algorithm for sub-Gaussian and heavy tailed distributions. The
proof relies on the resilience property of the uncorrupted data as shown in the following
lemmas.

Lemma A.7.1 (Lemma 10 in [130]). If a set of points {z;}ics lying in R? is (o, a)-resilient

around a point pu, then

S - plh < 2%

€T’

I

for all sets T" of size at least a|S]|.
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Lemma A.7.2 (Finite sample resilience of sub-Gaussian distributions [217, Theorem G.1]).
Let Sgo0a be a set of i.i.d. points from a sub-Gaussian distribution D with a parameter I4.

Given that |Sgeoa] = Q((d+1og(1/¢))/(a*log1/a)), Seooa is (ay/log(1/a), a)-resilient around
its mean p with probability 1 — C.

Lemma A.7.3 (Finite sample resilience of heavy-tailed distributions [217, Theorem G.2|).
Let Sgo0a be a set of i.i.d. samples drawn from distribution D whose mean and covariance are
i, X respectively, and that ¥ < I. Given that |S| = Q(d/(Cc)), there exists a constant c; that

only depends on ¢ such that Sgeoa is (ccv/a, a)-resilient around pu with probability 1 — (.

A.7.1 Case of heavy-tailed distributions and a proof of Theorem 9

Lemma A.8.1 ensures that DPRANGE-HT returns samples in a bounded support of Euclidean
distance v/dB/2 with B = 50/+/a where (1 — 2a)n samples are uncorrupted (an is corrupted
by adversary and an can be corrupted by the pre-processing step). For a (c¢v/ 3¢, 3a)-resilient

dataset, we first show that R(S) is robust against corruption.

Lemma A.7.4 (a-corrupted data has small R(S)). Let S be the set of 2a-corrupted data.
Given that n = Q(d/(Cw)), with probability 1 — ¢, R(S) < ¢V 3a.

This follows immediately by selecting S’ to be the uncorrupted (1 — 2«) fraction of the
dataset and applying (ccv/3a, 3a)-resilience. After pre-processing, we have that ||z; — Z|| <
Bv/d/2, and then clearly R(-) has sensitivity Az < BvVd/n.

Lemma A.7.5 (Sensitivity and Privacy of R(S)). Given that R(S) = R(S)+Lap(3B\/a), R(S)

ne

is (¢/3,0)-differentially private. Further, with probability 1—6/3, |R(S)—R(S)| < %.

In the algorithm, we first compute R(S). If R(S) > 2c.y/a, we stop and output 0.
Otherwise, we use exponential mechanism with score function d(ji, S) to find an estimate fi.

We prove the privacy guarantee of our algorithm as follows.

Lemma A.7.6 (Privacy). Algorithm 8 is (¢, 6)-differentially private if n > 6 Bv/dlog(3/8)/(ccey/a).
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Proof. We consider neighboring datasets S, S’ under the following two scenario

1. R(S) > 3c<\/5

In this case, given that n > %, we have fi(S) > 2¢¢y/a and the output of the

algorithm A(S) = () with probability at least 1 — §/3, and A(S") = () with probability
at least 1 — ¢/3. Thus, for any set @, P[A(S) € Q] < P[A(S') € Q] + /3.

2. R(S) < 3ccv/a
Lemma A.7.7 (Sensitivity of d(j1,S)). Given that R(S) < 3ccv/a, for any neighboring

dataset S', |d(f1, S) — d(f1, S")| < 12¢¢/(ny/a).

In this case, the privacy guarantee of R(S) yields that P[R(S) € Q] < exp(e/3) -
P[R(S") € Q]. Lemma A.7.7 yields that P[i(S) € Q] < exp(e) - P[a(S") € Q]. A
simple composition of the privacy guarantee with DPRANGE-HT(+) and the exponential

mechanism gives that
P[(R(S), i(S)) € Q] < exp(e) - P[(R(S"), 1(S")) € Q] +6/3
This implies that P[A(S) € Q] < exp(e) - P[A(S") € Q] + d/3.
O

Lemma A.7.8 (Utility of the algorithm). For an 2a-corrupted dataset S, Algorithm 8 achieves
e — |2 < e/ with probability 1 — ¢, if n = Q(d/(af) + (dlog(dR/a) 4 log(1/¢)/(ecv)).

Proof of Lemma A.7.8. Following the proof strategy of §A.1, we use the following lemma
showing that d(f, S) is a good approximation of || — p*||2.

Lemma A.7.9 (d(u, S) approximates ||y — p*||). Let S be the set of 2a-corrupted data. Given
that n = Q(d/(Ca)), with probability 1 — ¢,

[ d(@, S) = lli—pll2| < Teeva,
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This implies that the exponential mechanism achieves the following bounds.

1 Ean
P(li = wl| < ccv/a) = e 5 Vol(ev/a, d), and
~ * 1 __Sean
P(|p - |l 2 22¢cv/a) < e S (4R)

where A denotes the normalizing factor for the exponential mechanism and Vol(r, d) is the

volume of a ball of radius r in d dimensions. It follows that

log ( P(lla — w2 < ecv/a) )

7
N —ean — C'dlog(dR/a
P(li — p*]l2 > 22¢c/a) (dR/a)

>
= 24
> log(1/¢),

\%

for n = Q((dlog(dR/a) +log(1/¢))/(ecr)).

A.7.1.1 Proof of Lemma A.7.7

Since R(S) < 3c¢y/a, define Sgooq as the minimizing subset in Definition 2.4.2 such that

R(S) = max 11(T) = 1(Sgo0a) |2 -

TCSgood:lT‘:(l_a”Sgood‘

By this definition of Sgp0q and Lemma A.7.1,
0" (11(Sgooa N T") = 1 Sgooa))| < 6ccy/1/a, and

[0 (11(Sgood N B”) = 11(Sgooa))| < 6ccy/1/ v

Therefore,

min
1€Sg00aNT?

0T (@ — (Sgo0a)| < [07 (1(Sho0a N T*) = pi(Sgo00))| < 61/ T/,

and similarly

min (o7 (2 — (Syo0))| < [0 ((Sio0a 1 B") — i Sgooa))| < /T

€S g00aNBY
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This implies

min_ v'x, — max o'z < 12c4/1/a. (A.15)

i€Sg00aNT? i€Sgo0dNBY
This implies that distribution of one-dimensional points S(,y = {v'2;} is dense at the boundary
of top and bottom a quantiles, and hence cannot be changed much by changing one entry.
Formally, consider a neighboring dataset S’ (and the corresponding Sév)) where one point x; in
M®)(S) is replaced by another point #;. If v'%; € [maxe SgoodB? v'x;, minge Sgood T vz,
then Eq. (A.15) implies that this only changes the mean by 6¢¢/(v/an). Otherwise, M (S")
will have x; replaced by either arg min;eg, 7o v'x; or arg max;e Sgo0dBY v'z;. In both cases,
Eq. (A.15) implies that this only changes the mean by 12¢./(y/an). The other case of when
the replaced sample z; € S is not in M"(S) follows similarly. From this, we upper bounds

the maximum difference between S and S’ when projected on v, that is

ol v . vl 12¢
o7 (p(M(S)) = u(M"(S)))] < Jan

This implies the sensitivity of d(u, S) is bounded by 6¢./(y/an):

|d(p, S) — d(p, S")| =

max, o p(M"(5)) — max 57 u(M"(S) |
126{

< max [oT(u(MY($) —p(M(SN) | < =

A.7.1.2  Proof of Lemma A.7.9

First we show |v" (u(M?) — p*)| < Teev/a. Notice that [Sgooa N T7| < 3aS|, and |Sgooa N
B?| < 3a|S|. By the (ccv/3a,3a)-resilience property, we have v (1(Sgo0a N TY) — p*)| <

ce/3/a, and [vT ((Sgooa N BY) — p*)| < cer/3/a. Since |Sgo0a N M?| > (1 — 8a)|Sgo0d, by
the (ccv/8a, 8a)-resilience property,

|07 (1(Sgo0a N MY) — ") < ceV8ar.
Since T, BV are the largest and smallest 3an points respectively and |Spaq| < 2am, we get

07 (1(Spaa N M) = )| < 2¢c/3/ .
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Combining Sgooq N MY and Spaq N MY we get

v (W(M®) — )|
< | Spaa N M|
| M|

S 7CC\/a.

|M(Sgood N MU|
M|

|UT(N<Sbad N MU) - /JJ*)’ + ’UT(:U’(Sgood N MU) - /L*”

Finally we get that

[ 8) — i =l | 2 [ max |07 ((M©) — )| — max [o7 (2~ )

veSd—1 veSd—1
(b)
< max [o7 (u(M®) — )

veSd—1

S 7CC \/au

where (a) holds by the definition of the distance :
* _ T ok
I = pllz = max Jvr (u—p),

and (b) holds by triangle inequality.

A.7.2 Case of sub-Gaussian distributions and a proof of Theorem 8

Th proof is analogous to the previous section, we only state the lemmas that differ. DPRANGE
returns a hypercube T + [—B/2, B/2]? that includes all uncorrupted data points with a high
probability.

Lemma A.7.10 (a-corrupted data has small R(S)). Let S be the set of a-corrupted data.

Given that n = Q(5EWOY “yith probability 1 — ¢, R(S) < 3ay/log(1/3a).

a?logl/a
Lemma A.7.11 (Privacy). Algorithm 8 is (¢, §)-differentially private if n > 3Bv/dlog(3/6)/(ca+/log(1/a)).
This follows from the following lemma.

Lemma A.7.12 (Sensitivity of d(f,S)). Given that R(S) < 3ay/log(1/a), for any neigh-
boring dataset S, |d(ii, S) — d(i, S")| < 124/log1/a/n.
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Lemma A.7.13 (d(j,S) approximates || — p*||). Let S be the set of a-corrupted data.

Given that n = Q(i@lﬁfﬁég), with probability 1 — (,

(@, S) = [lp—p*ll2] < 14ay/logl/a.

This implies the following utility bound.

Lemma A.7.14 (Utility of the algorithm). For an a-corrupted dataset S, Algorithm 8
achieves ||ji— p*||a < a/log 1/a with probability 1—C, if n = Q((d+1og(1/¢))/(a?log(1/a)) +
(dlog(dR/a) +1log(1/¢)/(ecv)).

A.8 Algorithm and analysis for covariance bounded distributions

Algorithm 18: Differentially private range estimation for covariance bounded

distributions (DPRANGE-HT) [135, Algorithm 2|
Input: S ={z;}",, R, ¢, 6,

1 Randomly partition the dataset S = Upepm) S with m = 2001log(2/¢)
2 3 <« DPRANGE(SY R, e/m,d/m, o = 40) for all £ € [m]

3 T median({izg-e)}ge[m]) for all j € [d]

Output: (z, B =50/y/a)

Lemma A.8.1 (Analysis of DPRANGE-HT). DPRANGE-HT is (g, 0)-differentially private. Un-

der Assumption 2 and for a € (0,0.01), if n = Q((1/a) log(1/¢)+(1/dlog(1/9) log(1/()/e) min{log(dR), log(
DPRANGE-HT returns a ball B, /(%) of radius VdB/2 centered at T that includes (1 —2a)n
uncorrupted samples where B = 50/+/a with probability 1 — (.

A.8.1 Range estimation with DPRANGE-HT and a proof of Lemma A.8.1

We first show that applying the private histogram to each coordinate provides a robust
estimate of the range, but with a constant probability 0.9.

Lemma A.8.2 (Robustness of a single private histogram). Under the a-corruption model

of Assumption 2, if n = Q((1/dlog(1/6)/e) min{log(dR),log(d/d}}), for a € (0,0.01),
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DPRANGE in Algorithm 14 with a choice of 0 =40 and B = 120 returns intervals {Ij};.lzl of
size |1;| = 240 such that p; € I; with probability 0.9 for each j € [d].

Proof of Lemma A.8.2. The proof is analogous to §A.2.1 and we only highlight the differences
here. By Lemma A.2.1 we know that |py—px| < 0.01 with the assumption on n. The corruption
can change the normalized count in each bin by o < 0.01 by assumption. It follows from
Chebyshev inequality that P(|z;; — p;]* > 0?) < 1/0?. It follows from (e.g. [135, Lemma
A.3]) that P(|{i : i ¢ [n — o, u+ o]} > (100/0*)n) < 0.05. Hence the maximum bin has
e > 0.5(1 —100/6?) — 0.02 and the true mean is in the maximum bin or in an adjacent
bin. The largest non-adjacent bucket is at most 100/¢% + 0.02. Hence, the choice of o = 40

ensures that we find the p within 30 = 120.

Following [135, Algorithm 2|, we partition the dataset into m = 2001og(2/() subsets of
an equal size n/m and apply the median-of-means approach. Applying Lemma A.8.2, it is
ensured (e.g., by [135, Lemma A.4|) that more than half of the partitions satisfy that the
center of the interval is within 240 away from p, with probability 1 — (. Therefore the median
of those m centers is within 240 from the true mean in each coordinate. This requires the
total sample size larger only by a factor of log(d/().

To choose a radius v/dB/2 ball around this estimated mean that includes 1 — o fraction
of the points, we choose B = 25/+/a.. Since ||ji — pil|s < 120v/d < v/dB/2 for a < 0.01, this
implies that we can choose v/dB/2-ball around the estimated mean with B = 50/+/a.

Let 2z = I(||a; — plls > VdB/2). We know that E[z] = P[(||lz; — pl2 > VdB/2)] <
E[||x; — pl|3(2/dB?%)] = (1/1250)a. Applying multiplicative Chernoff bound (e.g., in [135,
Lemma A.3]), we get |[{i : |z; — plls < VdB/2}| > 1 — (3/2500)a with probability 1 — ¢,
if n = Q((1/a)log(1/¢)). This ensures that with high probability, (1 — «) fraction of the
original uncorrupted points are included in the ball. Since the adversary can corrupt an

samples, at least (1 — 2a)n of the remaining good points will be inside the ball.
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A.8.2  Proof of Theorem 10

The proof of the privacy guarantee of Algorithm 19 follows analogously from the proof of the
privacy of PRIME and is omitted here. The accuracy guarantee follows form the following

theorem and Lemma A.8.1.

Theorem 27 (Analysis of accuracy of DPMMWFILTER-HT). Let S be an a-corrupted
covariance bounded dataset under Assumption 2, where o < ¢ for some universal constant
c € (0,1/2). Let Syooa be a-good with respect to p € RY. Suppose D = {z; € B /ip2(T) i
be the projected dataset. If n > Q <w>, then DPMMWFILTER-HT terminates
after at most O(logdB?) epochs and outputs S such that with probability 0.9, we have
|St(s) N Sgood| > (1 — 10a)n and

1n(S®) = ulle S Var.

Moreover, each epoch runs for at most O(logd) iterations.
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Algorithm 19: Differentially private filtering with matrix multiplicative weights

(DPMMWEFILTER-HT) for distributions with bounded covariance
Input: S ={z; € B\/&Bn(i’)}?:la a € (0,1), Th =O(log B),T, = O(logd), B € Ry, /2
(¢,9)
1 Initialize S1) « [n], &1 + &/(4T1), 61 < 6/(4T1), €3 < min{0.9,e}/(4+/10T1 T log(4/3)),

d2 < /(20T T»), a large enough constant C' > 0
2 for epoch s =1,2,...,7] do
3| X e M(SW)]ls + Lap(2B2d/ (ne1)
4 n(®) « |SG)| + Lap(1/e;)
5 if n(®) < 3n/4 then terminate
6 if \&) < then
| Output: 1 (1|59 (Sieseo ) + N0, (2B/30108(1.25/8)/(n€1))"Tia)
7 | o« 1/(100(0.1/C + 1.05)A())
s | S50
9 fort=1,2,. T2 do

10 Ve M (8|2 + Lap(2B2d/ (ne»))

11 if )\ts) < 2/3)\0 then

12 terminate epoch

13 else

» S M(S) + N(0, (2B2dy/210g(1.25/82)/ (ne2)) T a2 )

15 U 4 (1) Tr(exp(al Ty (517))) exp(al®) 31, (517))

16 qus) — <M(St(s)), Ut(5)> + Lap(2B2d/(nes))

17 if ¥\ < (1/5.5)A") then

18 S« 5

19 else

20 7% Unif([0,1])

21 i = (/ISP (Sies, #i) + N (0, (2B+/2d10g(1.25/62) / (7 22)Taxa)”
22 (S) + DP-1DFiTER-HT(1!”, Ut(s), a, 9,02, S [Algorithm 20]
23 i sfﬁl = S| {7 = (= ) TUS (g = i) g0 and 7 2 9 27
24 S+ gl

Output: p(T)
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Algorithm 20: Differentially private 1D-filter DP-1DFILTER-HT
Input: p, U, o € (0, 1), target privacy (¢,0), S = {z; € By, /3»(7)}

=

Set 7, < (x; — pu)"U(x; — p) for all i € S
Set 1 < (1/n) Y ,cq 7 + Lap(B3d/ne))
3 Compute a histogram over geometrically sized bins

I = [1/4,1/2), Iy = [1/2,1), ..., Ipj1og(p2a) = [2°8F D1 2los(B2d)]

N

1 . .
hy e~ {ieS|me27*7,2727)}, forallj=1,---,2+log(Bd)

4 Compute a privatized histogram h; < h; + N(0, (24/2d1og(1.25/3)/(]S|¢))?), for all
J € [2+ log(B%d)]

Set 7; «— 273% for all j € [2 + log(B?d)]

6 Find the largest £ € [2 + log(B?d)] satisfying Y= ,(7; — 7) h; > 0.319)

[

Output: p=17

A.8.2.1 Analysis of DPMMWFILTER-HT and a proof of Theorem 27

Algorithm 19 is a similar matrix multiplicative weights based filter algorithm for distribu-
tions with bounded covariance. Similarly, we first state following Lemma A.8.3 and prove

Theorem 27 given Lemma A.8.3

Lemma A.8.3. Let S be an a-corrupted bounded covariance dataset under Assumption 2.
For an epoch s and an iteration t such that \®) > C, )\ES) > 2/3)\88), and nt® > 3n/4, if
n > Bllog B2 log(1/) (g |St(s) N Sgooa| > (1 —10a)n, then with probability 1 — O(1/log(d)?),

~J £

we have the condition in Eq. (A.16) holds. When this condition holds, we have more corrupted
samples are removed in expectation than the uncorrupted samples, i.e., E\(St(s)\St(i)l)ﬂSgood] <
E|(St(s) \ St(i)1> N Svad|. Further, for an epoch s € [T\] there exists a constant C' > 0 such
that if ||[M(S®) ||y > C, then with probability 1 — O(1/log®d), the s-th epoch terminates after
O(logd) iterations and outputs S+ such that || M(SE+Y)||y < 0.98]| M (S@)||,.
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Now we define d'” 2 |(Sgooa N SM)\ S|+ [\ (Sgooa N SD)|. Note that di" = an,

and dis) > 0. At each epoch and iteration, we have
s s 1 1 s s s s s
Eldi}y — di7ld" dy), - 7] = E|ISy00a 0 (SN S| = 1Shaa N (SN S <0,

from the part 1 of Lemma A.8.3. Hence, dis) is a non-negative super-martingale. By optional
stopping theorem, at stopping time, we have E[dgs)] < dgl) = an. By Markov inequality, d,ES)
is less than 10an with probability 0.9, i.e. |St(s) N Sgood| > (1 — 10c)n. The desired bound in

Theorem 27 follows from Lemma A.8.11.

A.8.2.2  Proof of Lemma A.8.3

Lemma A.8.3 is a combination of Lemma A.8.4, Lemma A.8.5 and Lemma A.8.6. We state

the technical lemmas and subsequently provide the proofs.

Lemma A.8.4. For each epoch s and iteration t, under the hypotheses of Lemma A.8.3 then
with probability 1 — O(1/log® d), we have

! >om < /1000, (A.16)

n
iesgoodmsfs>

A
where 1) = % ZZ.GS§S> T;.

Lemma A.8.5. For each epoch s and iteration t, under the hypotheses of Lemma A.8.3, if
condition Eq. (A.16) holds, then we have E|St(s) \ St(i)l N Sgood| < E|St(s) \ Sfi)l N Spad| and
with probability 1 — O(1/log®d), and <M(5§j>1), Ut(5)> < 0.76 <M(S§S>), U§S>>.

Lemma A.8.6. For epoch s, suppose fort =0,1,--- Ty where Ty = O(logd), if Lemma A.8.5
holds, n 2, B2(log B)d*™ 051/9) and n'®) > 3n/4, then we have | M(SETD)||y < 0.98]|M (S|,

Exx

with probability 1 — O(1/log” d).

A.8.2.8 Proof of Lemma A.8.4

Proof. By Lemma A.6.9, Lemma A.6.10 and Lemma A.6.11, we can pick n = Q (M>

£

such that with probability 1 — O(1/log® d), following conditions simultaneously hold:
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Lol — u(SEN)12 < 0.001
2. |y — <M(S§s)), Ut(5)> | < 0.001
3. A — M (SP)]l2| < 0.001

4. | A — |M(S®)[|2| < 0.001

ot

sy -2

< 0.001
2

6. || — p(S®)||2 < 0.001 .

Then we have

DY I MR CR L TR

ieSgODdﬂSt(S) iesgoodmst(s)
2 . . .
< - (@i = (Sgooa 0V S (@ = p(Sio0a N1 SE)T, U
i€ Sg00aNS.™

2[S00d N S , s . . .
+ |Sg dn ; ‘<(M(5goodﬂ5t”)—u§))(M(Sgoodﬂst())—ui))T,UE)>

< 2(M((Sgooa N1 87), U ) + 20| uf? = 1(Sgooa N 573
®© (s) (s) 2

< 242 (It = plla + 1(Sgona 0 S7) = il )

(©) 2

< 2+2(0.01+2\/a||M(St(s))||2+3\/5>

< 3+ 8al|M (595 + 32a

@ o —0.002

= 1000

S

= 1000

where (a) follows from the fact that for any vector z,y,z, we have (x — y)(z — y)T =
20 —2)(x —2)" +2(y — 2)(y — 2) T, (b) follows from a-goodness of Sguod, (c) follows from
Lemma A.8.11 and (d) follows from our choice of large constant C' and sample complexity 7.

]
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A.8.2.4 Proof of Lemma A.8.5

Proof. Lemma A.8.4 implies with probability 1—O(1/ log® d), our scores satisfies the condition
in Eq. (A.16). Then by Lemma A.8.7 our DP-1DFILTER-HT gives us a threshold p such that

Z 1{r; < p}% +1{r; > p} < Z 1{r; < p}% +1{m; > p} .

ieSgoodet(S) iesbadmsﬁs)

According to our filter rule from Algorithm 20, we have

S S T’L
E/(SV\ S5 N Sgoodl = > Uri < p}o + L > p}
i€ Sg00aNS.")
and
s s Ti
BI(S7\ S N Sal = 30 Uni <o)+ Um >}
iESbadﬁSt(5>

This implies E[(S{ \ S5)) N Seooal < EJ(S\ SE)) N Spaal-
At the same time, Lemma A.8.7 gives us a p such that with probability 1 — O(log® d), we

have

Hence, we have

(M), U8

AN
SHNS
8 :
|
=
2
N
B
=
2
&
=
=
x
~_—

AN
| o
:J
_|_
(@]
(@]
—

—~
S
N



243

where (a) follows from our assumption that ) > )\ =C.

A.8.2.5 Proof of Lemma A.8.6

Proof. If Lemma A.8.5 holds, we have

S
=
2
&
~—
=
&
~_—
A\

0.76 <M(S§i)1), Ut(s)>
0.76 <M(S§S>), U§S)>

IA

< 0.76]M(5)7):
We pick n large enough such that with probability 1 — O(log® d),
15671 005 M)l -
Thus, we have
(50,0) <081 M (s,

By Lemma A.6.1, we have M(S(S ) = M(S ) by our choice of a(*), we have a(® )M(S§i)1)

1(1)01 and a(®) Z(s =< 1ooI Therefore, by Lemma A.6.13 we have

T

>

i=1

2

T

< 3 (=00 +at
t=1

T

<)

s s log(d
) 1=, + 2D
als)

<Ut b
(v,

/—\
v

a

= L[>

5)
t

> + 200 log(d)HM(Sf))H?

t=1

where (a) follows from our choice of a!®), C, and n.

Meanwhile, we have

1S < M(S™) 40151 .
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Thus we have

<U§S), () > <0.91 HM(SF’)

2

Then we have

2

+0.05 [|M(S1)]|2

2

1 [& 1 &
(s) 77(s) (s)
SE Z<Et , Uy >+1_OOZ<U1‘, :

t=1 t=1

T
s

=1

=)

) +200 1og(d)||M(S§s))H2> +0.05 | M(S)]l2

200 log(d
N og(d)

7, M) +0.05 M (S)7)

< 0.91|M(S)|

< 0.98 | M (S|,

A.8.2.6 Proof of Private 1-D filter for distributions with bounded covariance

Lemma A.8.7 (Private 1-D filter: picking threshold privately for distributions with bounded
covariance). Algorithm DP-1DFILTER-HT (u, U, a, €,0, S ) running on a dataset {1, = (x; —
1) "U(z; — ) }ies is (€,6)-DP. Define ¢ & L3 7. If 737s satisfy

LSS o< w000,

iesgood ns

andn > Q (BTQd> then DP-1DFILTER-HT outputs a threshold p such that

A 3 Hmsplsrinze)s 3 Hn<p b a{nse), (A7)

1€Sg00dNS 1€SHaqNS

and with probability 1 — O(1/ log®d),

%Z” < 0.75¢ .

T <p
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Proof. 1. p cuts enough

Let p be the threshold picked by the algorithm. Let 7; denote the minimum value of
the interval of the bin that 7; belongs to. It holds that

% Z (7}‘—,0)2% Z (7i = p)

Ti>p,i€n] Ti>p,i€n]

= > (75 = p)h;

7j=p,j€[2+1log(B?d)]

(@) .

> > (7 — p)h; — O <1og(32d) - B
732 p,j€[2+1og(B?d)]

® - - B

> 0.31¢ — O(—)

© - B

EN

. \/oa(loa(B*d) 105 0 10g<1/5>>

EN

where (a) holds due to the accuracy of the private histogram (Lemma A.6.12), (b) holds
by the definition of p in our algorithm, and (c) holds due to the accuracy of . This
implies

S m <y S (- p) < 0+ O(Bdfen).

T <p TiZp
2. p doesn’t cut too much
Define Cs to be the threshold such that £ > (7,—C5) = (2/3)1. Suppose 2° < C5 <
2% we have Y. o (7 — 2°71) > (1/3)1) because Vr; > Cy, (7; — 2071) > (7 — Cy).
Then the threshold picked by the algorithm p > 2!, which implies p > ng. Suppose

p < Cy, since p > }102

1
E T + E 1% > Z< E T + E CQ)
1E€SpaaNS,mi<p 1E€EShaaNS,Ti>p 1€ SpaaNS, 7 <Co 1E€ESHaaNS, 17 >Co
(@ 10
> Z( E T + E Cy)
iESgOOdQS,Ti<CQ iESgoode7Ti202

®)

1€8500dNS,Ti<p 1€Sg00d NS, Ti >p
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where (a) holds by Lemma A.8.8, and (b) holds since p < Cs. If p > Cy, the statement
of the Lemma A.8.8 directly implies Equation (A.17).

Lemma A.8.8. Assuming that the condition in Eq.(A.16) holds, then for any C such that
! > 42 ST o>/
- Ti - - )
n . n .
€S, <C €S, >C

we have

Z T + Z C > 10( Z T + Z C)

1E€SpaqNS,mi<C 1E€SpaqNS, i >C iESgoodﬂS,T¢<C iGSgOOdﬂS,TZ'ZC

Proof. First we show an upper bound on Sgeod:

S|

% 3 _— Y o< Y m<y/1000

n
1€858g00dNS,7; <C 1€S8g004NS,1; >C 1€Sg00dNS

Then we show an lower bound on Sy.q:

1
E T, + — E C
n
1E€SpaaNS,m: <C 1€SpaqNS, 7 >C
1
E T, + — E C
n
€S, <C €S, >C

—(% Z Ti"’l Z C)

n
1€8g00aNS, 7 <C 1€8g00dNS, 7 >2C

> (1/3—1/1000)1 .

Sl 3|~

Combing the lower bound and the upper bound yields the desired statement O

A.8.2.7 Regularity lemmas for distributions with bounded covariance

Definition A.8.9 (|73, Definition 3.1] ). Let D be a distribution with mean u € R? and
covariance X X I. For 0 < o < 1/2, we say a set of points S = { X1, Xo,--- , X,,} is a-good

with respect to u € R if following inequalities are satisfied:
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o [|pu(S) —pll < Va

° < 1.

2

11 Dies (Xi — u(S)) (X — p(S)) '

Lemma A.8.10 (|73, Lemma 3.1] ). Let D be a distribution with mean u € R? and covariance
Y1 Let S ={X1, Xo, -+, Xy} be a set of i.i.d. samples of D. If n = Q(dlog(d)/c), then
with probability 1 — O(1), there exists a set Sgooa C S such that Sgooa is c-good with respect
to p and |Sgood| > (1 — a)n.

Lemma A.8.11 ([73, Lemma 3.2] ). Let S be an a-corrupted bounded covariance dataset
under Assumption 2. If Sgo0q 15 a-good with respect to u, then for any T C S such that
TN Sgood| > (1 — a)|S], we have

[14(T) — pll2 <

1 —12a ' (2\/04“T(T>||2+3\/&> .

A.9 Experiments

We evaluate our PRIME and compare with DP mean estimators [129] on synthetic dataset
in Figure 2.1, which consists of 10¢ samples from (1 — a)N(0,I) + aN (tpag, I). The main
focus of this evaluation is to compare the estimation error and demonstrate the robustness of
PRIME under differential privacy guarantees. Our choice of experiment settings and hyper
parameters are following: d ~ 100, pipaq = (1.5,1.5,--- ,1.5)4, (&,6) = (10,0.01), « = 0.1 ,
R=10,C =2.

Our implementation is based on Python with basic Numpy library. We run on a 2018
Macbook Pro machine. For each choice of d in our settings, PRIME takes less than 2 minutes
and stops after roughly 3 epochs. The source code for reproducing Figure 2.1 is available at

https://github.com/xiyangl3/robust_dp.


https://github.com/xiyangl3/robust_dp
https://github.com/xiyangl3/robust_dp
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Appendix B
APPENDICES FOR CHAPTER 3

B.1 General case: utility analysis of HPTR

We prove the following theorem that provides a utility guarantee for HPTR output 6 measured
in Dy(6,6).

Theorem 28. For a given dataset S, a target error function Dy : RP x RP — R, probability
¢ €(0,1), and privacy (¢,6), HPTR achieves D¢(é, 0) = cop for some p > 0 and any constant
co > 3¢y with probability 1 — ¢ if there exist constants ¢1,c2 > 0 and (A € R, p € RT) such
that with the choice of k* = (2/¢)log(4/(6C)), T = (co + c1)p, the following assumptions are
satisfied:

(a) (Bounded volume) (7/8)1 — (k* +1)A > 0,

1( By
Vol( T+(k +1)A+c1p,S) < €2 qnd
Vol(B(7/8)r—(k*+1)A-c1,5)
Vol({0 : Dy(0,6) < (co+ 2¢1)p}) eC2P

Vol({0 : Dy(8,6) < c1p})

(b) (Local sensitivity) For all S" within Hamming distance k* from S, maxgrg ||[Dgr(f1) —

Dg/(p)]| < A for all i € Bryge13)a,s,

e (co—3c1)
(¢) (Bounded sensitivity) A < 32(02p+(;/2)+1101;f5(16/5<)); and

(d) (Robustness) |Dy(6,0) — Ds(8)| < c1p for all 6 € B, .

The parameter p € R, represents the target error up to a constant factor and depends

on the resilience of the underlying distribution Fy 4 that the samples are drawn from. We
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explicitly prescribe how to choose the parameter p for each problem instance in Sections 3.3,
3.4, 3.5, and 3.6. Following the standard analysis techniques for exponential mechanisms, we
show that the output concentrates around an inner set {# : Dy(6, ) < cop}, by comparing its
probability mass with an outer set {é : D¢(é, 0) > c1p}. This uses the ratio of the volumes
in the assumption (a) and the closeness of the error metric and D(f) in the assumption (d).
When there is a strict gap between the two, which happens if ep/A > p 4 log(1/¢) as in the
assumption (c), this implies D¢(é, 0) < cop with probability 1 — (. We provide a proof in
Section B.1.2.

A major challenge in analyzing HPTR is in showing that the safety test threshold
k* = (2/¢)log(4/(6¢)) is not only large enough to ensure that datasets with safety violation
is screened with probability 1 — §/2 but also small enough such that good datasets satisfying
the assumptions (a), (b), and (c) pass the test with probability 1 — (/2. We establish this
first in Section B.1.1.

B.1.1 Large safety margin

In this section, we show in Lemma B.1.3 that under the assumptions of Theorem 28, we get
a large enough margin for safety such that we pass the safety test with high probability. We
follow the proof strategy introduced in [34| adapted to our more general framework. A major
challenge is the lack of a uniform bound on the sensitivity, which the analysis of [34] relies on.
We generalize the analysis by showing that while the data does not satisfy uniform sensitivity
bound, we can still exploit its local sensitivity bound in the assumption (b).

The following main technical lemma is a counter part of |34, Lemma 3.7|, where we
have an extra challenge that the sensitivity bound is only local; there exists 0 far from
0 where the sensitivity bound fails. We rely on the assumption (b) to resolve it. Let
ws(B) £ [, exp{—(e/4A)Ds(f1)}djr be the weight of a subset B C RP. The following lemma
will be used to show that the denominator of the exponential distribution in RELEASE step

does not change too fast between two neighboring datasets.
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Lemma B.1.1. Under the assumption (b) and 6 € (0,1/2), for a dataset S’ at Hamming
distance at most k* from S, if wg(Br—a,s7) > (1 — 6)ws/(Bria,s) then S” € SAFE, ye2e5 ;.

Proof. We follow the proof strategy of [31, Lemma 3.7] but there are key differences due
to the fact that we do not have a universal sensitivity bound, but only local bound. In
particular, we first establish that under the local sensitivity assumption, B; ¢» C B,y g for
all S” ~ §’, which will be used heavily throughout the proof. Since Dg»(6) < Dg/(f) + A for
all § € Br i+ 43)a,5, We have B v N By +43)a,5 € Brya,s. We are left to show that B, g» \
Bt k43)a,s = 0, which follows from the fact that (B g» \ Bryges1.5a,5) N Brigets)a,s) =0
and DS//(é) is a Lipschitz continuous function. Similarly, it follows that B;_A ¢ C B, gv. In
particular, this implies that B, g C Bri(4+43)a,s for any S’ with dy(S’, S) < k*.

We first show that for any E C B,g one side of the (g/2,4¢%/25)-DP condition is

met: Iy (0 € E) < e/?P, (0 € E) + 4¢7/25 for all 8" ~ S where r(c a 7.5

9"’7"( A S/ 6’\‘7" A T S//)

and 7 a g are the distributions used in the exponential mechanism as defined in (3.3)

respectively. For B = B, ¢ N B, g», we have

éw(a’ms/)(e €EE) = Péw(E,A,T o (e ENB) + IP’ONT - (0 € E\ B)
Poor ,(QeEmB)
= Cons) NweEmm Py,
LN S,,)( € EN B) (e,87,8 (e:A7S")
Ps, AT (QGEQB) .
< 2T " (9 S E) + 5, , (8 g BT,S”) .
]PDQNT( A S”)( c E ﬂ B) (e,A,7,8 (e,A,7,87)

The ratio is bounded due to the local sensitivity bound at S’ as

(GGEQB) €€/4wS”(BT’S”)
e ENB) ws (Br.s1)

O~T (e, A,7,87)

éNT(E,A,T,S//)
oo/2Ws/ (Brs)
ws (Brs)
E/Zwsl( T+AS) < 5/2 428
- wsr(Brs) S )

where the second inequality follows from the fact that wgn(A) < e/Swg (A) for any set

IN

A C Br g UB;gn C Bryk-43)a,s and the third inequality follows from the fact that B, ¢ C

(e E\ B)
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B:ias. From the assumption on the weights, it follows that wg (Bria.s)/ws/(Brs) <

ws/(BT+A,S/)/wS/(BTfA,S/) < 1/(1 — (5) < 1+20 for d < 1/2 Similarly,

6¢B.) < Pp, (08B as)

éN”(s,A,T,s')
< 1 ws (Br_a,s) <1- ws (Br_a,s) <5,
ws/(Br.s) ws/(Brya,s)
Putting these together, we get ]P’GNT( .~ (9 el)< 65/2P9NT( .~ SH)(G € E) + 4e°/%5.
Next, we show the other side of the (5/2 4¢5/25)-DP condition: ]P’(,NT - (é €FE)<
eE/ZIP’éNT<8 N S)(G € E) +4e*4 for all S’ ~S. We need to show an upper bound on the ratio:
]P)(;N%A’T’S,)(G €ENB) < e/t WS\ Ors) ws(Br,s)
boronns@EENB) —  ws(Brg)
< 65/2 S( )
- ws(BT,s')
< ea/z—wS(BT’S) < (1+20)e?,
ws(Br_a,s)
For the probability outside B ¢,
]P)éNT(s,A,T,S”)(G ¢ BT’SI) = PéNT(s,A,T,s”)(e € Brias \BT’S/)
<« Ws(Bryas \ Brs)
- 'LUS// (BT,S”>
< e2Ws(Breas \ Brs')
- ws: (Brsm)
< o2Ws'(Breas) —ws (Brs)

ws(Br_a,s1)
< EP1420-1) = 25% .

where the first inequality follows from B, g» C B4 s, the second inequality follows from
(BTJrA,S/ \ Bﬂs/) N BT,S” - BTJrA,S/ \ Bﬂgl, the third inequality follows from the fact that
B, ¢» C B;ia s and the local sensitivity assumption, and the last inequality follows from the

weight assumption and B;_a s C B .
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The next lemma identifies the range of the threshold £* = O(7/A) that ensures safety.

Lemma B.1.2. Under the assumption (b), if there exists a g > 0 such that T—A(k*4+g+1) > 0

and

(B * —<
Vol(Briaw+1).5) =z < ez (B.1)
Vol(Br_A(k*4+9+1),5) 8

then S" € SAFE(./25/2,7) for all S" within Hamming distance k* from S.

Proof. Consider S’ at Hamming distance k away from S. From Lemma B.1.1 it suffices to

show that wg/ (B, _a.s/)/ws/ (Bryas) > 1— ¢ for § = (1/8)e~%/25, which is equivalent to

W (Brya,s \ Br—a,g)/ws (Bria,s) <0
The denominator is lower bounded by

—e(7—A(149))/(44)

v

wg (Bria,s) 2> wWs(Broa(i+g),5") Vol(B;_a(1+g),5)€

> Vol(B,_a(1sg1k)s)e S A0TON/UA)

where the last inequality uses the local sensitivity (the assumption (b)). The numerator is

upper bounded by

we (Bryas \ Broas) < ws(Briganas \ Broas) < Vol(Brygyag)e T H/1A)

where the first inequality uses the local sensitivity. Together, it follows that

ws (Bryas \ Broas) _ Vol(Br (k11)a,g)e <7 2/18) 1
ws/(BT+A75/) - VOl(BT,A(1+g+k)’S)e*E(T*A(lJFg))/(‘lA) 8

as e S(T=A)/(A) Je=e(r=A1+9))/(48) — ¢=29/1 which implies safety.

We next show that k* = O((1/¢) log(1/(6¢))) is sufficient to ensure a large enough safety
margin of m, — k* = Q((1/¢)log(1/()).

Lemma B.1.3. Under the assumptions (a), (b), and (c) of Theorem 28, for k* = (2/¢)log(4/(4¢)),
i dn(S',5) < (2/2) 0g(4/(C8)) then S' € SAFE (/3572
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Proof. Applying Lemma B.1.2 with k* = (2/¢) log(4/(6¢)) and g = (1/(8A))T, we require

Vol(Brya(k++1),5) cHE < 16_5/25.

Vol(B(7/8)r—a(k*+1),5) -8

From the assumption (a), it is sufficient to have

TE 1
N — < —_ 78/2 .
exp {cgp 5 } 86 0

For A < (7¢)/(32(cap + (¢/2) + 10g(8/0))), which follows from the assumption (c), this is
satisfied. O

B.1.2  Proof of Theorem 28

We first show that we pass the safety test with high probability. Define the error event E as the
event that we output L in the TEST step. From Lemma B.1.3, we have m, > (2/¢)log(4/(5¢))

under the assumptions (a), (b), and (c). This implies that

P(E) = P(m,+ Lap(2/e) < (2/e)log(2/d)) <

TP

We next show that resilience implies good utility (once safety test has passed). We
want the exponential mechanism to output an accurate 0 near 0 with high probability, i.e.,
éw(E,A,T,S)(D‘f’(é’ 0) > cop) < (/2. We omit the subscript in the probability for brevity, and

it is assumed that randomness is in the sampling of the exponential mechanism. We want to

bound by (/2 the failure probability:

P(Dg(0,0) > cop)
P(D¢(97 0) < 6101)
Vol(B,.5) MaXy. . 4.6)>cop £ (0)

Vol({0 : Dy(8,60) < c1p}) Ming. p, .0)<cipn KON

]P( D¢(é, 0) Z Cop)

D>

as long as {é : D¢(é, 0) < cop} C B, s (otherwise we are under-estimating the volume), which

ki s
follows from the assumption (d); Dg(f) < (Dg(6,0) + c1p) < (co+ c1)p = 7.
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Similarly, since 6 € B g implies D¢(é, 0) < 7+ c1p = (¢o + 2¢1)p, the volume ratio is
bounded by

Vol(B;.s) _ Vol({0: Dy(6,6) < (co +2c1)p})

_ _ _ _ < %P
Vol({0 : Dy(0,0) < c1p) Vol({0 : Dy(0,60) < c1p})

— 9

under the assumption (a). The probability ratio can be bounded similarly. From the

assumption (d), we have

e

maXé:D¢ (6,6)>cop ]P(

) € e(co — 3e1)p
: — < expy — —~((co—e1) = (2c1))pp < expy — ———¢ .
mlné:D¢(é,9)§clpP(9> { 4A } { VAN }

When 2P~ (5(co=3c1)p/(48))) < (/2 we have the desired bound. This is guaranteed with our

assumption (c).
B.2 Auxiliary lemmas

Lemma B.2.1. For any symmetric ¥ > 0 and vector u € R?,

(v, w) ~1/2
wlole 0TS0 [=7%ll (B2)
Proof. This follows analogously from the proof of Lemma 3.3.1. ]

Lemma B.2.2. Let ¥, A € R¥™? be a symmetric matriz. If —clywg < S7V2ANY2 1,4 <

clgxq for some ¢ > 0, then we have for any u € RY,
IZ72(A = D)ul| < ef|ZV2ul . (B.3)

Proof. Using the fact that —Ijq < M < I;yq implies —Ijxq < M? < 1,4, for any symmetric

matrix M, we know
— g 2TV (A -2 A - D)2V < ALy, (B.4)
which implies that

U (A-D)EHA-%) =28 (B.5)
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Thus, we know
IS7V2(A =Sl =u" (A - D)2 YA - D)u < Pu' Su = |5V u)? . (B.6)
O
B.3 Existing lower bounds

Theorem B.3.1 (Lower bound for DP Gaussian mean estimation with known covariance
[129, Lemma 6.7]). Let i : R"™*¢ — [~ Ro, Ro]? be an (g,0)-differentially private estimator
(with § < \/c_i/(48\/§Rn\/log(48\/§Rn/\/a))) such that for every Gaussian distribution
P = N(u,0%14xq) (for —Ro < uj < Ro where j € [d]) and

R do? R?
Espn [[4(5) = ul’] < 0® < ——, (B.7)
then n > QZZE.
Theorem B.3.2 (Lower bound for DP covariance bounded mean estimation [135, The-

orem 6.1]). Suppose [i is an (¢,0)-DP estimator such that, for every product distribution
P € R? such that E[P] = p, sup,., =1 Ee~p[(v, 7 — 1)’ <1 and

Egpn [Ii(S) - ] < a®. B3
Then n = Q(d/(ea?))

Theorem B.3.3 (Lower bound on the error rate for hypercontractive linear regression with
independent noise|22, Theorem 6.1|). Consider linear model y = {3, z) + n, where optimal
hyperplane 3 is used to generate data, and the noise n is independent of the samples x. Then
there exists two distribution Dy and Dy over R? x R such that the marginal distribution over
R? has covariance ¥ and is (K, k)-hypercontractive yet |SV2(B; — Ba)|| = Q(\/rryal=1/F),
where By and By are the optimal hyperplanes for Dy and Dy respectively, v < 1/a'* and the

noise 1 is uniform over [—v,7].
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Theorem B.3.4 (Lower bound on the error rate for hypercontractive linear regression with
dependent noise|22, Theorem 6.2|). There exists two distributions Dy, Dy over R* x R such

that the marginal distribution over R? has covariance ¥ and is ky, k-hypercontractive yet

15Y2(8, — Bo)|| = Q\/Eeya' =%, where By and By are least square solutions for D1 and D,

1/k

respectively, v < 1/a** and the noise is a function of the marginal distribution of R?,

Theorem B.3.5 (Lower bound for DP sub-Gaussian linear regression |10, Theorem 4.1]).
Given i.i.d. samples S = {(x;,y;)}"; drawn from model y; = (B, x;) +n;, where n; ~ N(0,~?%),
BeoO={B3ecR:|p| <1}, P(z]| £1) =1, ¥ = E[zx"] is diagonal and satisfies
0 < 1/L < dd\pin(2) < dA\max(2) < L for some constant L = O(1). Denote this class
of distribution as P,ey. Denote M.s as a class of (¢,0)-DP algorithms. Then suppose

€ (0,1), 6 € (0,n=H)) for some fived w > 0, then there exists a constant such that

. d d?
inf su a |ZY2(B(S) — 2] > cy? (——i— ) . B.9
I i PG%M P | IZ75B(S) = BIIF) = ev™ { =+ 5 (B.9)
Theorem B.3.6 (Lower bound of linear regression 179, Theorem 1|). A multiset of i.i.d.

samples S = {(x;,y:)}1y is drawn from distribution P € R? x R in a class Ppy, where
ly| <Y, ||lz|| <1 and B € ©p = {B € R?: ||3|| < B}. Then there exists a constant ¢ such
that
dY? BY
" n
Theorem B.3.7 (Lower bound of Gaussian DP covariance estimation [129, Lemma 6.11]).
Let & : R — © be an (€,0)-DP estimator (where © is the space of all d x d PSD matriaces),
and for every N'(0,%) over R such that 1/21gxq = 3 =< 3/2L 454,

inf  sup Epn {(y - <5(5),I>>2 — min (y — (5, ))2} > cmin {Y2 B —

56@}3 PePpy pedOB

}(B 10)

Q
[}

Eswiozy |I5(8) - DlF| < (B.11)

6

g

then n > Q(d*/(ea)).
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Appendix C

APPENDICES FOR CHAPTER 4
C.1 Related work

Our work builds upon a series of advances in private SGD [131, 27, 26, 85, , , | to
make advance in understanding the tradeoff of privacy and sample complexity for PCA. Such
tradeoffs have been studied extensively in canonical statistical estimation problems of mean
(and covariance) estimation and linear regression.

Private mean estimation. As one of the most fundamental problem in private data
analysis, mean estimation is initially studied under the bounded support assumptions, and
the optimal error rate is now well understood. More recently, [25] considered the private mean
estimation problem for k-th moment bounded distributions where the support of the data is
unbounded and provided minimax error bound in various settings. [110] studied private mean
estimation from Gaussian sample, and obtained an optimal error rate. There has been a lot

of recent interests on private mean estimation under various assumptions, including mean and

covariance joint estimation [130, 32|, heavy-tailed mean estimation [135], mean estimation
for general distributions [87, 197|, distribution adaptive mean estimation [39], estimation for
unbounded distribution parameters [133], mean estimation under pure differential privacy [107],
local differential privacy |75, 76, 89, 123], user-level differential privacy [33], Mahalanobis

distance[34] and robust and differentially private mean estimation [160), , .

Private linear regression The goal of private linear regression is to learn a linear
predictor of response variable y from a set of examples {x;, y;}/_; while guarantee the privacy
of the examples. Again, the work on private linear regression can be divided into two
categories: deterministic and randomized. In the deterministic setting where the data is

deterministically given without any probabilistic assumptions, significant advances in DP
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linear regression has been made [201, , , 71, 27, , 88, , , |. In the
randomized settings where each example {x;,y;} is drawn i.i.d. from a distribution |[166], [77]
proposes an exponential time algorithm that achieves asymptotic consistency. [10] provides
an efficient and minimax optimal algorithm under sub-Gaussian design and nearly identity
covariance assumptions. Very recently, [101] for the first time gives an exponential time
algorithm that achieves minimax risk for general covariance matrix under sub-Gaussian and

hypercontractive assumptions. [199] gives the first computationally efficient algorithm to

achieve nearly optimal risk using DP-SGD with adaptive clipping.

Private PCA without spectral gap. There is a long line of work in Private PCA
[102, , , 33, 46, , 80, 24]. We explain the closely related ones in Section 4.2.3, with

analysis when the covariance matrix has a spectral gap.

When there is no spectral gap, one can still learn a principal component. However,
since the principal component is not unique, the error is typically measured in how much
of the variance is captured in the estimated direction: 1 — &"9/||%||. [16] introduces
an exponential mechanism (from [167]) which samples an estimate from a distribution
fs(0) =(1/C) exp{((en)/c?)0T 50}, where C' is a normalization constant to ensure that the
pdf integrates to one. This achieves a stronger pure DP, i.e., (¢,0)-DP, but is computationally
expensive; [16] does not provide a tractable implementation and [136] provides a polynomial
time implementation with time complexity at least cubic in d. This achieves error rate
1 —07%9/||2|| = O(d?/(en)) in [16, Theorem 7|, which, when there is a spectral gap,

translates into

o ~ (Kkd?
, - 0 <_> , C.1
sin (0, v1) - (C.1)
with high probability. Closest to our setting is the analyses in [161, Corollary 6.5 that proposed

an exponential mechanism that achieves 1 —9" X0/||%|| = O(y/d/n+ (d+log(1/5))/(en)) with
high probability under (e, )-DP and Gaussian samples, but this algorithm is computationally

intractable. This is shown to be tight when there is no spectral gap. When there is a spectral
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gap, this translates into

sin(d,v1)? = O(H( %—i— %i(l/é))) : (C.2)
Distributed PCA. In distributed PCA, the dataset is stored across different local servers
[117, , , 92]. [117, , 205] consider differentially private distributed PCA under the
assumption that the examples are deterministic and have norms bounded by a fixed and
known constant. The algorithms appeared in [117, , | are based on the Gaussian
mechanism [30] on local server and an aggregator in the central server. The resulting utility

guarantees are the same as those from [30], which are discussed in Section 4.2.3.
C.2 Preliminaries

Since we focus on one-pass algorithms where a data point is only accessed once, we need a

basic parallel composition of DP.

Lemma C.2.1 (Parallel composition [165]). Consider a sequence of interactive queries
{qr}_, each operating on a subset Sy of the database and each satisfying (,8)-DP. If Si’s
are disjoint then the composition (q1(S1),q2(S2), - ., qx(Sk)) is (g,9)-DP.

We also utilize the following serial composition theorem.

Lemma C.2.2 (Serial composition [79]). If a database is accessed with an (ey,61)-DP
mechanism and then with an (9, 02)-DP mechanism, then the end-to-end privacy guarantee

18 (81 + 62751 + 52)—DP

When we apply private histogram learner to each coordinate, we require more advanced

composition theorem from [125].

Lemma C.2.3 (Advanced composition [128]). For ¢ < 0.9, an end-to-end guarantee

of (g,9)-differential privacy is satisfied if a database is accessed k times, each with a

(e/(2+/2k10g(2/4)),/(2k))-differential private mechanism.
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C.3 Converse results

When privacy is not required, we know from Theorem 4.2.2 that under Assumptions A.1-A.3,
we can achieve an error rate of O(ry/V/n). In the regime of V = O(d) and x = O(1),
n = O(d) samples are enough to achieve an arbitrarily small error. The next lower bounds
shows that we need n = O(d?) samples when (¢ = O(1),0)-DP is required, showing that
private PCA is significantly more challenging than a non-private PCA, when assuming only the

support and moment bounds of assumptions A.1-A.3. We provide a proof in Appendix C.3.3.

Theorem C.3.1 (Lower bound without Assumption A.4). Let M. be a class of (¢,0)-DP
estimators that map n i.i.d. samples to an estimate © € RY. A set of distributions satisfying
Assumptions A.1-A.3 with M = O(dlogn) and V = O(d) is denoted by 75@1,)\2). There exists

a universal constant C > 0 such that

/id2 )\2 )\2
inf  su Espr [sin(v(S),v1)] > Cmin | —4/—,1/— | . C.3
s B inli(5).01) (57”/ NV (3

We next provide the proofs of all the lower bounds.

C.3.1 Proof of Theorem 4.5.3 on the lower bound for Gaussian case

Our proof is based on following differentially private Fano’s method |3, Corollary 4].

Theorem C.3.2 (DP Fano’s method [3, Corollary 4|). Let P denote family of distributions
of interest and 6 : P — © denote the population parameter. Our goal is to estimate 6 from
ii.d. samples x1, 2o, ..., xn ~ P € P. Let 0. be an (¢,0)-DP estimator. Let p:© x © — Rt
be a pseudo-metric on parameter space ©. LetV be an index set with finite cardinality. Define
Py ={P,,v € V} C P be an indezed family of probability measures on measurable set (X, A).
If for any v #v' €V,

1. p(6(P,),0(P,)) > T,

2. DKL (PIHP’U/) S 6;
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3. Dyv (P,, Py) < ¢,

then
. ; T nf +log(2) . V|
1gif IITDlGa%(ESan p(0:(S), Q(P))} > max (5 (1 " sV ,0.47 min | 1, 10nge .

(C.4)

For our problem, we are interested in Gaussian Py, and metric p(u,v) = sin(u, v). Using
Theorem C.3.2, it suffices to construct such indexed set ¥V and the indexed distribution family
Py. We use the same construction as in [202, Theorem 2.1] introduced to prove a lower bound

for the (non-private) sparse PCA problem. The construction is given by the following lemma.

Lemma C.3.3 ([202, Lemma 3.1.2]). Let d > 10. For a € (0,1], there exists V, C S4* and
an absolute constant c; > 0.0233 such that for every v #v' € V, a/vV2 < |[v — /|| £ V2«
and log(|Va|) > aid.

Fix a € (0,1]. For each v € V,, we define ¥, = (A; — A)vv" + A1y and P, = N (0,%,).
It is easy to see that Y, has eigenvalues \y > Ay = --- = \,. The top eigenvector of ¥, is v.

Using Lemma C.6.4, we know for any v # v' € V,

S < o= vl < plot) = 1= (00)? < o= v < Vo (€5)

Using [202, Lemma 3.1.3], we know
(A1 — A)? n2y (A= Ag)%a?
Dyxy, (Py, Py) = ————(1 — (v, < —. C.6
(P Py = L2220 ) < B (o)
Using Pinsker’s inequality, we have
DKL (Pm Pv’) ()‘1 - )‘2)2

Dry (P, Py) <4/ ——= < —_— )

TV( Uy ’U)— 2 _Oé 2)\1)\2 (C7)

Now we set

o :=min | 1, max derdio ad 22 (C.8)
o ’ 271()\1 — )\2)27 10ne ()\1 — )\2)2 ‘
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Combining all cases, it follows from Theorem C.3.2 and d > 10 that there exists a constant

C such that

. o , d d A1y
f Es~pn S), v (X)) >C -+ — —,1] . C.9
inf sup Es-p [sin(9(5), v1(¥))] > C min (( -~ m) On = )2 > (C.9)
C.3.1.1 Proof of Lemma C.3.3
We first point out that Lemma C.3.3 is a special case of [202, Lemma 3.1.2|. Here is the

original statement from [202].

Lemma C.3.4 ([202, Lemma 3.1.2]). Define B? (R,) = {9 ERP: Y16, < Rq}. Let
R,=R,—1> 1andp>5. There exists a finite subset O, C St n B (R,) and an absolute

constant ¢ > 0 such that every distinct pair 61,05 € O, satisfies

€/V2 < |6y — 65|, < V2e

_ 2 _ 2
R\ 7 R\ 7
log O] > ¢ (g> llog(p —1) —log (g) ]

for all ¢ € [0,1] and € € (0, 1].

and

Assume d > 10 and set ¢ = 0 and R, = g + 1. Lemma C.3.4 implies that there exists a
finite subset V, C SS—I N IB%Z (g + 1) and an absolute constant ¢ such that for v # v € V,

satisfies
5 <l =2 <v2a (C.10)
and
log(|Va|) > cg (log(d —1) - log(g)) = %dlog (8 (1 — é)) > %dlog(6.3) . (C.11)

For completeness, we also provide a direct proof of Lemma C.3.3, following the proof
strategy of Lemma C.3.4. The following lemma is a variant of classic Varshamov-Gilbert
bounds that appeared in [163, Lemma 4.10]. A similar lemma can be also found in |3,

Lemma 6].
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Lemma C.3.5 ([163, Lemma 4.10]). Let I be a positive integer that is at most k/4. Then
there exists a subset © C {0,1}* and absolute constant ¢ > 0.233 such that
1. For any w € O, ||w|lo =1,
2. For any w # w' € O, ||w—w'||o > 1/2,
3. log(|0]) > 'llog(k/1).

For d > 10, let k = d — 1 and [ be an integer between 1 and (d — 1)/4. We will choose [
later. Let © be such a set that satisfies the conditions in Lemma C.3.5. Now for a € (0, 1],

we construct V,. Define f: {0,1}%! — R? as follows.

flw) = (m%) e R (C.12)
Let
Vo = {f(w) :w € O} . (C.13)
It is easy to see that
If(w)| = V1 —a?+ w[Pa?/l = 1. (C.14)

For any v # v € V,, if v = f(w) and v' = f(w’), we know

o |lw — w'||2a?
— <=V =/ T <20 C.15
< o= v = R < (.15)

where the last inequality follows from the fact that ||w — w'||o < 21.
Note that above inequalities hold for any ! between 1 and (d —1)/4. Let [ = (d — 1)/8.

Then we have

(V) = log(1€1) > €((d ~ 1)/3)1os (175 ) = 56 (16

for any d > 2.
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C.3.2  Proof of Theorem 4.5.4

We first construct an indexed set V and indexed distribution family Py such that z;z, satisfies
A.1, A2 and A.3 in Assumption 5. Our construction is defined as follows.

By [3, Lemma 6] , there exists a finite set V C S§ !, with cardinality |V| > 2¢, such that
for any v #0 €V, |jv —'|| > 1/2.

Let f(1, denotes the density function of N(0,1;). Let @, be a uniform distribution on
two point masses {£a " 1v}. Let Qy be Gaussian distribution A'(0,1,). For o € (0,1], we
construct P, := (1 — a)Qo + a@,. It is easy to see that P, is a distribution over R¢ with the

following density function.

%7 if v = —Of_iv ,
Py(x) =4, ifr=a v, - (C.17)

—~

1 —a)fory(x) otherwise
\

The mean of P, is 0. The covariance of P, is ¥, = (1 — a)I; + \/avv'. The top eigenvalue is
A1 = 1 — a+ y/a, the top eigenvector is v, and the second eigenvalue is Ay = 1 — . And
k= O0(a"'/?).

Ifz = a4, then ||z2T =X, |2 = O(a™2). If 2 ~ N(0,1,), we know ||zzT =X, || = O(d).
This implies P, satisfies A.2 in Assumption 5 with M = O((d + a~/?)log(n)) for n i.i.d.
samples.

It is easy to see that |E[(zz" — 3,)(z2z" — ,)]|l2 = O(d). This means P, satisfies A.3
in Assumption 5 with V' = O(d).

By the fact that E[(z,u)’] = O(1) and E[(z,u)"] = O(1) for any unit vector u, we have
v = |[E[(z2" — Sy)un (2" — X,) ][]z = O(1) for any unit vector w.

Our proof technique is based on following lemma.

Lemma C.3.6 (|25, Theorem 3|). Fiz o € (0,1]. Define P, = (1 — a)Qo + aQ, forv eV
such that such that p(O(P,),0(Py)) > 2t. Let 0 be a (¢,6) differentially private estimator-
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Then,
1 n (V] = 1) (Bemelnal — gl
o VZPU (r(B.00P)) > 1) = ——= T (C.18)
Set p(0(P,),0(P,)) = sin(v,v")/k. By Lemma C.6.4, p(0(P,),0(P,)) > |lv —'||/rk =
Q(va).

Lemma C.3.6 implies

Isjug Egpr[sin(o(S),v1(2))] > ‘% ZESNPJZ [sin(0(.9), v1(2y))] (C.19)
1 sin(0(S), v1(%,))

— mtm ; P, ( - > t) (C.20)
-1 G - =)

T e CI (C.21)

For d > 2, we know 2¢ — 1 > ¢%2. We choose
1 /d 1 1—¢e°¢
= mi — | = = —1 15 . C.22
“ mm{ns (2 6)’718 og( 48es )’ } ( )

1 ) 1
- _—¢e[nal _ > Zp—e(natl) ) 92
26 et 46 >0 (C.23)

This implies

So we have there exists a constant C such that

led/Ze—a(na-‘rl)

inf Egpn [sin(v )| > 4 24
1% ilég S~P [SIH(U(S)7U1( ))] - Cﬁ\/&l_i_ed/Qe,E(naJrl) (C )
2 Kmin (1, \/d/\ log((le— c )/5)) . (C.25)

n

C.3.3 Proof of Theorem C.3.1

Similar to the proof of Theorem 4.5.3, we use DP Fano’s method in Theorem C.3.2. It suffices
to construct an indexed set V and indexed distribution family Py such that z;z; satisfies

A1, A2 and A.3 in Assumption 5. Our construction is defined as follows.
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Let A\; > Ay > 0. By Lemma C.3.3, there exists a finite set V, C S47!, with cardinality
V.| = 2%@ such that for any v # v' € V,, a/v2 < ||[v — /|| < V2, where a 1= /Ao /1.
Let f(o,5) denotes the density function of A'(0,S). We construct P, over R? for v € V),

with the following density function.

et if 7 =~/
Py(z) = { =2 if 2 =d\v, . (C.26)
1 1= )\2/>\1 f 02 Id)(gc) otherwise
1— —F

\

The mean of P, is 0. The covariance of P, is ¥, := (A — Xo)vv! + oIy, It is easy to see
that the top eigenvalue is A\;, the top eigenvector is v, and the second eigenvalue is A,.

If v = d\v, then [|[zz” — X, |l = [[(dA\ — A1 + X2) — Nolylla = O(dN). If 2 ~
N(0, mld) by the fact that m < A1, we know ||zaT — E,]|s < O(d);). This
implies P, satisfies A.2 in Assumption 5 Wlth M = O(dlog(n)) for n i.i.d. samples.

Similarly, |E[(zx" —%,)(zx" —X,) ]|l < |[d(AF =M A2)vvT +dAaA + 38,2 |2 = O(dA?).
This means P, satisfies A.3 in Assumption 5 with V = O(d).

For v # v € V,, we have Drv(P,, Py) = (1 — A3/A1)/d. By Lemma C.6.4, sin(v,v") >
o = v'[l/vV2 = (v/ A2/ M) /2.

By Theorem C.3.2, there exists a constant C' such that

inf sup Eg.pn [sin(0(5),v1(X))] > Cmin | 4/ A2 d )\1>\2 . (C.27)
o pepy A ne\(On = )2

C.4 The analysis of Private Oja’s Algorithm

We analyze Private Oja’s Algorithm in Algorithm 11.

C.4.1 Proof of privacy in Lemma 4.5.1

We use following Theorem C.4.1 to prove our privacy guarantees.
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Theorem C.4.1 (Privacy amplification by shuffling [$6, Theorem 3.8]). For any domain
D, let R : SW x ... x SEGD x D — SO fori c [n] (where SO is the range space of R )
be a sequence of algorithms such that RY (z1,_1,-) is an (g9, )-DP local randomizer for all
values of auxiliary inputs z1.,_1 € SW x ... x S Let Ag: D" — SW x .. x 8™ pe the
algorithm that given a dataset x1., € D™, samples a uniform random permutation © over [n],
then sequentially computes z; = R (z1,_1, Tr)) for i € [n] and outputs z1.,,. Then for any

d € [0,1] such that gy < log <W(2/5)>’ As is (g,0 + O(e*don))-DP, where

e=0 ((1 —e %) (%(1/6) + e%)) . (C.28)

Let R (w;_,, Arwy) = wy. Let g9 = —Vmog(al'zs/éo). We show R (w;_1,-) is an (gg, d)-DP

local randomizer.

If there is no noise in each update step, the update rule is

wy < w1 + neclipg (Aywi—1) (C.29)

Wy <— wt—l/Hwt—lu (030)

The sensitivity of w; is 28, with respect to a difference in A;. By Gaussian mechanism
in Lemma D.2.1 and post processing property of local differential privacy, we know w; is

(€0, 90)-DP local randomizer.

Assume that gy = V/2108(1:25/%0) < % By Theorem C.4.1, for = [0, 1] such that gy <

«
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log (W), Algorithm 11 is (£,0 + O(e*6on))-DP and for some constant ¢; > 0,

e0log(1/d) e

€ S C1 (1 — 6_50) T + 7 (031)
< | (€% — e 05%) lo\g/(ﬁl/é) + emn_ ! (C.32)
<o [((14 o) = (1 — egyap VLD 120 -1 (C.33)

N4 n

ey | Ly loell/0) 2 (C.34)
2 n n

< e log(l/éo) log(l/g) , (CB5)

(0% n

for some absolute constant ¢y > 0.

Set 0 = 6/2, 8 = ¢30/(e“n) for some ¢3 > 0 and o = € log(n/d)/(ey/n). We have

f<e Viog(esn/(cad)) [log(2/9)

- - (C.36)
_ Vlog(en/(c39)) log(2/9)
B C"log(n/d) - (C-37)

For any ¢ < 1, by Eq. (C.37), there exists some sufficiently large C’ > 0 such that & < e.

\/21log(1.25/60) <

«

log(n/d) ) )

Recall that we assume g¢ = p

5. This means ¢ = O(

C.4.2  Proof of clipping in Lemma 4.5.2

Let z; = Aywi—1. Let py := Elz] = Yw;—1. By Lemma 4.2.1, we know for any ||v|| = 1, with
probability 1 — (,

[0 (2 = )| < KyAilog®(2/¢) - (C.38)

Applying union bound over all basis vectors v € {ej,...,eq} and all samples, we know
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with probability 1 — ¢, for all j € [d] and t € [n]
|zt | < KyAilog®(2nd/C) + Ay . (C.39)
This implies that with probability 1 — ¢, for all ¢ € [n], we have

12e]] < (K~log®(2nd/¢) +1)AVd . (C.40)

C.4.3 Proof of utility in Theorem 4.3.3

Lemma 4.3.2 implies that with probability 1 — O((), Algorithm 11 does not have any clipping.

Under this event, the update rule becomes

wg — Wi+ M (At -+ QOéﬁGt) W1 <C41>

wi < wy/ il (C.42)

where § = (Kvlog®(nd/¢) + 1)M\v/d and each entry in Gy € R*? is i.i.d. sampled from
standard Gaussian N(0,1). This follows form the fact that ||w;_1|| = 1 and Gyw;_; ~ N(0,1,).

Let B; = A; + 2aG;. We show B, satisfies the three conditions in Theorem 4.2.2 (|

’

Theorem 4.12|). It is easy to see that E[B;] = ¥ from Assumption A.1. Next, we show upper
bound of max { ||E [(B; — £)(B; — )] E[(Bi—%)" (B, —%)]|,}. We have

I

1= [(B: = 2)(B: - )]
= ||E[(A; + 208G, — B)(A; + 208G, — )],
< |[B[(A; = 2)(A = )|, + 40 B E[GG{ |12

< VA +40%52Cyd (C.43)

where the last inequality follows from Lemma C.6.3 and C5 > 0 is an absolute constant. Let

V := VA2 + 40%B%Cyd. Similarly, we can show that ||E [(B, — £)T(B, — %)]||, < V.
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By Lemma C.6.2, we know with probability 1 — ¢, for all t € [T,

1B: — X,
= A + 268G, — X,
<|[[Ar = X|y + 208[|G|2
<M + 2Cs50f3 (\/E+ \/W> .

Let M := M + 2C5083 (\/c_l—i- \/log(n/C)>.
Under the event that ||B, — X, < M for all t € [n], we apply Theorem 4.2.2 with a

learning rate 7, = m where

v V4 A3) h?
¢ — 20max Mh 7 ( 1) — (C.44)
()\1 — /\2) ()\1 — )\2)2108;(1 + ﬁ)

Then Theorem 4.2.2 implies that with probability 1 — (,

log(1 2h h2V
sin? (wp, v1) < CLE/O d (é) + — |, (C.45)
¢ n (2h —1) (A — X))’ m
for some positive constant C'.
Set o = Cllgg—\/(ﬁ"/‘s), the above bound implies
i (. 01) < C'log(1/¢) ( h2V \2 (K~log®(nd/¢) + 1)2X2 log?(n/d)d*h?
T ¢ (2h —1) (M — Ao)?n (2h — 1)(A; — Ao)2e2n2

(C.46)

where f: (5/71)2, and
— max ( : MPNR2 (K~ log(nd/C) + 1)°X3 log? (n/6) h*d

3

)\1 — )\2)2712 ()\1 — )\2)252n3 ’
V2\iht (K~ylog*(nd/¢) + 1)*\ilog* (n/d)hd*
(A1 — Ao)*log?(1 + 155)n? (A1 — Ao)tlog®(1 + 155 )etn?

)\1 - )\2)4 10g2(1 + <

MNpt
1 . C.47
+ ( 100)n2> (C.47)

+d(5)h> ,
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For ( = O(1) and K = O(1), selecting h = clogn, and assuming

a 2/312/3 2/3 2/3
n>C (M/\l log(n) N (K~log®(nd/C) + 1)*3X7 " log(n/d) log™"(n)d

)\1 — )\2 ()\1 - )\2)2/362/3
VA2(log(n))?  (Kvlog“(nd/¢) + 1)\ log(n/d)log(n)d  A2log?(n)
(A1 — Ag)? " (A1 — Ag)e " (A1 — >\2)2) - (O8)

with large enough positive constants ¢, and C, we have £ < 1 and dé> < 1 /n?. Hence it is

sufficient to have

+
()\1 — )\2)2 )\1 — )\2 ()\1 — )\2)2 ()\1 — )\2)8

~ 2 M 2 1)\ log(1
n:O( AT A N VAL +d(7—|— )AL log( /5))7

with a large enough constant.
C.5 The analysis of DP-PCA

We provides the proofs for Theorem 4.5.1, Theorem 4.6.1, and Lemma 4.6.2 that guarantees
the privacy and utility of DP-PCA.

C.5.1 Proof of Theorem 4.5.1 on the privacy and utility of DP-PCA

From Theorem 4.6.1 we know that Alg. 21 returns A satisfying 2A > \2||H,,||» with high
probability. Then, from Lemma 4.6.2, we know that with high probability Alg 22 returns
an unbiased estimate of the gradient mean with added Gaussian noise. Under this case, the
update rule becomes
1B
Wy — W1 + 1 <§ Zzl AB(-1)+i + 5th> Wi—1 (C.49)

wy = wi/ il (C.50)

8K/ 2A; log®(Bd/¢)~/2d10g(2.5/6)
eB

where 3, = , A, denote the estimated eigenvalue of covariance of
the gradients at ¢-th iteration, and each entry in G, € R%9 is i.i.d. sampled from standard

Gaussian A(0,1). This follows form the fact that ||w,_1|| = 1 and Gyw;_1 ~ N(0,1y).
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Let g := 107N loga(Bda/é) V2A10825/9) (el that £ > B, which follows from the fact that A<
V23| H,|l2 < V/2A39? (Theorem 4.6.1 and Assumption A.4). Let By = (1/B) 0, Apg—1)1i+
B:Gy. We show B satisfies the three conditions in Theorem 4.2.2 ([119, Theorem 4.12]).
It is easy to see that E[B;] = ¥ from Assumption A.1. Next, we show upper bound of

max {||E [(B; — £)(B; — %) "] E[(Bi—%)" (B, —%)]|,}. We have

I

|E[(B: = =)(B: ~2)]

I,
B B
1 1
= |[El(5 > Apavygi + BG - )5 > Apg-ngi + BG =)

i=1 i=1

2

B B
1 1
< EKE Z Ap(t-1)+i — Z)(E Z AB—1)4i — E)T]
i=1

i=1

+ BEIGG, |12

2

= VA/B + B||E[G.G] ]|
< VX}/B+ 520y, (C.51)

where the last inequality follows from Lemma C.6.3 and C5 > 0 is an absolute constant.

Let V := VA2/B + $2C,d. Similarly, we can show that HE (B:— )T (B, —D)]]], < V. By

I, <
Lemma C.6.5 and Lemma C.6.2, we know with probability 1 — ¢, for all ¢t € [T,

1B — X[,

B

1

B E Ap@-1)4i + BiGr — X
i=1

2

< (M/\1 log(dT'/() n \/V)‘% log(dT'/¢) + 8 <\/E+ \/W>> :

B B

Let M — 03 (M/\1 log(dT/O 4 /V)\% loi(dT/C) + ﬁ (\/3 + qu(T/C))) . Under the event that

B, — X, < M for all t € [T , we apply Theorem 4.2.2 with a learning rate n, = ~—%~+—
2 (A —=A2)(&+t)

where

Mo <17 + A%) a?

¢ = 20 max )
(A = X2)” (A — Ag)?log(1 + =)

(C.52)
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Then Theorem 4.2.2 implies that with probability 1 — (,

. Clog(1/¢) (€)™ a2V
sin” (wr,v) € == (d (T) TR /\2)2T> ’ (C.53)

for some positive constant C. Using n = BT and Eq. (C.51), the above bound implies

sin? (wy, vy) <

Clog(1/¢) @’V \2 K22 X2 log*(nd/(T¢)) log(1/8)d?a*T 2\ @
¢? ((Qa —1) (A — )’ n (2 — 1)(Ay — A2)%e2n? d < ) ) '
(C.54)

where € = (¢/T)2, and

£ = max M?X2021og?(dT /) N VA2 log(dT'/¢)a? N K?y*)\?log®(nd/(T¢)) log(1/6) log(T/¢)a2d?
' ()\1 — )\2)2712 ()\1 — )\2)2HT ()\1 — )\2)252n2 ’
V2iAiat K**\og"(nd/(T¢))log?(1/8)ad*T?
(/\1 /\2)4 IOg (1 + 100) ()\1 )\2)4 lOg (]. + 100)54714

A
+(A1 - )\2)410g2(1 + L)T2> ' (C.55)

100

For ¢ = O(1) and K = O(1), selecting a = clogn, T = /(logn)?, and assuming logn >
)\%/()\1 — )\2)2 and

S (M)\l log(n) log(dlog(n \/ VA2 log(dT) ”y)\l log®(nd/log(n))/log(1/8) log(log(n)) log(n)d
N A= A (A1 = A2) (A1 — Ag)e
VAi(log(n))® | yAilog®(nd/log(n))/log(1/6)(log(n))*d
+ Do = A)? + O = M) ) , (C.56)

with large enough positive constants ¢, ¢/, and C, we have £ < 1 and dé* < 1 /n?. Hence it is

sufficient to have

MM N VA dvy M\ log(l/é))

n= 0( exp(A}/(A\ — A2)?) + SV WSV WE Ov — o)z

with a large enough constant.
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C.5.2  Algorithm and proof of Theorem 4.6.1 on top eigenvalue estimation

Algorithm 21: Private Top Eigenvalue Estimation
Input: S = {g;}2,, (¢,6)-DP, failure probability ¢

1 Let §; < gai — goi1 fori € 1,2,...,[B/2]. Let S = {ﬁi}}f{%

2 Partition S into k = Cy log(1/(5¢))/e subsets and denote each dataset as G; € R**?,
where each dataset is of size b = | B/2k|

s Let A be the top eigenvalue of (1/b)G;G] for Vj € [K]

4 Partition [0, o) into
Q< {..., [27%0 270y [2714 1) [1,244) 204, 22) L F u{[0, 0]}

5 Run (g, 6)-DP histogram learner of Lemma A.2.1 on {)\gj)}?:l over ()

6 if all the bins are empty then Return L

7 Let [/, r] be a non-empty bin that contains the maximum number of points in the DP
histogram

8 Return A = [

Taking the difference ensures that g; is zero mean, such that we can directly use the top
eigenvalue of (1/ b)GjGjT for j € [k]. We compute a histogram over those k top eigenvalues.
This histogram is privatized by adding noise only to the occupied bins and thresholding
small entries of the histogram to be zero. The choice k = (log(1/¢)/e) ensures that
the most occupied bin does not change after adding the DP noise to the histograms, and
k = Q(log(1/0)/e) is necessary for handling unbounded number of bins. We emphasize that
we do not require any upper and lower bounds on the eigenvalue, thanks to the private
histogram learner from [38, 140] that gracefully handles unbounded number of bins.

The privacy guarantee follows from the privacy guarantee of the histogram learner provided
in Lemma A.2.1.

For utility analysis, we follow the analysis of [133, Theorem 3.1]. The main difference
is that we prove a smaller sample complexity sine we only need the top eigenvalue, and we

analyze a more general distribution family. The random vector g; is zero mean with covariance

2\ H, € R where H, = E[(A; — Z)uu' (4; — ) T]/A\}, and g, satisfies with probability
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I g)
[ Girv) | < 2KX v/ [|Hul[210g"(1/C) (C.57)
which follows from Lemma 4.2.1. Applying union bound over all basis vectors v € {ey,...,eq},

we know with probability 1 — (,

19l < 2K M/ d Hul|2 log*(d/C) -

We next show that conditioned on event £ = {||g;|| < 2K 1+\/d||Hy||210g"(d/()}, the covari-
ance E[g;g, |€] is close to the true covariance E[g;g;'] = 2A\2H,,. Note that

—1ior  Elag! gl < 2K +/d||Hy|l2log®(d/¢)}]
E[3:g; |€]
P(E)
- I < 2\TH,
= ey S -

(C.58)

We next show the empirical covariance (1/b) ZZ L §ig; concentrates around 2A\?H,,. First
of all, using union bound on Eq. (C.57), we have with probability 1 — ¢, for all i € [b] and
j € ld],

19i5] < 2KM /|| Hyl|2log®(bd/C) .

Under the event that |§;;| < 2KAi+/||Hyll2log"(nd/C) for all i € [b], j € [d], [203, Corrol-
lary 6.20] together with Eq. (C.58) implies
g gj 2\TH

P2 >al <24 b’
- u = ~ eXp .
b < , 8K2N||H, 5 log? ‘(RN Hull2/(1 =) + )

The above bound implies that with probability 1 — (,
b

1 -
5 D0 — Ni2H,

= O KX, 10g" (bd/<) ‘mgTWO+K2A$||Hu||210g (bd/()—dlog(d/O)

2

This means if b = Q(K?dlog(dk/¢)log®* (bdk/()), then with probability 1 — ¢, for all
je k], (1 =222 Hylls < AP < (14 2Y8)XA2||H,|l>. This means all of AY) must be within
21/4)2||H,||» interval. Thus, at most two consecutive buckets are filled with A, By private
histogram from Lemma A.2.1, if k£ > log(1/(6(¢))/e, one of those two bins are released. The

resulting total multiplicative error is bounded by 2/2.
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C.5.3 Algorithm and proof of Lemma 4.6.2 on DP mean estimation

Algorithm 22: Private Mean Estimation [110, 130]
Input: S = {g;}2,, (,0), target error a, failure probability ¢, approximate top

eigenvalue A
1 Let 7= 21/4K\/Xlog“(25).
for j=1, 2, ..., d do

N

3 Run (\/#TW&, 2)-DP histogram learner of Lemma A.2.1 on {g;; }ie(p) over
Q= { ) ( 27, —7‘], (_7_7 0]7 (07 T]v (7_7 27—]’ (27—7 37—] U }

4 Let [, h] be the bucket that contains maximum number of points in the private
histogram
5 gj —

6 Truncate the j-th coordinate of gradient {g;}icip by
9 — 3KV Nog®(Bd/<), g, + 3K V/Aog"(Bd/C)].

7 Let g; be the truncated version of g;.

Compute empirical mean of truncated gradients ji = (1/B) Y7 | §; and add Gaussian
- 2
noise: i = fi+ N (O, (12K Alog (Bi/;) 2d10g(2.5/5)) Id)

Return /i

o]

©

The histogram learner is called d times, each with (¢/(41/2dlog(4/9)),d/(4d))-DP guar-
antee, and the end-to-end privacy guarantee is (¢/2,9/2) from Lemma 2.3.4 for € € (0,0.9).
The sensitivity of the clipped mean estimate is A = Vd6K \/Xlog“(Bd /C). Gaussian mecha-
nism with covariance (2A4/210g(2.5/6)/¢)*1, satisfy (/2,5/2)-DP from Lemma D.2.1 for

€ (0,1). Putting these two together, with serial composition of Lemma C.2.2, we get the
desired privacy guarantee.

The proof of utility follows similarly as [160, Lemma D.2|. Let [; = l\/— (I+1 \/—
Denote the population probability of j-th coordinate at [; as h;; = P(g;; € I;). Denote the
empirical probability as ﬁjyl = % Zil I(gi; € I;). Denote the private empirical probability

being released as izjyl.
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Fix j € [d]. Let I, be the bin that contains the jz;. Then we know [p;— KA /[| HylJ2 log®(25), 1+
KM/ Hall21og®(25)] € [pj — 7op; + 7] € (Ieo1 U I, U Iiyy). By Lemma 4.2.1, we
know P(lgij — pj| > 1) < P(lgij — pj| > K\iy/[[Hall2log”(25)) < 0.04. This means
R(k—1y,; + P + hegr),; > 0.96 and min(h—1);, Ak j, Pety,;) > 0.32.

By Dvoretzky-Kiefer-Wolfowitz inequality and an union bound over j € [d], we have
that with probability 1 — ¢, max;; |h;; — hyy| < V1og(d/()/B. Using Lemma A.2.1, if
B = Q((y/dlog(1/3) /) log(d/((5))), with probability 1—¢, we have max;, |k, —h;,| < 0.005.
Thus, with our assumption on B, we can make sure with probability 1 —(, max;; |i~zj,l —hjl <
0.01. Then we have min(h,_1) ;. b, hgesny;) —0.01 > 0.31 > 0.04+0.01 > maxgsp_1 oz, hyy+
0.01. This implies with probability 1 — (, the algorithm must pick one of the bins from
Ii1, Iy, Iyy1. This means |g; — pj| < 27 < 299K A+/[[H,[210g"(25). By tail bound of
Lemma 4.2.1, we know for all j € [d] and i € [B], |g;; — 3] < lgij — pjl + g, — 5] <
3K M\+/|[Hy|[2log*(Bd/¢). This completes our proof.

C.6 Technical lemmas

Lemma C.6.1. Let x € RY ~ N(0,X). Then there exists universal constant C such that
with probability 1 — (,

l]* < C T (%) log(1/€) - (C.59)

Proof. Let & := ¥~"/2z. Then 7 is also a Gaussian with & ~ A(0,I;). By Hanson-Wright
inequality ( [200, Theorem 6.2.1]), there exists universal constant ¢ > 0 such that with

probability 1 — ¢,

lz]* = 2"52 < Te(2) + c((IS]lp + [[2]2) log(2/¢) < C'Te()log(1/¢) - (C.60)
[
Lemma C.6.2 (|200, Theorem 4.4.5]). Let G € R¥™? be a random matriz where each entry

Gj is i.i.d. sampled from standard Gaussian N(0,1). Then there exists universal constant

C > 0 such that with probability 1 — 2e™%, |G|, < C(Vd +1t) fort > 0.
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Lemma C.6.3. Let G € R™? be a random matriz where each entry Gi; is i.i.d. sampled

from standard Gaussian N'(0,1). Then we have ||E[GG ]|z < Cod and ||E[GTG]|ls < Cad.

Proof. By Lemma C.6.2, there exists universal constant C5 > 0 such that

P (HGH > Oy (Vd + s)) <e ™, VWs>0. (C.61)
Then

IE[GGT]|ls < E[|GG 2] (C.62)

< E[||G]]2] (C.63)

00 0o )2
- / 2 P(||Glls > r)dr < Cyd + 03/ ore="F g (C.64)
0 Vd
=Ci(d+V2rd +2) < Cod (C.65)
where ()5 is an absolute constant. The proof for the second claim follows similarly. O

Lemma C.6.4. Let x,y € Si~'. Then
L—(z,y)" < [la—y. (C.66)
If o =yl <2, then

L= (0,9)° > Slle -yl (C.67)

DN | —

The following lemma follows from matrix Bernstein inequality [193].

Lemma C.6.5. Under A.1, A.2, and A.3, in Assumption 5, with probability 1 — (,

H%ZAZ'_E‘L _ o( A{V log(d/<) +All\ﬂog(cl/C)>_ (C.68)
1€[B]

B B
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Appendix D

APPENDICES FOR CHAPTER 5
D.1 Related work

Differentially private optimization. There is a long line of work at the intersection of
differentially privacy and optimization [15, , 27, , 26, , 12, 85, , 16, , ,

|. As one of the most well-studied problem in differentially privacy, DP Em-
pirical Risk Minimization (DP-ERM) aims to minimize the empirical risk (1/n) >, ¢ (7;;w)
privately. The optimal excess empirical risk for approximate DP (i.e., § > 0) is known to be
GD -+/d/(en), where the loss ¢ is convex and G-Lipschitz with respect to the data, and D
is the diameter of the convex parameter space [27]. This bound can be achieved by several
DP-SGD methods, e.g., [182, 27], with different computational complexities. Differentially
private stochastic convex optimization considers minimizing the population risk E,..p[¢(x, w)],
where data is drawn i.i.d. from some unknown distribution D. Using some variations of
DP-SGD, [26] and [95] achieves a population risk of GD(1/v/n + Vd/(en)).

DP linear regression. Applying above results for the linear model, by observing that G =
O(d) if D = O(1), the sample complexity required for achieving generalization error is n = d.
Existing works for DP linear regression, for example [201, , , 71, , 88, , , ]
typically consider deterministic data. Under the i.i.d. Gaussian data setting, this translates
into a sample complexity of n = d*2/(ea), where the extra d'/? due to the fact that no
statistical assumptions are made. For i.i.d. sub-Weibull data, recent work [199]| achieved
nearly optimal excess population risk d/n + d*/(g*n?) using DP-SGD with adaptive clipping,
up to extra factors on the condition number. This is closest to our work and we provide

detailed comparisons in Sections 5.2.1 and 5.3.2. Under Gaussian assumptions, [166]| analyze

linear regression algorithm with sub-optimal guarantees. |77, 11, 7, | also consider using
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robust statistics like Tukey median [195] or Theil-Sen estimator [191] for differentially
private regression. However, |77] and [11] lack utility guarantees and [7] is restricted to one-
dimensional data. [161] achieves optimal sample complexity but takes exponential time. More

recently, [53] uses private linear regression scenario to show that correlated noise provably
improves upon vanilla DP-SGD.

Recent work [11] considers DP generalized linear model and provides a DP-SGD type
algorithm that achieves nearly optimal error d/n + d?/(¢°n?). Their result is not comparable
to ours because they assume the norm of the gradient is bounded by a constant, while for
linear regression, the norm of the gradient is O(v/d).

Robust linear regression. Robust mean estimation and linear regression have been
studied for a long time in the statistics community [196, , |. However, for high
dimensional data, these estimators generalizing the notion of median to higher dimensions
are typically computationally intractable. Recent advances in the filter-based algorithms, e.g.,
[65, 61, 62, 69, 49, 73], achieve nearly optimal guarantees for mean estimation in time linear
in the dimension of the dataset. Motivated by the filter algorithms, |70, 63, , , 01, ]
achieved nearly optimal rate with d samples for robust linear regression, where both data
x; and label y; are corrupted. Another type of efficient methods that achieve similar rates
and sample complexity in polynomial time is based on sum-of-square proofs 113, 22|, which
can be computationally expensive in practice. [217] and [161] achieves nearly optimal rates
using d samples but require exponential time complexities. An important special case of
adversarial corruption is when the adversary only corrupts the response variable in supervised
learning [111] and also in unsupervised learning [192]. For linear regression, when there
is only label corruptions, [31, 55, | achieve nearly optimal rates with O(d) samples.
Under the oblivious label corruption model, i.e., the adversary only corrupts a fraction of
labels in complete ignorance of the data, [30, 188| provide consistent estimator w,, such that
lim,, . E [@,, — w*], = 0 with O(d) samples.

Of these, |31, 55| are relevant to our work as they consider the same adversary model as

Asmp. 7. When z;’s and z;’s are sampled from N(0,%) and N(0,c?), [55] proposed a Huber
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loss based estimator that achieves error rate of 02a?log?(n/d8) when n = O (k2d/a?). Under
the same setting, [31] propoased a hard thresholding based estimator that achieves o?a? error
rate with O (d/a?) sample complexity. Our results in Thm. 5.3.1 match these rates, except
for the sub-optimal dependence on log?(1/a). Another line of work considered both label
and covariate corruptions and developed optimal algorithms for parameter recovery [70, 63,

, , 51, , , 22, , 50]. The best existing efficient algorithm , e.g. [173], achieves
error rate of o%a®log(1/a) when n = O (d/a?), and the z; and z; are sampled from N(0, I)
and N (0, 0?).

Robust and private linear regression. Under the settings of both DP and data
corruptions, the only algorithm by [161] achieves nearly optimal rates alog(1l/a)o with
optimal sample complexities of d/a? + d/(ea)). However, their algorithm requires exponential
time complexities.

Robust and private mean estimation Based on sum-of-square proofs, recent works

[109, 6] are able to achieve nearly optimal rates o log(1/a) with O(d) samples for sub-Gaussian

data with known covariance.
D.2 Preliminary on differential privacy

Our algorithm builds upon two DP primitive: Gaussian mechanism and private histogram.
The Gaussian mechanism is one examples of a larger family of mechanisms known as output
perturbation mechanisms. In practice, it is possible to get better utility trade-off for a output
perturbation mechanism by carefully designing the noise, such as the stair-case mechanism
which are shown to achieve optimal utility in the variance [9] and also in hypothesis testing
[126]. However, the gain is only by constant factors, which we do not try to optimize in this

work. We provide a reference for the Gaussian mechanism and private histogram below.

Lemma D.2.1 (Gaussian mechanism [79]). For a query q with sensitivity A,, the Gaussian

mechanism outputs q(S) + N (0, (Ay/21log(1.25/6)/e)?1,) and achieves (g,0)-DP.

When the database is accessed multiple times, we use the following composition theorems
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to account for the end-to-end privacy leakage.

Lemma D.2.2 (Parallel composition [165]). Consider a sequence of interactive queries
{qu £, each operating on a subset Sy of the database and each satisfying (¢,8)-DP. If Sy’s
are disjoint then the composition (q1(S1),q2(S2), - - ., qx(Sk)) is (g,9)-DP.

Lemma D.2.3 (Serial composition [79]). If a database is accessed with an (e1,61)-DP
mechanism and then with an (9, 02)-DP mechanism, then the end-to-end privacy guarantee

18 (81 + 62,51 + 52)-DP

In most modern privacy analysis of iterative processes, advanced composition theorem
from [128] gives tight accountant for the end-to-end privacy budget. It can be improved for

specific mechanisms using tighter accountants, e.g., in [169, 97, , , 98].

Lemma D.2.4 (Advanced composition [128]). For ¢ < 0.9, an end-to-end guarantee
of (g,9)-differential privacy is satisfied if a database is accessed k times, each with a

(e/(2+/2k10g(2/9)),/(2k))-differential private mechanism.
D.3 Adaptive clipping for the gradient norm

In the ideal clipping thresholds for the norm and the residual, there are unknown terms which
we need to estimate adaptively, (|w; — w*||% 4+ 02) and Tr(X), up to constant multiplicative
errors. We privately estimate the (squared and shifted) distance to optimum, (||w; —w*||%+0c?),
with Alg. 23 and privately estimate the average input norm, E[||z;||?] = Tr(X), with Alg. 24
in App. D.6. These are used to get the clipping thresholds in Alg. 13. We propose a trimmed
mean approach below for distance estimation. The norm estimator is similar and is provided

in App. D.6.

Private distance estimation using private trimmed mean. The goal is to estimate the
(shifted) distance to optimum, ||w; — w*||% + %, up to some constant multiplicative error.
Note that this is precisely the task of estimating the variance of the residual b; = y; — w, ;.

When there is no adversarial corruption and no privacy constraint, we can simply use the
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empirical variance estimator (1/n) > . (y; — w, 7;)? to obtain a good estimate. However,

i€[n]
the empirical variance estimator is not robust against adversarial corruptions since one outlier
can make the estimate arbitrarily large. A classical idea is using the trimmed estimator
from [196], which throws away the 2« fraction of residuals b; with the largest magnitude. For
datasets with resilience property as assumed in this work, this will guarantee an accurate
estimate of the distance to optimum in the presence of « fraction of corruptions.

To make the estimator private, it is tempting to simply add a Laplacian noise to the
estimate. However, the sensitivity of the trimmed estimator is unknown and depends on the
distance to the optimum that we aim to estimate; this makes it challenging to determine
the variance of the Laplacian noise we add. Instead, we propose to partition the dataset
into k batches, compute an estimate for each batch, and form a histogram with over those k
estimates. Using a private histogram mechanism with geometrically increasing bin sizes, we

propose using the bin with the most estimates to guarantee a constant factor approximation

of the distance to the optimum. We describe the algorithm as follows.

Algorithm 23: Robust and Private Distance Estimator
Input: Sy = {(z;,y;)}}, current wy, (g9, dp), failure probability ¢,

1 Let b; < (y; — w] x;)%, Vi € [n] and S « {b;}™,.
2 Partition S into k = [C} log(1/(60¢))/e0] subsets of equal size and let G; be the j-th

partition.

3 For j € [k], denote 9, as the 0.9-quantile of G; and ¢; < ﬁ ZieGj b;1{b; < 1;}.

4 Partition [0, c0) into geometrically increasing intervals
Q:={..,2751),[1,2),[2,2?),...} u{0,0]}

5 Run (g9, 8)-DP histogram of Lemma A.2.1 on {¢;}*_, over Q

6 if all the bins are empty then Return L

7 Let [¢,r] be a non-empty bin that contains the maximum number of points in the DP
histogram

8 return /¢
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This algorithm gives an estimate of the distance up to a constant multiplicative error as

we show in the following theorem. We provide a proof in App. D.4.

Theorem D.3.1. Alg. 23 is (go,00)-DP. For an qomupt-corrupted dataset Sy that satisfy
Asmp. 6 and Asmp. 7 and any ¢ € (0,1), if

: (D.1)

n— O ((d+ log((log(l/(éoé)))/€oé))(log(l/(éoé)))) 7

with a large enough constant, then with probability 1 — (, Alg. 23 returns ¢ such that %(Hwt —

wE+0%) < €< Allw - wrE +0?).

Note that in Thm. D.3.1, we only need to estimate distance up to a constant multiplicative
error, as opposed to an error that depends on our final end-to-end desired level a. Consequently,
we require smaller sample complexity (that doesn’t depend on «) than other parts of our

approach.

Remark D.3.2. While DP-STAT (Algorithm 8 in [199]) can also be used to estimate
|lwe — w*||s + o (and it would not change the ultimate sample complezity in its dependence
on Kk, d, €, and n), there are three important improvements we make: (i) DP-STAT requires
the knowledge of ||w*||s + o; (i1) our utility guarantee has improved dependence in K and

log(n); and (iii) Alg. 23 is robust against label corruption.

Upper bound on clipped good data points. Using the above estimated distance to
the optimum in selecting a threshold 6;, we also need to ensure that we do not clip too many
clean data points. The tolerance in our algorithm to reach the desired level of accuracy is
clipping O(«) fraction of clean data points. This is ensured by the following lemma, and we

provide a proof in App. D.5.

Lemma D.3.3. Under Asmp. 6 and for allt € [T, if 6, > \/9C2K2log(1/(2a))-(|w* — w||s + o)

then Hz € 53N Sgood : ’th:EZ - yi| > 9,5}} < an.
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D.4 Proof of Thm. D.3.1 on the private distance estimation
We present our formal theorem for the general sub-Weibull distribution as follows.

Theorem D.4.1. Alg. 23 is (¢,00)-DP. For an Qcopupt-corrupted dataset Sy satisfying
Asmp. 8 and Asmp. 7 and an upper bound & on Qeorrups that satisfy 37Cy K% -alog* (1/(6a)) <
1/4 and any ¢ € (0,1), if

= o (ou(Uog1 (6)) o) o1/ D2

d2€0

with a large enough constant then, with probability 1 — (, Alg. 23 returns ¢ such that %(Hwt —

wE+0%) < 0 < A(|lw — w|E + 0?).

We first analyze the privacy. Changing a data point (z;, y;) can affect at most one partition
in {G; }2?:1. This would affect at most two histogram bins, increasing the count of one bin by
one and decreasing the count in another bin by one. Under such a bounded ¢; sensitivity, the
privacy guarantees follows from Lemma A.2.1.

Next, we analyze the utility. In the (private) histogram step, we claim that at most
only two consecutive bins can be occupied by any ¢;’s. This is also true for the private
histogram, because the private histogram of Lemma A.2.1 adds noise to non-empty bins only.
By Lemma A.2.1, if & > clog(1/(09Co))/€0, one of these two intervals (the union of which
contains the true distance ||w; — w*||% + 0?) is released. This results in a multiplicative error
bound of four, as the bin size increments by a factor of two.

To show that only two bins are occupied, we show that all ¢;’s are close to the true
distance. We first show that each partition contains at most 2cerupt fraction of corrupted sam-
ples and thus all partitions are (2&, 6, 6p, 6p, 6p, 6p')-corrupt good, where p(Cs, K, a, &) =
CyK?alog®(1/6a) and f/'(Cy, K, a,a) = CoKalog”(1/6a), as defined in Definition D.10.6.

Let B = [n/k| be the sample size in each partition. Let (; = (/2. Since the partition
is drawn uniformly at random, for each partition G, the number of corrupted samples o/'n

satisfies o/n ~ Hypergeometric(n, ccorrupt™, 7/k). The tail bound gives that with probability
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1- gO?
O/ S Oécorrupt + (k/n) 10g(2/C0) S Qd 9

where the last inequality follows from the fact that the corruption level is bounded by
Qeorruption < @ and the assumption on the sample size in Eq. (D.2) which implies n 2
log(1/(d0¢0)) log(1/Co)/ (o).

For a particular subset G, Lemma D.10.7 implies that if B = O((d+log(1/¢))/a?), then
Gj is (o, 6a,6p,6p,6p,6p")-corrupt good set with respect to (w*, 3, o) from Asmp. 8. This

means that there exists a constant Cy > 0 such that for any T} C Sgeoq With |71| > (1 —6a)B,

we have
1
T (i, w* — we)” — [Jw* — wyl|3] < 6C2 K alog™ (1/(6a))[|w* — w3,
€Ty
1
T D 27— 0®| < 6CK alog™(1/(6a))0”

1 €Ty

and

< 602K2@10g2a(1/(607))Hw* — wy||so .

1 *
m Z,Zi <$¢,’w — U)t>

€Ty
Note that for i € Sgooa, bi = 27 + 22;(w* — wy) "x; + (w* — wy) "z (w* — w,). By the

triangular inequality, we know, under above conditions,

1 ;
T D b= lw = w3 - 0| < 120K alog*(1/(6a))(|Jw* —wil|% +0%) . (D.3)
1

€Ty

Which also implies that any subset T5 C Sgo0a and [T < 6&|Sgo0d|, we have

< 1205 K210g2(1/(68))(||w* — w2 +02) . (D.4)

1 ;
@sz‘ — [lw* = w [l — 0

€Ty
Recall that v, is the (1 — 3@)-quantile of the dataset G;. Let T' := {i € Sgooa : bi < Y5},

where with a slight abuse of notations, we use Sgo0q to denote the set of uncorrupted samples
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corresponding to G; and Spaq to denote the set of corrupted samples corresponding to G ;.
Since the corruption is less than o/, we know (1 —3a — o/)B < |T| < (1 —3a+ «/)B. By
our assumption that o/ < 2a, we have |E| > (3a — o/)B > aB where E := Sgo0a \ E. Using

Eq (D.4) with a choice of T, = E, we get that
mind; — [Jw” — w3 - 0* < 120K log™ (1/(6a))(||w” — wilz: + 0%) - (D.5)
This implies that
v < 1262 K% 1og™ (1/(60))(|w* — we$ + o). (D.6)

Hence

* 1 *
|65 = llw* —willy = o*| = |5 D> b 1{bs < ¥} = [[w" —wi[[§ — o

i€Gj
1 * 2 2 1
= Ezbi—ﬂw —wifs—o +§Zbi'1{bi§%’}
i€T 1€Spad
< 370, K% - alog®(1/(6a))(||w* — w3 + o?), (D.7)

where we applied Eq (D.6) and Eq (D.3) in the last inequality.

On a fixed partition G, we showed that if B = O((d+1log(1/{))/a?) then, with probability
1 — Co, |9y — Jw* — we| — 0?] < 1(JJw* — wy||% + 6?), which follows from our assumption
that 37C,K? - alog®(1/(6a)) < 1/4. Using an union bound for all subsets, we know if
B =0((d +log(k/¢))/a%), then 1 = Co, [¢; — [lw* — wil|% — 0| < (||w* — wi[§ + o) holds
for all j € [k]. Since the upper bound lower bound ratio is 5/3 which is less than 2. All the

¢; must lie in two bins, which will result in a factor of 4 multiplicative error.

D.5 Proof of Lemma D.3.3 on the upper bound on clipped good points

Let p(Cy, K, a,a) = 2C, K2alog*(1/(2a)) and 7' (Cy, K, a, ) = 2C, Kalog®(1/(2a)). Lemma D.10.7
implies that if n = O((d + log(1/¢))/(a?)) with a large enough constant, then there exists
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a universal constant Cy such that Ss is, with respect to (w*,%,0), (Ccorrupts 20, P, s P, f)-
corrupt good. The rest of the proof is under this (deterministic) resilience condition. By the

resilience property in Eq (5.6), we know for any 7' C Sgooq With |T'| > (1 — 2a)n,

1
] D (= w) ] (0 —wy) = | = w[3| < 20K alog™(1/(20))|[w” — w3 -
(D.8)

Let B := {i € Sgooa : (w* — wy) "zix] (w* —wy) > |[w* — wy||3(8C2 K2 log* (1/(2a)) + 1) }.

Denote @ := |E|/n. We want to show that & < a/2. Let T be the set of points that

contain the smallest 1 — /2 fraction in {(w* — w,) zx]

(w* — wy) Fies,o0a-  We know
IT| = (1 — a/2)n > (1 — 2a)n. To prove by contradiction, suppose & > «/2, which
means all data points in Syeoq \ 7" are larger than [|w* —w;||%(8Cy K ?1og**(1/(2a)) +1). From

resilience property in Eq (D.8), we know

1
- Z (w* —w,) " ww] (w* — wy)

1€Sg00d
1 * T T * 1 * T T *
- Ez:(w —wy) wizr; (W' —wy) + - Z (W —wy) zx; (W — wy)
€T iesgood\T

Q 1 * o ar 1 *
> (1-3) (1—202K2a10g2a<%>) ' = will3 + 5 (8CoK1og™ (5-) + 1) Juw* — w2

> (1+ 202K2a10g2“(1/2a))||w* — wt||% ,

which contradicts Eq (D.8) for Sgeoq. This shows & < a/2.
Similarly, we can show that ‘{z € Sgood : 22 > 02(8CyK?1og*(1/(2a)) + 1)}‘ < «/2. This

means the rest (1 — a)n points in Sgeoq satisfies \/(w* — wy) Tzx] (w* —wy) + |z < (JJwy —

w*|| + J)\/(8C’2K2 log**(1/(2a)) + 1). Note that for all i € Sy0q, We have

’%’th —yil = ‘%T(wt —w") — Zz’

< o] (we —w*)| + |

< (Viwr = w el @ =) + )
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By our assumption that CyK?log*(1/(2&)) > 1 which follows from Asmp. 7, we have

{i € Syood © |7} wr — yil < (JJwy — w*||s + 0)\/902[(2 10g2a(1/(2a))}‘ >(1—a)n. (D.9)

D.6 Private norm estimation: algorithm and analysis

Algorithm 24: Private Norm Estimator

Input: S, = {(z;,y:)}},, target privacy (£¢,0p), failure probability (.

1 Let a; + ||lz;|)?. Let S = {a;}™,.

2 Partition S into k = |} log(1/(00¢))/e] subsets of equal size and let G be the j-th
partition.

3 For each j € [k], denote ¢; = (1/|G,]|) ZieGj a;.

4 Partition [0, 0c0) into bins of geometrically increasing intervals
Q= {... [27%427V4) [27V/4 1), [1,21/4) | [2V/4)2%%) .} u{[0,0]}

5 Run (g9, d)-DP histogram learner of Lemma A.2.1 on {1;}}_, over Q

6 if all the bins are empty then Return L

7 Let [¢,r] be a non-empty bin that contains the maximum number of points in the DP
histogram

8 Return ¢

Lemma D.6.1. Alg. 2/ is (g0,00)-DP. If {z;}'_, are i.i.d. samples from (K, a)-sub- Weibull

distributions with zero mean and covariance > and

5 (10g2a(1/(500)) |

€0
with a large enough constant then Alg. 24 returns I' such that, with probability 1 — (,

1
NG Tr(E) <T < V2Tr(%) .

We provide a proof in App. D.6.1.
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D.6.1 Proof of Lemma D.6.1 on the private norm estimation

By Hanson-Wright inequality in Lemma D.10.1 and union bound, there exists constant ¢ > 0

such that with probability 1 — (,

b 2a
1 2 2 log(1/¢) | log™(1/¢)
2l = T < eh T ( o) e U o)
This means there exists a constant ¢ > 0 such that if b > ¢ K?1log®*(k/(), then for all

J € [k].
b — Tr(D)| < 2Y/8 Tr(X) (D.11)

With probability 1 — ¢, {¢;};_, lie in interval of size 2!/4Tr(¥). Thus, at most two
consecutive bins are filled with {t;}5_,. Denote them as I = I; U I,. Our analysis indicates
that P(¢; € I) > 0.99. By private histogram in Lemma A.2.1, if & > log(1/(4())/e,
|pr — pr| < 0.01 where p; is the empirical count on I and p; is the noisy count on 7. Under

this condition, one of these two intervals are released. This results in multiplicative error of

V2.

D.7 Proof of the resilience in Lemma D.10.7

We apply following resilience property for general distribution characterized by Orlicz function
from [217].

Lemma D.7.1 (|217, Theorem 3.4]). Dataset S = {x; € R}, consists i.i.d. samples from
a distribution D. Suppose D is zero mean and satisfies E,p [w (#ﬂ;w)ﬂﬂ <1 for all
v € R, where ¢(-) is Orlicz function. Let ¥ = Eyplzx']. Suppose a < @, where & satisfies
(1+ a/2) - 2x%ayp=1(2/a) < 1/3, a < 1/4. Then there exists constant cy,Cy such that if
n > c1((d+1log(1/¢))/(a?)), with probability 1 — C, for any T C S of size |T| > (1 — a)n, the

following holds:

< Coran/ =11/ a) (D.12)

1
2—1/2 _ § ;
<|T| ~ x)
€T
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and

< Oy?arp™H(1/a) . (D.13)

I, X 1/2( |Zxx) —1/2

€T

2
Let () = e/, It is easy to see that ¢(t) is a valid Orlicz function. Then if z; is
(K, a)-sub-Weibull, then we know

= (5 )

€T

< CyKay/log®(1/a) , (D.14)

and

< CoK?alog*(1/a) . (D.15)
2

I,— > 1/2( Zxx ) —-1/2

€T

This implies

(1 — CoK%alog?(1/a))Iy < B1/2 <\T| Zx x; ) Y2 < (14 CLKalog? (1 /)]y

€T
(D.16)
Using the fact that CTAC < CTBC if A < B, we know
(1 - CyK?alog?(1/a))% < m > ] 2 (1+ oK alog™(1/a))s (D.17)
€T

This implies resilience properties of z; and z; in (5.6) and (5.7) in Definition 5.5.1
respectively. Next, we show the resilience property of z;z;.

By ab < “2—2 + %, for any fixed v € R,

/(4a) 2\ 1/(2a) 2\ 1/(29)
| (wizi v) P\ [ (23, 0) | %
Elexp (( g2y Ty, | <E |exp IS /2 | exp 22 /2

(D.18)
N )
(D.19)

<2. (D.20)
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Since E[x;z;] = 0, [217, Lemma E.3| implies that there exists constant ¢y, Cy > 0 such that

if n > ¢;(d+log(1/¢))/(a?), with probability 1 — ¢, for any T' C Sgeea of size |T| > (1 — a)n,

»! <% > xz)

€T

< CyK?0alog®(1/a) . (D.21)

D.8 Proof of Thm. 26 on the analysis of Alg. 13
We provide our main theorem under the following sub-Weibull assumptions.

Assumption 8 ((X, 02 w*, K,a)-model). A multiset Sgooa = {(z; € R%y; € R)}", of n
i.i.d. samples is from a linear model y; = (x;, w*) + z;, where the input vector x; is zero mean,
E[x;] = 0, with a positive definite covariance ¥ := E[z;z]] = 0, and the (input dependent) label
noise z; is zero mean, E[z;] = 0, with variance o* := E[z?]. We further assume E[z;z;] = 0,
which is equivalent to assuming that the true parameter w* = X" Ely;z;]. We assume that
the marginal distribution of z; is (K, a)-sub- Weibull and that of z; is also (K, a)-sub- Weibull,
as defined below.

Sub-Weibull distributions provide Gaussian-like tail bounds determining the resilience of

the dataset in Lemma D.10.7, which our analysis critically relies on and whose necessity is

justified in Sec. 5.3.4.

Definition D.8.1 (sub-Weibull distribution [118] ). For some K,a > 0, we say a random vec-
1/(2a)

tor x € R% is from a (K, a)-sub- Weibull distribution if for allv € RY, E [exp ((#ﬁi}"’]) )1 <

2.

Theorem D.8.2. Alg. 13 is (,0)-DP. Under (X, 02, w*, K, a)-model of Asmp. 8 and Qcoprupt-
corruption of Assumption 7 and for any failure probability ¢ € (0,1) and target error rate
Q> Oorrupt- We further assume that the corruption level is bounded by cicorrupt < &, where
@ is a known positive constant satisfying & < 1/10, 72Cy K2 & log**(1/(6a)) log(k) < 1/2,
and 2C5K?10g®*(1/(2&)) > 1 for the (K, a)-sub- Weibull distribution of interest and a positive
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constant Cy defined in Lemma D.10.7 that only depends on (K, a). If the sample size is large
enough such that

- K2dT"?log(}) log"(%
B <K2dlog2“+1 <1> N d +1og(1/¢) N 8(5) log (g)) ’ (D.22)

o? I%e}

¢

with a large enough constant where O hides poly-logarithmic terms in d, n, and k, then
the choices of a step size n = 1/(CAnax(X)) for any C > 1.1 and the number of iterations,
T = O (klog (||w*|))) for a condition number of the covariance k = Amax(2)/Amin(X), ensures

that, with probability 1 — (, Alg. 13 achieves
~ 1
By, noro [ or = w'3] = O Kto®a?log™ (= ) ), (D.23)
«

where the expectation is taken over the noise added for DP, and ©(-) hides logarithmic terms

in K,o,d,n,1/e,1log(1/8),1/a, and k.

The main theorem builds upon the following lemma that analyzes a (stochastic) gradient
descent method, where the randomness is from the DP noise we add and the analysis only
relies on certain deterministic conditions on the dataset including resilienece and concentration.
Thm. D.8.2 follows in a straightforward manner by collecting Thm. D.3.1, Lemma D.6.1,
Lemma D.3.3, and Lemma D.8.3.

Lemma D.8.3. Alg. 13 is (¢,0)-DP. Under Assumptions 8 and 7 for any ¢ € (0,1) and
QO > Qeorrups Satisfying K2alog®(1/a)log(k) < ¢ for some universal constant ¢ > 0, if

distance threshold is small enough such that
0, < 3C,*Klog®(1/(2a)) - (|Jw* — wl|s + o) | (D.24)

and large enough such that the number of clipped clean data points is no larger than an, at

every round, the norm threshold is large enough such that

O > Ky/Tr(X)log"(n/¢), (D.25)
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and sample size is large enough such that

L d+log(1/Q)  K*T'dlog(T/9) log“(n/(ozé))) 7

o? EQ

n=0 (K2dlog(d/C) log™(n/()
(D.26)

with a large enough constant, then the choices of a step size, n = 1/(CApax(X)) for some
C > 1.1, and the number of iterations, T = © (rlog (||w*|))), ensures that Alg. 13 outputs

wr satisfying the following with probability 1 — (:
Epp, o mnoiplor —w'[5] S K'o?log?(k)a?log™(1/a) , (D.27)

where the expectation is taken over the noise added for DP and ©(-) hides logarithmic terms

in K,o,d,n,1/e,log(1/§),1/c.

Proof of Lemma D.S8.3. We first prove a set of deterministic conditions on the clean dataset,
which is sufficient for the analysis of the gradient descent.

Step 1: Sufficient deterministic conditions on the clean dataset. Let Sguoq
be the uncorrupted dataset for S3 and Sy.q be the corrupted datapoints in S;. Let G :=
Sgood N S3 = S3 \ Spaa denote the clean data that remains in the input dataset. Let
Amax = [|Z]|2. Define 3 := (1/n) >iec Tty B :=1;,—n%. Lemma D.10.4 implies that if
n = O(K?%dlog(d/¢)log*(n/¢)), then

0.9 <L < 1.1%. (D.28)

We pick step size 1) such that 7 < 1/(1.1Amax) to ensure that 7 < 1/||3||. Since the covariates

{z;}ics are not corrupted, from Lemma D.10.3, we know with probability 1 — ¢, for all i € Ss,
l:]1* < K2 Te(X) log™ (n /<) - (D.29)

Lemma D.10.7 implies that if n = O((d + log(1/¢))/(a?)), then there exists a universal
constant Cy such that Ss is, following Definition D.10.6, with respect to (w*, %, o),
(Qcorrupt; @ Co K 2alog®(1/ar), Co K 2alog (1 /a), Co K 2alog® (1/a), Co K e log®(1/ar))-corrupt
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good. Such corrupt good sets have a sufficiently large, 1 — corrupt, fraction of points that
satisfy a good property that we need: resilience. The rest of the proof is under Eq (D.28),
Eq (D.29), and that Sgpoq is resilient.

Step 2: Upper bounding the deterministic noise in the gradient. In this step,
we bound the deviation of the gradient from its mean. There are several sources of deviation:
(1) clipping, (it) adversarial corruptions, and (7i7) randomness of the data noise and privacy
noise. We will show that deviations from all these sources can be controlled deterministically

under the corrupt-goodness (i.e., resilience).

Let ¢, = (1/210g(1.25/80)00;)/(gon), which ensures that we add enough noise to guarantee
(€0,00)-DP for each step of gradient descent. This follows from the standard Gaussian
mechanism in Lemma D.2.1 and the fact that each gradient is clipped to the norm of ©6;,
resulting in a DP sensitivity of ©6;/n. The fact that this sensitivity scales as 1/n is one
of the main reasons for the performance gain we get over [199] that uses a minimatch of
size n/k with sensitivity scaling as x/n. Define gl-(t) = z;(x] w — y;). For i € Sgooa, We
know y; = z] w* + 2. Let §Z-(t) = clipg(z;)clipy, (z; wy — y;). Note that under Eq (D.29),
clipg(x;) = x; for all i € S5.

From Alg. 13, we can write one-step update rule as follows:

Wiy — w"

R .

=w; — 17 (5 S+ d)tvt) —w
1€S
n o N 7 - n 5

) ( ) Einx?> (wn—w) 0> Szt D (0" =) —moan = > g

i€G i€G i€G 1€Shad

(D.30)

Let B, := {i € G : 0, < |z]w; — y;|} be the set of clipped clean data points such that

- ~ N 1
S iec (0 =0 = S im (07 —3"). We define v := (1/n) ¥ eq iz ut) = (1/n) ¥ e, wiw] (wi—

* 2 3 ~(t
w), u?) = (1/n) Yiep, —wizi and u” = (1/0) i om0 -
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We can further write the update rule as:

Wi — w* =B(wy — w*) + 0o + nul + nul® — néws —nul®, (D.31)

We bound each term one-by-one. Since G' C Sgooq and |G| = (1 — Acorrupt)n, using the

resilience property in Eq (5.5), we know

1
|52 = (1 awmmN?§E”ﬂ<%(1 ij%>

acorrupt icG

< (1 = Qcorrupt) Co K 2arlog®* (1 /) o (D.32)

< CyK?alog®(1/a)o . (D.33)

Let & = |E;|/n. By assumption, we know & < « (which holds for the given dataset due
to Lemma D.3.3), and

512 = /2 = w] (we—w)

zGEf

From Corollary D.10.8, we know

1= 1/2|E | sz (we = w*)[| = [[we — 0|5
s on
N Ty—1/2 _ Ty1/2 _
=| max — u xm max v X/ (wy —w
willuf|=1 IEtI Z Wil viflvf|=1 ( )
< Iﬁlﬂxl ’E ’ ZUTZ 1/23:1 TE 1/221/2< w*)u i uT21/2(wt N ’LU*)
wei= thicr,
fﬁﬁ& B o (5 a5 - 1) S H‘
' n i€EEy

- | Z l/gxixiTZ—lm _ Id) 21/2(wt —w*)
t

(1S 9
< Z 2T 1) |- HEl/Q(wt —w")
|Et‘ 1€EFR}
2 2 2a *
<2280, K2alog(1/a) s — wll -
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This implies that

_ _121 .
IS 2 < ST (w = w)

i€k
< (a+ 20K alog®(1/a)) |lw, — w*|y
< 303 K%alog(1/a) |lw, — w'lly | (D.34)
where the last inequality follows from the fact that @ < « and our assumption that
CyK?log*(1/a) > 1 from Asmp. 7. Similarly, we use resilience property in Eq (5.5) instead
of Eq (5.6), we can show that

1S 2u?|| < 3C,K%alog?(1/a)o . (D.35)

Next, we consider uf’). Since [Spad| < Qeomruptn and |Ey| < an, using Eq (5.8) and

Corollary D.10.8, we have

1
572 = max = 0 0TS elipy, (2w — )
vijoll= i€SmgUE:

<20, Kalog”(1/a)0;

< 6C°K2alog®(1/a)(||lw, — w*|s + o) . (D.36)

Now we use Eq (D.33), Eq (D.34), Eq (D.35) and Eq (D.36) to bound the final error from
update rule in Eq (D.31).

Step 3: Analysis of the t-steps recurrence relation. We have controlled the
deterministic noise in the last step. In this step, we will upper bound the noise introduced by
the Gaussian noise for the purpose of privacy, and show the expected distance to optimum
decrease every step.

We want to emphasize that most of our technical contribution is in the convergence
analysis (Step 3 and Step 4). More precisely, naive linear regression analysis can only show a

suboptimal error rate of || — w*||s = O(kao) with sample size n = O(d/a? + k'/2d/(cq)).
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Define u; = (0 + ul + ) — ug?’)). This follows from Eq (D.31):

~

Wiy — W :B(wt - UJ*) + nuy — Ny (D'37>

=(Ig — %) (wy — w*) + quy — NP . (D.38)
From Eq (D.34), Eq (D.35) and Eq (D.36), it follows that
* 1 k *
lwerr = wlls < (1 = =)lwe — wls + alo + [lw; —w™|z)

where we omitted constants for simplicity, which after T = O(x) iterations achieves a
sub-optimal error rate ||wy — w*||s = O(kao).
One attempt to get around it is to take the Euclidean norm instead, which gives, after

some calculations,
Eflfwes — w ) < Efllwy — w2 = nJlwe - w |} - a%?) .

This implies that E[||w;,1 —w*||?] strictly decreases as long as |Jw; —w*||% > Ca?0?, which
is the desired statistical error level we are targeting. With this analysis, we can show that in
T = O(k) iterations, there exists at least one model w, that achieves E[||w, —w*||2] = O(a?0?)
among all the intermediate models we have seen.

However, the problem is that under differential privacy, there is no way we could select
this good model w; among T models that we have, as privacy-preserving techniques for model
selection are not accurate enough to achieve the desired level of accuracy. Hence, we came up

with the following novel analysis that does not suffer from such issues.

We can rewrite Eq (D.31) or Eq (D.37) as

~

Wip1 — w* =B(w, — w") + nuy — NP, (D.39)

t t
— Bttt (wop —w*™) +n Z Biutﬂ; - Z thfiBinfi . (D.40)
i=0 1=0
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Taking expectations of S-norm square with respect to v, - -+ , 4, we have
Ev .01 lwers — w3, (D.41)
t t
< 2B (wo — w)l|E + 2E[n Y Bluil|Z] + 77 Y Te(B*S)E[¢]] (D.42)
i=0 i=0
tt
< 2B (wo — w)E +20°EY D (1B u sl sl Blus ] (D.43)
i=0 j=0
t
+7° Y Te(B¥S)E[¢; ], (D.44)
i=0
where at the second step we used the fact that vy, 14, -+, 14 are independent isotropic
Gaussian.
Note that

nlBluily = glSV2BEY2E 20,

< AISBE - £ ]

< AISVBE 2 o) (i — ' + )
1 ~ *

< =@l — vl + 0)

where p(a) = 1.1(6Cy + 6C3°)K2alog®(1/a), and the second inequality follows from
Eq (D.34), Eq (D.35), Eq (D.36) and the deterministic condition in Eq (D.28). Note that
the last inequality is true because 7 < 1/(1.1Amax) and [|SV2BISY2||, < ||T; — n2|14]12]2 <
Amax/ (i 4+ 1) .

This implies

t t
B S 1Bl B ) (D.45)
i=0 j=0
t t ~
< 4E O (Eljwns — w2+ Effwn, — w2+ 0?)  (D.AG)
t
1 ~ *
< 83 o) maxElu — w3) + %) (D.47)

< 8(logt)*p(a)? (max Efllwr—; — w*2] +0%) (D.48)
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Then,

1B (g — w2 = [S2B 5 S2 y — )|

1
<(1- E>2(t+l)”w0 _ W*H; < 6—2(t+1)/nl|w0 - w*HQE ’

and for n 2 (1/¢)+/rdlog(1/6)/c,

t
? Y THBHHE. ] (.49
=0
t 2a 2a * (|2 2
o 210g(1.25/80) K2 Tr(X) log® (n /(o) Co K log™ (1/(2a)) (E[||wi—; — w*||&] + 02)
<o 3L - SIS, - 22 TN g t :
=0 0
(D.50)
t
1 ~ *
§4Z(i+ 7)°p()* (Bl[wp— — wrl[ 3] +0%) (D.51)
i=0
We have

o vt 1= 3] < 267200/ ag—|[3+20(10g4)25(0) (max Bl -~ [3+0°)

Note that this also implies that

E[[|(wese — w) | |wp] < 2672wy —w?[|F +205()? Y ()2 (Bl wpsems — 0" [[FJwe] +0%)

(D.52)

which implies

~+
—_

) 1
E[ll(we -+ — w)|F] < 267 Ef[Jwy — w'[[F] +205()* Y (- 1

V(Ellwyse-i — wl|E] + 0?)

I
o

(D.53)
< 2¢ P ElJwy — w*||3] + 20(log t)%(ay(r%%:?m”wt%t% —w[§] +0?)
(D.54)

Step 4: End-to-end analysis of the convergence. In the last step, we shown that

the amount of estimation error decrease depends on the estimation error of the previous ¢
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steps. In order for the estimation error to decrease by a constant factor, we will take ¢t = k.
Roughly speaking, we will prove that for every x steps, the estimation error will decrease
by a constant factor, if it is much larger than O((log k)?p(c)?0?). This implies we will reach
O((log k)?p()?0?) error with in O(k) steps.

For any integer s > 0, as long as maxie|(s—1)x+1,0¢] E[|wi — w*[|2] > 2(log x)*p(a)?c?,

1
Ef||w; — w*||2] < (= + (1 25(a)? E[||w; — w*|2 log 2k)%p(a)?ctD.55
s Elllws = w[E] < (5 + (logw)?p(a)?) | max Bl —w|3] + (log 24)*A()*0tD.55)

Assuming p(a)?(log x)? < 1/2 —1/€?, the maximum expected error in a length x sequence
decrease by a factor of 1/2 every time.
Now we bound the maximum expected error in the first length x sequence: max;eo,.—1) E[||w;—
w*||3]. Since
Effw; — w*E] < e wy — w|f3, + (log i)*h(cr)? Jnax | EffJw; - w*[[g] + (logi)*A(a)*o” .
7€(0,2—
As a function of i, maxjep;—1) E[[lw; — w*[|3] only increase when it is smaller than

1
1= (log1)25(a)’

(llwo — w*[|$, + (log )’ p(a)?a?) .

Thus we conclude

1
max E[||w; — w*HQE]

< — an*l|2 1 240 2\ 2
1€[0,k—1] -1 - (log H>2,5(062)(||w0 w ”E +(Og H) p(CY )(7 )

s = log(||lw*||/(p(a)o)) will give us

El[lwser — w[I3] < (log k)*A(a)*0” .

D.9 Lower bounds

D.9.1 Proof of Proposition 5.3.8 for label corruption lower bounds

We first prove the following lemma.
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Lemma D.9.1. Consider an « label-corrupted dataset S = {(x;,y;)}1-, with a < 1/2, that
is generated from either x; ~ N(0,1),y; ~ N(0,1) or x; ~ N(0,1),z; ~ N (0,1 — a?),y; =
ax; + z;. It is impossible to distinguish the two hypotheses with probability larger than 1/2.

In the first case,

10
(i, yi) ~ Pr = N(07 )
01
In the second case,
1 «
(i, yi) ~ P2 = N0, ).
a 1

By simple calculation, it holds that Dy (Py[|Ps) = —3log(1 — a?) < o?/2 for all v < 1/2.
Then, Pinsker’s inequality implies that Dpy (P;||P2) < a/2. Since the covariate z; follows
from the same distribution in the two cases, and the total variation distance between the two
cases is less than a/2. This means there is an label corruption adversary that change /2
fraction of y;’s in P; to make it identical to P,. Therefore, no algorithm can distinguish the
two cases with probability better than 1/2 under « fraction of label corruption.

Since 3 = 1, 0% € [3/4,1], the first case above has w* = 0, and the second case has
w* = «, this implies that no algorithm is able to achieve E[||& — w*||s] < o« for all instances

with [|[w*|| <1 under « fraction of label corruption.
D.10 Technical Lemmas

Lemma D.10.1 (Hanson-Wright inequality for subWeibull distributions [178]). Let S =

{x; € RY}™, be a dataset consist of i.i.d. samples from (K, a)-subWeibull distributions, then

_ nt? nt %
P ( > t) < 2exp (— min {K“(TI(E))Q’ (K2 Tr(E)) }) . (D.56)

Lemma D.10.2. Let Y ~ Lap(b). Then for all h > 0, we have P(]Y| > hb) = e™".

] — )
= 1?2 = Te(2
2 el = Tr()

Lemma D.10.3. If z € R? is (K, a)-subWeibull for some a € [1/2,00). Then
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o for any fizred v € RY, with probability 1 — ,

(z,0)* < K% Solog®(1/¢C) . (D.57)

e with probability 1 — ¢,

el < K2Te(S) 1og (1/) . (D.58)

We provide a proof in App. D.10.1.1.

Lemma D.10.4. Dataset S = {x; € R4}, consists i.i.d. samples from a zero mean
distribution D. Suppose D is (K, a)-subWeibull. Define ¥ = E,plzx']. Then there exists a

constant c; > 0 such that with probability 1 — (,

<

K2dlog(d/¢) log?(n/C) . \/K2d10g(d/5) log?(n/¢) =] .

n n

1 n
— E Tz — %
n

i=1

(D.59)

Lemma D.10.5 (Lemma F.1 from [159]). Let x € R ~ N(0,%). Then there exists universal

constant Cg such that with probability 1 — (,
Jall? < CTe(Z) log(1/C) (D.60)

Definition D.10.6 (Corrupt good set). We say a dataset S is (Qcorrupts O, P1s P2, P35 P4)-
corrupt good with respect to (w*, X, o) if it is Qeorrupt -corruption of an («, p1, pa, p3, pa)-resilient

dataset Sgood-

Lemma D.10.7. Under Assumptions 8 and 7, there exists positive constants ¢, and Cy such
that if n > c1((d+1log(1/¢))/a?, then with probability 1 —, Seoa is, with respect to (w*, %, o),
(o, CyK2alog®(1/a), CoK2alog?(1/a), CoK?alog®(1/a), Co K alog®(1/a))-resilient.

We provide a proof in App. D.7.
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Corollary D.10.8 (Lemma 10 from [185] and Lemma 25 from [161]). For a («, p1, pa, p3, pa)-
resilient set S with respect to (w*, X, v) and any 0 < & < a, the following holds for any subset

T C S of size at least an and for any unit vector v € R%:

1 2 —
g X G -alw)] < S veTSue, (D.61)

(zi,y:)€T
1 2 &
T (v,2)? —v'Xv| < = c pav Y, (D.62)
z, €T
1 2 a4
7] Z (yi — zj w*)? —o*| < & 2 ps0?, and (D.63)
(wi,y:)€ET

1 2—a
] Z (v, ;)| < = paVuT 3o . (D.64)

D.10.1  Proof of technical lemmas
D.10.1.1  Proof of Lemma D.10.3

Using Markov inequality,

P((v,2)? > 12) =P (e<v@>”“ > etl/a> (D.65)

< et R[N (D.66)

< et R (Elf) P 0 (D.67)

12 1/(2a)
e (- (YY) .68
K2E[(v, z)7]
This implies for any fixed v, with probability 1 — (,

(z,0)* < K* E[zzvlog?(1/¢) . (D.69)

For j-th coordinate, let v = e; where j € [d]. Definition D.8.1 implies

22 1/(2a) 22 1/(2a)
—1 exp 2 <2. (D.70)
P\ T(T) K2y, =

E <E
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Note that f(z) = x“ is concave function for a < 1 and > 0. Then (a; + ---ax)* <
af+- - - af holds for any positive numbers ay, - - - , ax > 0. By our assumption that 1/(2a) < 1.

, we have

2|2 1/(2a) 2o+l 1/(2a)
E[eXp ((KQ TI"(Z)) >] = E[exp <( K2 TI(Z) ) ] (D.71)

d I2 1/(2a)
< ]E[H exp <(W§"(Z)) )] (D.72)

7j=1
4 2\ /G d

Zj:l E[exp <(W(E)> ]
< g (D.73)
<2 (D.74)

By Markov inequality,

P(|z|>t)=P (ellxll”“ > et”“) (D.75)
< e " Elel* I (D.76)

< exp (- (#i(z))ww) . (D.77)

This implies with probability 1 — ¢,
l]|* < K2 T (%) log™ (1/¢) - (D.78)

D.11 Experiments

D.11.1 DP Linear Regression

Experimental results for € = 0.1 can be found in Figure D.1. The observations are similar
to the e = 1 case. In particular, DP-SSP has poor performance when o is small. In other

settings, DP-SSP has better performance than DP-ROBGD.
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Figure D.1: Performance of various techniques on DP linear regression. d = 10 in all the

experiments. n = 107,k = 1 in the 2"¢ experiment. n = 107, = 1 in the 3¢ experiment.
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Figure D.2: Non-robustness of existing techniques to adversarial corruptions. n = 107, ¢ = 1

in both experiments.

D.11.2 DP Robust Linear Regression

We now illustrate the robustness of our algorithm. We consider the same experimental setup
as in Sec. 5.4 and randomly corrupt « fraction of the response variables by setting them
to 1000. Figure D.2 presents the results from this experiment. It can be seen that none
of the baselines are robust to adversarial corruptions. They can be made arbitrarily bad
by increasing the magnitude of corruptions. In contrast, DP-ROBGD is able to handle the

corruptions well.
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D.11.3 Stronger adversary for DP Robust Linear Regression

In this section, we consider a stronger adversary for DP-ROBGD than the one considered
in Sec. 5.4. Recall, for the adversary model considered in Sec. 5.4, DP-ROBGD was able to
consistently estimate the parameter w* (i.e., the parameter recovery error goes down to 0 as
n — 00). This is because the algorithm was able to easily identify the corruptions and ignore
the corresponding points while performing gradient descent. We now construct a different
instance where the corruptions are hard to identify. Consequently, DP-ROBGD can no longer
be consistent against the adversary. This hard instance is inspired by the lower bound in
[22] (see Theorem 6.1 of [22]). This is a 2 dimensional problem where the first covariate is
sampled uniformly from [—1,1]. The second covariate, which is uncorrelated from the first, is

sampled from a distribution with the following pdf

(

a if 22 € {~1,1}
p(a®) = == if 1@ € [~0,0] -
0 otherwise

\

We set ¢ = 0.1 in our experiments. The noise z; is sampled uniformly from [—o,o]. We
consider two possible parameter vectors w* = (1,1) and w* = (1, —1). It can be shown that
the total variation (TV) distance between these problem instances (each parameter vector
corresponds to one problem instance) is ©(«) [22]. What this implies is that, one can corrupt
at most « fraction of the response variables and convert one problem instance into another.
Since the distance (in ¥ norm) between the two parameter vectors is (o), any algorithm
will suffer an error of Q(ao).

We generate 107 samples from this problem instance and add corruptions that convert
one problem instance to the other. Figure D.3 presents the results from this experiment. It
can be seen that our algorithm works as expected. In particular, it is not consistent in this

setting. Moreover, the parameter recovery error increases with the fraction of corruptions.
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Figure D.3: Performance against the stronger adversary

D.12 Heavy-tailed noise

We study the heavy-tailed regression settings where the label noise z; is hypercontractive, which
is common in robust linear regression literature [113, 161]. We define (9, k)-hypercontractivity

as follows. This is a heavy-tailed distribution we have bound only up to the k-th moment.

Definition D.12.1. For integer k > 4, a distribution P,y is (k2, k)-hypercontractive if for

allv € R, Epop, [[(v, (x — p))|F] < kE(0TS0) 2 where ¥ is the covariance.

We give a formal description of our setting in Asmp. 9. Note that we consider the
input vector z; to be sub-Weibull and label noise z; to be hypercontractive. If both
x; and z; are hypercontractive, the uncorrupted set Sgooq is known to be not resilient
[217, 161]. However, by [217, Lemma G.10|, we can clip 2; by O(v/d||2|2), and obtain a
(o, O(ka'=V®), O(ka' =), O(ka'=*), O(kal~1/*))-resilient set [161, Lemma 4.19]. This
would result in sub-optimal error rate O(malﬂ/ *), which depends on condition number k.
For convenience, in this section, we further assume that x; and z; are independent. In the
dependent case, the only thing we need to change is the p; resilience from O(a'~'/*) to
O(a'=%*) in Lemma D.12.2. This would result in O(a!~%*) error rate if we plug this new

resilience in Thm. D.12.3.

Assumption 9 ((3,02,w*, K, a, ko, k)-model). A multiset Sgooa = {(z; € R%, y; € R)}, of
n i.i.d. samples is from a linear model y; = (z;, w*) + z;, where the input vector x; is zero
mean, E[z;] = 0, with a positive definite covariance ¥ := E[z;x]] = 0, and the independent

label noise z; is zero mean, E[z;] = 0, with variance o* := E[z?]. We assume that the marginal
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distribution of x; is (K, a)-sub- Weibull and that of z; is (ka, k)-hypercontractive, as defined

above.

This is similar to the light-tailed case in Asmp. D.8.1. The main difference is that the

noise z; is heavy-tailed and independent of the input z;.

Assumption 10 (ocoprupt-corruption). Given a dataset Sgooa = {(xi, yi)}iy, an adversary
inspects all the data points, selects ceorruptn data points denoted as Sy, and replaces the labels
with arbitrary labels while keeping the covariates unchanged. We let Sy.q denote this set of
Qeorrupt™ newly labelled examples by the adversary. Let the resulting set be S := Sg00aUSbad \ Sr-
We further assume that the corruption rate is bounded by Qicorrupt < &, where & is a positive

constant that depends on kq, k, K, log(k), a and (.

Compared to Asmp. 7, this only difference is in the conditions on &. Similar as
Lemma D.10.7, we have the following lemma showing that under Asmp. 9, the uncor-
rupted dataset can Sgooq is corrupt-good, which means that it can be seen as being corrupted

from a resilient set. We provide the proof in App. D.12.2.

Lemma D.12.2. A multiset of i.i.d. labeled samples Sgo0q = {(xi, yi)}7—y is generated from
a linear model: y; = (x;,w*) + z;, where feature vector x; has zero mean and covariance
Elz;x]] =X = 0, independent label noise z; has zero mean and covariance E[z?] = 02 > 0.
Suppose x; is (K, a)-sub-Weibull, z; is (kq, k)-hypercontractive, then there exist constants
c1,Cy > 0 such that, for any 0 < a < & < ¢ where ¢ € (0,1/2) is some absolute constant if

d k2o ?kdlogd  kidlogd d+log(1/¢)
“ C2(1-1/k) o 2(1-1/k) (24/k 12 2/k + a2 ’

n > (D.79)

then with probability 1 — ¢, Sgooa 5
(0.2, o, Cok(ka)* K koo V/EC* CyK2alog? (1/a), Cok?raal~2/F¢2/% Cy K alog®(1/&))-corrupt
good with respect to (w*, 3, 0).

In the rest of this section, we assume we have a (O(«), a, p1, p2, ps3, pa)-corrupt good set

under Asmp. 9 and present following algorithm and our main theorem under this setting in

Thm. D.12.3. We also provide the proof in App. D.12.1.
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Algorithm 25: Robust and Private Linear Regression for heavy-tailed noise
Input: dataset S = {(z;,v:)}3",, (¢,0), T, learning rate n, failure probability ¢,

1=

target error rate «, distribution parameter (K, a)

=

Partition dataset S into three equal sized disjoint subsets S = S; U Sy U S3.
do <= 0/(2T), €9 < €/(4+/T 1og(1/d0)), (o < /3, wp < 0

3 ' « PrivateNormEstimator(Sy, €9, do, (), © < K+V/2T log®(n/()

4 fort=1,2,...,T—1do

M

5 7 < RobustPrivateDistanceEstimator(Ss, wy, €9, do, @, o)

6 0, < 24/27; - v/max{8pa/cv, 8ps/a} + 1.
7 | Sample v, ~ N (0,1,)

/2 1og(1.25/30)00; V)
Ut

8 Wiy <= Wy — 7N (% Zi653 (Chpe(%)dipet (tha;z - y@)) + con

9 Return wy

Theorem D.12.3. Alg. 25 is (¢,0)-DP. Under (%, 0% w*, K, a, ko, k)-model of Asmp. 9 and
Qeorrupt -CoTTUption of Assumption 10 and for any failure probability ¢ € (0,1) and target error
rate o > 1.20corrupt, of the dataset S is (0.2a, v, p1, p2, ps, pa)-corrupt good set S with respect

to (w*, 3, 0) and sample size is large enough such that

K2dTY?10g(T/8) log®(n/(a€)) /8 max{ps/a, ps/a} + 1)

n =0 <K2d10g<d/<> log™ (n /() + e7(a)

(D.80)

where p(a)) = max{py, 3pa, 2ps+/8 max{pa/a, p3/a’} + 1}, then the choices of a small enough
step size, 1 < 1/(1.1Amax(X)), and the number of iterations, T = O (klog (|w*||)) for a
condition number of the covariance k := Apax(X)/Amin(X), ensures that, with probability 1 — ¢,

Alg. 13 achieves

Evy, oy [ = w'|2] = O p*(a)0?) (D.81)

where the expectation is taken over the noise added for DP, and (:)() hides logarithmic terms

in K, ke,0,d,n,1/e,log(1/0),1/a, and k.
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By Lemma D.12.2, if we set & = o' ~V/* | p; = Cok(ka)* K kpa “VECVE py = Cy 21/ * log? (1 /= 1/F)

Cok?k2a'=2F¢2/% and py = CyKa'~*log*(1/a'~/*), we have following corollary.

Corollary D.12.4. Under the same hypotheses of Thm. D.12.3 and under cicorrupt-corruption
model of Asmp. 10, if 1.20comupt < @ and K, a, ko, k = O(1), then n = O(d/(¢*~*/*a?>2/*) +
k'2dlog(1/5) /(e ~Y*)) samples are sufficient for Alg. 25 to achieve an error rate of
(1/0)|Ji — w*||% = O(C2/*a?>¥*) with probability 1 — ¢, where K = Apax(X)/Amin(X),

O(+) hides logarithmic terms in o,d,n,1/e,log(1/§),log(1/¢) and k.

Simiarly, if we set @ = «, p; = Chk(ka)*Kroa' V¢ VE py = Col?alog®(1/a),ps =

Cok?k2a'=2/F(2/% and py = CyKalog®(1/a), we have following corollary.

Corollary D.12.5. Under the same hypotheses of Thm. D.12.3 and under cicoprups-corruption
model of Asmp. 10, if 1.20comupt < @ and K, a, kg, k = O(1), then n = O(d/(¢*>~*/*a?>2/*) +
k2dlog(1/8)/(ec) + (d +1log(1/¢)/a?)) samples are sufficient for Alg. 25 to achieve an error
rate of (1/0?)||w —w*||Z = O(C~¥*a?/¥) with probability 1— ¢, where £ := Apax(X)/Amin(Z),
O(-) hides logarithmic terms in o,d,n,1/e,1og(1/5),1log(1/¢) and .

As a comparison, we also apply the exponential-time robust linear regression algorithm

HPTR by [161] under our setting.

Theorem D.12.6 ([161, Theorem 12]). There exist positive constants ¢ and C such that for
any ((2/11)cv, a, p1, p2, p3, pa)-corrupt good set S with respect to (w*, % = 0,0 > 0) satisfying
a < p<c py<c ps<candp?<ca, HPTR achieves (1/0)|(3 — B)|ls < 32p, with
probability 1 — (, if

-+ 1og(1/(50))

Ex

. (D.82)

We set & = a'™V* p; = Cok(ka)* K koo TVECTVR ) py = Oy K20~k log? (1 /o =1k py =
Cok?k2a2/k¢2/k “and py = CyKa'~Y*log*(1/a'~'/*), we have the following utility gau-

rentees.
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Corollary D.12.7. Under the hypothesis of Asmp. 9, there exists a constant ¢ > 0 such that
forany a < ¢, (ka)*K kya ~YECUR < ¢ K220 =2RC20 < ¢ and K22k 1og®(1/a!~1/k) <

c, it is sufficient to have a dataset of size

d N k2a?~?*dlogd  k3dlog d)
C20-1/K) o2(1-1/K) 247k 2 2k )

such that HPTR achieves (1/0)|jw —w*||s = O(k(ka)* K koo =VEC=Y®) with probability 1 — .

(D.83)

n=0(

Note that both of our result in Corollary D.12.4 and Corollary D.12.5 are subopti-
mal compared to the exponential time algorithm HPTR from Corollary D.12.7. Suppose
K, a, kg, k,¢ = ©(1), HPTR achieves (1/0)|w* — 0| = O(a'~'/*) with sample complexi-
ties n = d/(a®?=Y®)) + (d +1og(1/6))/(en). However, in the analysis in Corollary D.12.4,
Alg. 25 achieves (1/0)|jw* — || = O(a'~?/*) with the same sample complexities. In the
analysis in Corollary D.12.5, Alg. 25 achieves the same error rate as HPTR but requires
extra O(d/a?) sample complexities. The suboptimality is caused by the gradient truncation
step in our algorithm. From Thm. D.12.6, the final error rate of HPTR only depends on
the first resilience p;. However in Thm. D.12.3, the final error rate of Alg. 25 depends on
pa) = max{p1, pa, par/p2/a}. When the noise is heavy-tailed, the bottleneck is the last term
par/paja = a'=2/F which is due to the truncation threshold from Eq (D.93). This cannot be
tightened by using a smaller truncation threshold. Because we can construct y;, such that
there are a-fraction of points that are at the threshold level 6, ~ o~ /*(line 6 of Alg. 25). If
exponential time complexity is allowed, we could robustly and privately estimate the average
of the gradients by directly estimating the x;y;. However, the current best efficient algorithm
[160] for estimating the mean of Gaussian with unknown covariance robustly and privately
would require O(d"?) samples.

For a fair comparison, we also rewrite the error rates of Corollary D.12.4, Corollary D.12.5,

Corollary D.12.7 as the same accuracy level o and different corruption level corpt respectively.

Corollary D.12.8. Under the same hypotheses of Thm. D.12.3 and under cicoprups-corruption
model of Asmp. 10, if 1.20comupt < @F/*2) and K, a, ko, k = O(1), then

n— O(d/(§2‘2/ka2(k‘1)/(k—2)) + K£Y2d1og(1/5) / (ealk—D/(k=2)))
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samples are sufficient for Alg. 25 to achieve an error rate of (1/0?)||w — w*||% = O((*/*a?)

with probability 1—C, where £ 1= Apax(2) /Amin(2), O(+) hides logarithmic terms in o,d,n,1/e,log(1/6),log(1,

and K.

Corollary D.12.9. Under the same hypotheses of Thm. D.12.3 and under Qicorrupt-corruption
model of Asmp. 10, if 1.20comupt < &/ *Y and K, a, ke, k = O(1), then

n=0(d/(¢*"**a?) + £'2dlog(1/6)/(ea™ ™) + (d + log(1/¢) /a®/E=))

samples are sufficient for Alg. 25 to achieve an error rate of (1/02)||w — w*||2 = O(¢~2/* a2
p i [ g )

with probability 1—C, where £ = Amax(X)/Amin(2), O(+) hides logarithmic terms in o,d,n,1/e,1og(1/9),log(1,

and K.

Corollary D.12.10 (HPTR). Under the same hypotheses of Thm. D.12.3 and under ccorrupt -
corruption model of Asmp. 10, if Qeorrupt < /=1 and k=21 < ¢ and K, a, ky, k = O(1),

then
~ d d+1log(1/(6¢))
= O(Cz—z/kog Ry )

samples are sufficient for HPTR to achieve an error rate of (1/0?)|w — w*||3 = O((*/*a?)

with probability 1 — ¢, O(+) hides logarithmic terms in o,d,n,1/e,log(1/68),log(1/¢) and k.

D.12.1 Proof of Thm. D.12.3

Proof. The proof follows similarly as the proof of Thm. D.8.2. We only highlight the difference
in the proof.

Let Sgooa be the uncorrupted dataset for S; and Spaq be the corrupted data points
in S5. Let G denote the clean data that satisfies resilience conditions. We know |G| >
(1 = 1.20c0mrupt) > (1 — a)n.

Let Amax = ||Z]]2. Define £ := (1/n) >icc Tty B :=1,—n%. Lemma D.10.4 implies
that if n = O(K?dlog(d/¢)log**(n/()), then

0.9 <2 < 1.1%. (D.84)
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We pick step size 1) such that 7 < 1/(1.1Amay) to ensure that 1 < 1/||3||,. Since the covariates

{z;}ics are not corrupted, from Lemma D.10.3, we know with probability 1 — ¢, for all i € S,
i < K* Tr() log™ (n/C) - (D.85)

The rest of the proof is under Eq (D.84), Eq (D.85) and the resilience conditions.

Let ¢ = (1/210g(1.25/0¢)06,)/(egn). Define gi(t) = z;(x] w; — y;). For i € Sgood, We
know y; = z]w* + z;. Let gi() = clipg (z;)clipy, (z] w; — y;). Note that under Eq (D.85),

clipg(z;) = x; for all i € Ss.

From Alg. 25, we can write one-step update rule as follows:

Wiy — W
IR0 R
=wy — 1 —Z!]i + o | —w
n €S
(I_-zm) w— )+ LS+ 10 - 50 -1 T g0
i€G i€G 1€G zGSg\GUEt
(D.86)

Let FE; = {i € G : 6; < |z]w; — y;|} be the set of clipped clean data points such that

ZieG(gz‘(t)_gz(t)) = ZzeEt (gft)_gz ) We define 0 := (1/7”&) ZzeG LiZi, ug ' : (1/7”&) ZieEt $ixz—'r(wt_
. 2 ~(t

w), u? = (1/n) Yiep, —vizm, and wf” = (1/n) Yics,0um, 91

We can further write the update rule as:
Wiy — W :B’(wt —w") +no+ 77%@1 + 77“91 — NPevy — 77%@1 . (D.87)

Since G C Sgooa and |G| > (1 — a)n, using the resilience property in Eq (5.5), we know

Y 125|| = |G| max X2 TizZi
I7%6]) = 1] s =77 (w72 S

i€G
<(—-a)po (D.88)

< pio. (D.89)

Let ag = |Ey|/n. Following the proof of Lemma D.3.3, we can show following lemma.
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Lemma D.12.11. Under Assumptions 9, if 6, > \/max{8pa/c, 8ps/a} + 1-(||w* — wy|s + o),
then

HiGG: !w:xi—yi| zet}} < an

, for all t € [T)].

Similar as Thm. D.3.1, we have following theorem.

Theorem D.12.12. Alg. 23 is (¢, 00)-DP. For an (Qcorrupt, @, P1, P2, P3, Pa)-corrupted good
dataset Sa and an upper bound & on Qeorrupt that satisfy Asmp. 9 and py + pa + ps < 1/4, for
any ¢ € (0,1), if

= o (LELOIR1/EO)Y D.90)

Qg

with a large enough constant then, with probability 1 — (, Alg. 23 returns £ such that %(Hwt —

w i +0?) < 0 < 4w, — w3+ 0?).

This means oy < «, and we have

1
272 = D] e — )]

i€F
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From Corollary D.10.8, we know

- 1 * *
=72 Y ! (wp = w)|| = e — wls
21 i€y
1 Ty—1
=|max — > u' 27 Y22 (w —w)| — max v EV2(w, —w*
ullul|=1 | Ey| zeXE:t (1w )l vil[v]=1 (w )
1
< max |[— Z w STV 202 S22 (y — ) || — TRV (wy — w)
wllul|=1 | | E| =

wif|uf|=1

1
< T 2—1/2 ; TE—1/2 | 21/2 Lk
< max _’Et’ Zu ( T, d) (w; —w™)|

1€E;:
_ ﬁ S (T ma] DT 1) 2wy — w')
1€E
S ﬁ Z (E_l/zxix;l'z—l/Q _ Id) ‘ . H21/2<wt - w*)
1€Ey

2—042
< ” pa ||wy — w5, .

This implies that

101 *
=20 < |z 1/25;x¢x?<wt—w Il

< (@ + 2p2) [|wy — w5,

< 32 lwy — v’ (DY)

where the last inequality follows from the fact that ay < o and our assumption that a < py
from Asmp. 10. Similarly, we use resilience property in Eq (5.5) instead of Eq (5.6), we can
show that

IS 2u?|| < 3ps0 . (D.92)

Next, we consider ug?’). Since |S3 \ G| < 1.20comuptn and |Ey| < an, using Eq (5.8) and
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Corollary D.10.8, we have
1

||E’1/2u§3)\| = max — Z v TS 2 3clipy, (v wy — i)
vi||v||=1 N SR
< 2p40,
< 2p4\/8max{p2/a,p3/a} +1-(JJwy —w*||g +0) . (D.93)

The analysis of convergence follows similarly as in Step 3 and Step 4 of the proof of

Thm. D.8.2 except we set p(a) = max{p1, 3p2, 2psy/8 max{ps/c, ps/a} + 1}.
The second term in Eq (D.80) ensures the added Gaussian noise is small enough such

that ¢2||ve|*> < p(a)*(E[||w; — w*||%] + 0?), which is similar as in Eq (D.51)

D.12.2  Proof of Lemma D.12.2

Proof. For any z that is (K, a)-sub-Weibull from Definition D.8.1, Eq (D.68) implies that for

any k > 1,
Bl (0,) ] = [P (0.0} | > 04y (D.94)
<[ 2exp |- _\a D.95
<)) oo ( <K2E[<v,x>ﬂ>za> t o
2K (E[(v, 7)) 2ka / by (D.96)
— 2K*(E[(v, )*])*/*T (ka + 1) (D.97)
< 2K*(E[(v, 2)])*/*(ka)*e (D.98)

This implies that x; is also ((ka)®K, k)-hypercontractive. Since z; and z; are independent,

we have
E U(v,a’lZ’l/Z:cizin] =E [KU, E’l/2zzzi>|k} E Ua’lzi‘k} < 2(ka)F K*Kk . (D.99)
This means x;2; is also ((ka)*K ko, k)-hypercontractive. From [217, Lemma G.10], we know

with probability 1 — ¢, there exists S} C Sgooa With |S1| > (1 — 0.10)|Sgo0d|, such that for
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any 1" C Sy with |T'| > (1 — «)|S;], we have

Z (v, oISV 20 (y; — zj w*)) ‘ < Cok(ka)* K koo ~YECE (D.100)

xi,yi) €S

‘ 1
al
Similarly, there exists Sy C Sgooa With [S2| > (1 — 0.1cr)|Sgoodl, such that for any 7" C S,

with |T'] > (1 — «)|S2|, we have

o My — zjw))? — 1] < Cok?r2al=2/kc2k D.101
7 2

x;,Yi) €T

’ 1
7,
From Lemma D.10.7, for any 7' C Sgooa With [T > (1 — &)|Sgooa|, We have

S (0,5 ) - 1‘ < CyKalog?(1/a) . (D.102)

@i,y; ) €T

) 1
T
and

< CyKalog*(l/a) . (D.103)

X )

(z4,y;) €T
Set S = 51N S, we know |S| > (1 — 0.20)|Sgo0a| and S is
(0.2, v, Cok(ka)* K koot ~V/EC* Cy K2alog? (1/a), Cok?raal~2/F¢2/% Cy K alog®(1/a))-corrupt
good with respect to (w*, ¥, o). This completes the proof. O
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